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1
Introduction
At SA3 #58 SA3 sent a reply LS (S3-100233) to CT4 where SA3 stated that “SA3 recommends the use of NDS/IP (TS 33.210) over Ud”, and “SA3 would like to caution that NDS/IP would not be sufficient for protecting the transfer of permanent authentication keys.” CT4 have sent a reply LS (C4-100917) to SA3 #59 where they ask further guidance from SA3. 
The present contribution discusses a possible way forward for UDC security and it could be used as a basis for a reply to CT4.
2
Discussion
In their reply (C4-100917) CT4 notes that 
“CT4 would like SA3 to inform about further security mechanisms required in addition to NDS/IP. SA3 should consider that, within the UDC architecture, encryption/decryption of such application specific data should be done in the application Front-Ends (i.e. data should be stored encrypted in the UDR)”
CT4 have the following actions to SA3:

Action 1: -To indicate the security mechanism required to protect permanent authentication key data or more generally data requiring a high level of security when they are stored in the UDR and transferred over the Ud interface in addition to NDS/IP.

Action 2: - To guide CT4 about which specifications (UDC or other) should describe the security of application specific sensitive data.
Based on the above it seems clear that the application Front-Ends (FEs) are encrypting and decrypting the application data stored in the UDR and the UDR does not need to be aware of the used encryption/decryption algorithm or keys used.  From this perspective there might not be a need to specify the encryption/decryption algorithms or key management as they are not needed for interoperability.  

However, in case of FE multi-vendor environment the same data in the UDR may be accessed by FEs from different vendors. In that case the same encryption/decryption algorithm needs to be implemented by the involved FEs and key management is needed between the FEs. As the involved FEs are assumed to be under the same administrative organization, e.g. operator, it may be questioned whether the algorithms or key management need to be specified as they could be handled with operator policy and/or configuration. 
It seems unnecessary to specify the key management as it would add complexity and it could be handled relatively easily via configuration. Also, development of a key management solution would not be realistic in the time scale of Rel-9.

The operator could also use an encryption/decryption algorithm of his/her choice. However, it would make interoperability easier if a minimum set e.g. one widely used algorithm, like AES, would be specified mandatory to support in the FEs.  This would be sufficient for Rel-9 purposes. In addition, an algorithm identifier and key identifier would need to be carried with the encrypted application data. 
3
Proposal
It is proposed to take the following as a basis for a reply to CT4:
· in order to support multi-vendor environment key management between application FEs is handled via configuration

· in order to support multi-vendor environment one algorithm, AES, is specified to be mandatory to support for application FEs 

· the data to be protected is not specified but it is left for operator policy to decide. However, the UDC specifications could recommend that authentication related data such as permanent authentication key should be protected.
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