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Abstract of the contribution:

Discussion and proposal about RRC Connection Re-establishment security enhancement.
1 Introduction

During last SA#58 meeting, S3-100019 RRC Connection Re-establish Security [1] gave a solution for the RRC Connection Re-establishment Security, and after discussion in the meeting, it was agreed that there could be some bidding down concerns about the solution in [1] and some studying should be taken for this issue. 
In this contribution, we give a review of this issue, and propose some way forward for the issue.
2 Discussion

2.1 Bidding Down Attack for Solution in [1]
Regarding this issue, we think that the “bidding down attack” threat for [1] doesn’t exist. The analysis is given below:

1, It is not possible for the attacker to change only the ciphering algorithm for UP only, for the reason below : in 36331, it is stated ” The ciphering algorithm is common for all radio bearers (i.e. SRB1, SRB2 and DRBs)”. 
2, If the attacker changes the ciphering algorithm, the RRC Reestablishment will fail. Before the target eNB initiate the RRC Reconfiguration procedure, the RRC Re-establishment complete message should be received successfully by the target eNB. While the complete message is both confidentiality and integrity protected. If there is any bidding down attack to this procedure before, the check of RRC re-establishment complete message will fail. As a result, the subsequent reconfiguration will not be initiated. 
Conclusion: Hence, there is no bidding down attack concern about the solution in [1]. 
2.2 LS to RAN2?

In addition, the intention of the solution in [1] is to reduce the Re-establishment failure, which resulting from the target eNB not supporting the previous AS algorithm. In our opinion, this is a security enhancement to the current re-establishment procedure. And the addition to the size of RRCConnectionReestablishment message is insignificant. 

However, this enhancement is closely related to RAN2. So, whether or not the mechanism should be introduced, it may depend on RAN2’s view on how much the benefit of this enhancement is. So if SA3 have no other security concerns, it is proposed to send an LS to RAN2 about this solution. 
Proposal 1: it is proposed to send an LS to RAN2 about this enhancement.
2.3 Solution

Hence, if RAN2 thinks it is a problem to be solved, we propose that solution in [1] should be accepted by SA3.

Proposal 2: If RAN2 agree the enhancement is needed, solution in [1] should be accepted by SA3.
3 Conclusion & Proposal 
Conclusion: Hence, there is no bidding down attack concern about the solution in [1]. 

Proposal 1: it is proposed to send an LS to RAN2 about this enhancement.

Proposal 2: If RAN2 agree the enhancement is needed, solution in [1] should be accepted by SA3.
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