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1
Introduction
The PUCI TR 33.937 for Release 9 has been approved. At the last SA3 meeting a large number of ffs statements were removed from the TR as they were considered inappropriate for a 900-series TR. However, the need for study of these aspects still remains. This document discusses these and other important issues that are left unanswered in 33.937 and therefore needs further study.
The list is by no means complete.

2
Scope of the protection

It is not clear what kind of communication the PUCI solution should protect against. The TR defines UC as bulk communication, but it does also discuss communication that is not bulk communication. This scope clearly affects the solution.

Even when it comes to SIP based IMS traffic, the TR is clearly lacking. Although SPIT (SIP INVITE) and SPAM (SIP MESSAGE or SIP INVITE) is very different in some aspects, this is not even mentioned in the TR, even less studied. Presence spam SPPP (SIP SUBSCRIBE), the third major type of SIP spam, is not mention at all in the TR. It has quite different properties from SPIT and SPIM. This clearly needs further study.
The PUCI design principles say that PUCI shall also protect against communications such as email and data delivery. It seems clear that there is no real consensus what kinds of communication PUCI should protect against.
PROPOSAL 1: It should be studied which types of communication that should/can be covered by PUCI, and how the different types of communication affects the PUCI solution.
3
Prevention vs. treatment
In general there are two main ways to protect against threats. This is also true for the UC threat.

· The threat can be prevented from happening.

· The threat can be treated when it has happened. 

As a general rule it of often easier, more efficient, and cheaper to prevent a threat to happen in the first place rather than apply treatment when the threat has already happened. This is most likely true also for PUCI. Prevention does not need to be complete (this is often not cost effective or even achievable). It is often enough to reduce the occurrences to a fraction of what it would have been without prevention.
In the PUCI case, prevention can be achieved by several means. Some such means are discussed in the TR. Prevention can be achieved by contractual agreements, with strong identities, by economic incitements (for the originating user or originating operator), anti-virus programs etc. All this is strengths with IMS and should be used to the fullest. The prevention can be at least two levels. At the 3GPP IMS level (prevent UC from coming into 3GPP IMS systems at all), and at operator level (prevent UC from coming into a specific IMS system). As stated in the TR: “It should be studied whether inter-working with other VoIP operators could be based on similar Service Level Agreement”
When the prevention mechanisms have failed and a spammer has been identified, one of the treatments should be to find and neutralize the spammer. The identification and elimination of spammers needs to be studied further.
The TR mostly focuses on handling UC that has already entered the IMS system, and mostly of identification and “treatment” of single SIP messages. If the sufficient prevention is applied and the identified spammers are efficiently stopped, this step would be .unnecessary.
PROPOSAL 2: It should be studied and estimated how much of PUCI that can be achieved via prevention and how much needs to be done via treatment. 
4
Legal issues

The legal issues need to be studied further. The current conclusions 4.3.5 mostly conclude that the legal issues are complex, especially when the communication is global. The final statement in the clause is that the situation is confusing. As operators may be exposed to lawsuits and claims for damages, the legal issues must be analysed in more detail before SA3 standardizes a solution.

PROPOSAL 3: The legal issues concerning PUCI should be further studied. 
5
Architectural impact

There seems to be consensus that the impact to existing infrastructure (network and terminals) should be minimized. The architectural impacts of different approaches and solutions needs to be investigated. Of the proposed solutions, it is only SS that do not have any real architectural impacts. The architectural impact of the other solutions is unclear or not detailed enough. The architectural impact of CI, UC-OPH, IMR and eventual impact of the “sophisticated” SS proposals needs to be investigated and compared. For example, the architectural impact of UC-OPH has not been investigated at all.

The interworking with non-IMS networks in particular needs study. Non-IMS networks can be expected to be the major source of spam.

Before specification work could be started the architectural impacts should be investigated by SA2 as well. SA2 also need to have a say in what solution to go for based on that analysis. 
PROPOSAL 4: It proposed that the the architectural impact of the different solutions is investigated further. It is proposed that SA3 asks SA2 to investigate the impacts and come with recommendations on the way forward.
6
PUCI information signalling in SIP

It seems probable that a PUCI solution use SIP to convey PUCI related information. How this information should be sent inside SIP is not decided. It seem to be consensus that there is currently no way to send this information and that this would require a new RFC. This would require close cooperation with IETF.

From the TR it is obvious that SA3 do not have a clear view of what type of information that should be send (scoring information, contextual information), how this information should be structured, or even between which nodes the information should be sent.
PROPOSAL 5: To prepare for an eventual cooperation with IEFT about how PUCI information should be sent inside SIP, it is proposed that first evaluates the above mentioned unanswered questions regarding SIP.
7
PUCI function communication

The communication between PUCI functions (PUCIF) needs further study. This is part of the PUCI design principles and there seems to be consensus of this need.
PROPOSAL 6: The communication between PUCI functions (AS) should be studied further.
8
Compatibility with CS.

It is not clear how the different solution alternatives work with SRVCC, ICS, SC etc. This is a fundamental requirement to solve. Before any specification work can start it needs to be studied if and how the proposed solutions works together with the above mentioned solution to allow the UE to use CS to reach IMS services. It is only for the currently defined Supplementary Services that interworking with SRVCC and ICS is assured. 
PROPOSAL 7: It should be studied if and how the proposed PUCI solutions interwork with SRVCC, ICS, and SC.
8
Conclusions 

It is clear that there are still a lot of unanswered questions about PUCI and the proposed PUCI solutions. Not only in the details, but in the whole solution architecture. There is still need for further study on PUCI. There is also need for impact from at least SA2 and coordination with IETF.
There has since the last meeting been a discussion about PUCI design principles. But these principles are only general guidelines and do not take away the need for further study.

Compared to the media security TR 33.828, the PUCI TR leaves much more questions unanswered and unstudied. The protection against UC in IMS is also a much broader and complicated problem than that of media security. It also requires more interaction with other groups in 3GPP as well as other standardization bodies.

PROPOSAL: There is still need for need for new PUCI TR. This TR should not be as general as 33.937. It should study specific topics (e.g. the topics proposed in this document) and give clear directions for the way forward.
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