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Abstract of the contribution: This contribution analyses the Relay device authentication issue in alternative2 Relay architecture.Why device authentication shall be introduced into Relay authentication and how to authenticate the Relay device are disccussed.An optimization is proposed to avoid redundant authentication between Relay and DeNB. 
1. Introduction
Alt2 Relay architecture was decided as baseline in RAN3 #67. And a living document on relay key security issues has been created in SA3 #58.
It is decided in [1] that the Relay shall access network as legacy UE and shall authenticate the UE function of Relay during the attach procedure.As traditional authentication based on USIM(removabler) can not provide sufficient accredit to Relay device, we provide an overview on Relay device authentication in Alt2 Relay architecture in this document.
2. Disccusion

2.1 Authentication in Alt2 Relay startup procedure 
[image: image1.emf] 
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Figure 2.1-1  Relay authentication in Relay startup procedure
The Relay device authentication procedure shown in figure 2.1-1 will be analysized based on Relay startup procedure in 36.806. Relay startup procedure can be divided into two main parts:

-
In the first part the Relay attaches to the network via the legacy UE attach procedure to authenticate the UE (function of the Relay Node) and to establish basic connectivity.

-
When IP connectivity is established, the O&M system authenticates the eNB (function of the Relay Node) and downloads configuration data to the Relay Node. The Relay Node establishes the necessary S1/X2 interfaces and it is ready to serve the UE. The Relay Node needs to establish only one S1 interface and one X2 interface, both terminated in the DeNB, irrespective of the number of MMEs and neighbour eNBs.
The steps in blue are related to Relay authentication.
2.2 Device authentication procedure
Authentication based on USIM may be the same as legacy UE, which shows in step 3 in figure 2.1-1.After the authentication, MME in the network side can trust the USIM of the Relay.But if the USIM is removable,Relay device authentication is needed to avoid a rogue Relay with legal USIM accessing network.
As shows in step 6 in figure 2.1-1, after getting IP connection, the Relay can implement certificate enrolment with RA/CA. Authentication with O&M shall be executed before the Relay obtaining configuration parameters for startup and RRM from the O&M server, which is the same as legacy authentication procedure of eNB. The security protection could be TLS, SSL, etc.
Mutual authentication is needed between Relay and DeNB when S1 SCTP is established.As shows in step 8 in figure 2.1-1, IKEv2 can be used to implement the authentication and IPsec protection for S1 will exist after the authentication.The Relay device authentication procedure based on certificate may be also the same with legacy eNB。
There is also X2 interface between Relay and DeNB. Mutual authentication can be implemented when X2 SCTP is established in step 9 in figure 2.1-1.The authentication may be based on IKEv2 and IPsec protection may be used, same as legacy eNB.
Since both X2 and S1 terminate in DeNB, redundant authentication may be executed between Relay and DeNB according to principle that authentication shall be be done before new interface is established. In fact, for the latter X2 establishment in step 9, the IKEv2 and IPsec implemented when S1 SCTP is established in step 8 could be reused, and a child SA may be added for the X2 IPsec protection.
3. Conclusion

Based on the analysis above, the following proposal shall be considered and added to the living document. 
Proposal: If USIM of Relay is removable, Relay device authentication shall be mandatory. Device authentication could be achieved by using the now existed security mechanism as for eNB. If the mutual authentication between Relay and DeNB has been done successfully during S1 interface establishment, a child SA could be enough for the latter X2 interface IPsec protection between Relay and DeNB.
4. Reference
[1] R2-101844  TR36806 v030
*********************************start first change **********************************
2. Security Requirements
If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.

Integrity protection for the S1 control plane traffic over the Un shall be mandatory. The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture. Both end to end protection between RN and User-UE’s MME and hop by hop protection shall be considered.

Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture. Both end to end protection between RN and eNB/RN and hop by hop protection shall be considered.

Mutual authentication between RN and network shall be supported. 
Relay device authentication shall be mandatory. Device authentication could be achieved by using the now existed security mechanism as for eNB. If the mutual authentication between Relay and DeNB has been done successfully during S1 interface establishment, a child SA could be enough for the latter X2 interface IPsec protection between Relay and DeNB.
The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.

The connection between relay and network should be confidentiality protected. [It remains to be seen whether the previous sentence can be aligned with the integrity protection requirements.] Both user plane and control plane must be considered as they may not require the same level of protection.
Editor’s Note: Platform security requirements should be considered.

*********************************end first change **********************************
5. 















































































































