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1
Introduction
SA1 has responded to the LS from SA3 (S3-100301) on Machine Type Communications Feature Secure Connection in S3-100412. In their response SA1 writes:
“SA1 does not consider end-to-end communication between MTC Device and MTC Server out of scope of the NIMTC work. SA1 believes however to be consistent with SA2 view that application level functionality between MTC Device and MTC Server is out of scope.

The intention of the MTC Feature Secure Connection is to use the security features of the UICC to enable an exchange of security keys between the MTC Device and MTC Server. The actual encryption of data between the MTC Device and MTC Server would happen at application layer and be out of scope of 3GPP specifications.“
This means that SA3 should investigate whether the currently specified 3GPP solutions for key establishment between a UE and an Application Server based on the security features of the UICC satisfy the requirements for optimised machine type communications.  
In this document we have listed the current specified solutions and summerize our assesment with respect to their suitablility for MTC. 
2
Current specified solutions

The specified 3GPP solutions for exchange of security keys between UE and an application server (AS) are:
· GBA (3GPP TS 33.220) – This is the most generic solution for key establishing between an UE and an AS. Moreover, GBA is in principal a suitable solution for many MTC applications. It is, however, not an efficient solution and in particularly not optimized for use with large number of MTC Device that frequently send or receive small amounts of data to or from MTC Server. 
· Key establishment between a UICC Hosting Device and a Remote Device (3GPP TS 33.259) – This solution is based on GBA. The same conclusion as for GBA is applicable. Furthermore, this solution is meant for remote devices that are connected to the UICC hosting device via a local interface.
· IMS Media Security (3GPP TS 33.228) – Although this solution is not setup for establishing keys between MTC Device and MTC Server, it can be used for this purpose. Just like GBA, it is not the most efficient solution optimized for typical MTC applications such as those were large number of MTC device frequently send or receive small amounts of data to or from MTC Server. 
· MBMS Security (3GPP TS 33.246) – This solution is based on GBA. The same conclusion as for GBA is applicable. Moreover, MBMS is focussed on point-to-multipoint services.
3
Conclusion and Proposal
Based on our assessment, we conclude that GBA is suitable for many MTC applications. But GBA is not network efficient nor optimized for use with large number of MTC Devices that frequently send or receive small amounts of data to or from MTC Server.
We propose to investigate network efficient solutions for MTC feature Secure Connection for use with large number of MTC Device that frequently send or receive small amounts of data to or from MTC Server.
Included is a pCR for TR 33.868 in which an alternative solution based on the existing 3GPP AKA mechanisms is presented.

**********************START OF CHANGE***************************

5
Description of envisioned Security Improvements for Machine Type Communication
Editor's note:
This section is intended to provide an overview of the architectural alternatives fulfilling the security requirements. 

5.x
Key Issue - MTC feature Secure Connection

5.x.1
Issue Details
The MTC feature Secure Connection defined in TS 22.368 specifies that it shall be possible for a network operator to provide network efficient security for connection between MTC Server and MTC Devices even when some of the devices are connected via a roaming operator. Moreover, it is the intention to use the security features of the UICC to enable an exchange of security keys between the MTC Device and MTC Server. The actual encryption of data between the MTC Device and MTC Server would happen at application layer and be out of scope of 3GPP specifications. 

5.x.2
Security Requirements
· The MTC feature Secure Connection shall use the security features of the UICC. 

· The MTC feature Secure Connection shall provide a solution for secure transmissions of small amounts of data with minimal network impact (e.g. signalling overhead, network resources, delay for reallocation).
5.x.3
Solution Description
5.x.3.1
GBA
GBA, as specified in 3GPP TS 33.220, can be used to establish a security key between the MTC Device and the MTC Server. 

5.x.3.2.
Key establishment when MTC-Device generates RAND
An important matter preventing a network efficient solution is the fact that for an Authentication and Key Agreement (AKA) first a random value RAND must be transported to the MTC Device. The proposed solution removes the inefficiency; in this solution the MTC device can establish a key and directly use it to send data in a protected way. In the core network a new MTC key establishment function (MKEF) is introduced to assist the MTC Server with the key establishment.
In the proposed solution the MTC Device itself generates the random value RAND that is used in the key establishment between the MTC Device and the MTC Server. With this random value RAND, the MTC Device first orders the (U)SIM to generate a response RES and a secret key Kc. When using a USIM the operation is in GSM security context instead of 3G security context. This is necessary because the network authentication AUTN is not available to the MTC Device. Next, the MTC Device applies a key derivation function to the generated key with an identifier of the MTC Server, to make the key application specific (e.g. KMTC = f(Kc, IDMTC_SERVER)). The MTC Device can now use the resulting key KMTC to encrypt the MTC data and/or add integrity protection to it. In order for the MKEF to securely check that the key establishment request from the MTC Server originates from the MTC Device, the authentication response RES needs to be encrypted (with Kc or KMTC) by the MTC Device and sent along with the IMSI and the random value RAND to the MTC server. 

The MTC Server can request the MKEF in the home network to provide the application specific secret key KMTC for the received IMSI, RAND, and the encrypted RES. The HLR application must be equipped with the functionality to receive an IMSI and a random value RAND and to deliver the corresponding XRES and Kc to the MKEF. The MKEF will apply the key derivation function to generate KMTC Next the MKEF will decrypt the RES and compare this with XRES. If RES=XRES then the MKEF will send the KMTC to the MTC Server. The MKEF must be able to look up the value IDMTC_SERVER for the particular IMSI. 
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Figure 5.y: Key establishment procedure when MTC-Device generates RAND 
The MKEF shall only supply the KMTC if the request originates from an MTC Server that is entitled to receive key KMTC for the IMSI involved. A secure connection shall exist between the MKEF and the MTC Server. 

5.x.4
Evaluation

Editor's note: This chapter will contain an evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions enumerated in the preceding Solution Description subsections. 

**********************END OF CHANGES***************************
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