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Abstract of the contribution:
SA3#58 agreed to capture the results of the work on security for relay node architectures in a living Tdoc that will be updated from meeting to meeting. A structure for this living Tdoc was agreed as S3-100264. S3-100264 also contains some first input to clause 2 on requirements. The present contribution has two purposes: (1) provide more input to clauses 1 and 2 on threats and requirements; (2) propose minor corrections to the existing text in clause 2 in order to align with RAN’s decision to select Alternative 2. The contribution is written in the form of a Pseudo-CR.
Pseudo-CR to S3-100264:
1. Threats 

Editor’s Note: This section shall evaluate the threats associated with all the architectural alternatives under consideration in RAN3. 
Threats can be considered at several stages of the development of a security architecture. General threats apply when no security mechanisms are in place yet; residual threats still apply with certain security mechanisms already in place. General threats are handled in this clause; residual threats are addressed in clause 4 on security procedures.
Control of RN platform: All traffic, apart from NAS-UE signalling between UE and MME-UE, is available inside the RN platform in the clear. So, when an attacker controls the RN platform eavesdropping and modification of this traffic is possible. 
2. Security Requirements
If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.

Integrity protection for the S1 control plane traffic over the Un shall be mandatory. The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and User-UE’s MME needs to be considered as the DeNB acts as an S1-proxy in the solution selected by RAN.

Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture. Only hop by hop protection between RN and eNB/RN needs to be considered as the DeNB acts as an X2-proxy in the solution selected by RAN.
Mutual authentication between RN and network shall be supported. 
The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.

The connection between relay and network should be confidentiality protected. 
Editor’s Note: It remains to be seen whether the previous sentence can be aligned with the integrity protection requirements.
  Both user plane and control plane must be considered as they may not require the same level of protection.
The RN platform shall protect from eavesdropping on and modification of security parameters and security functions by unauthorized parties (platform security).  

The integrity of the RN platform shall be validated as part of the RN start up procedure. 
Editor’s Note: Platform security requirements should be considered in more detail.
