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4
IMS media plane security overview


4.1
Introduction

4.1.1
General

IMS media plane security is composed of two more or less independent key management solutions. The first solution, SDES, is for e2ae and for e2e media protection. The solution relies on the security of the SIP infrastructure and in particular on SIP signalling security. 

The second solution is for e2e protection and aims for high security, independent of the signalling and transport network. It is based on use of a Key Management Service (KMS) and a ticket concept. The security offered is anchored in the KMS including the functionality used for user authentication and key generation towards the KMS. 

Irrespectively of key management solution used, SRTP [9] is used as the security protocol to protect RTP based traffic. Specifically, the key(s) provided by this specification are used as the so called SRTP master key.
4.1.2 
Solution overview

4.1.2.1
SDES based solution

SDES (Session Description Protocol Security Descriptions for Media Streams, cf. RFC 4568 [13]), is a simple key management protocol for media streams, which are to be secured by means of SRTP [9]. SDES defines a Session Description Protocol (SDP) RFC 4566 [17] cryptographic attribute for unicast media streams. The attribute describes a cryptographic key and other parameters that serve to configure security for a unicast media stream in either a single message or a roundtrip exchange. The attribute can be used with a variety of SDP media transports, and RFC 4568 [13] defines how to use it for the SRTP unicast media streams. The SDP crypto attribute requires the services of a data security protocol to secure the SDP message. For the use of SDES in IMS, the SIP signalling security mechanisms defined for IMS shall be used, for more details cf. clause 5.5.
SDES basically works as follows: when an offerer A and an answerer B establish a SIP session they exchange cryptographic keys for protection of the ensuing exchange of media with SRTP. A includes the key, by which the media sent from A to B is protected, in a SIP message to B, and B responds with a SIP message including a second key, by which the media sent from B to A is protected. 
In this specification, SDES is used for two modes of operation: e2ae mode and e2e mode. For the e2ae mode, SDES is run between an IMS UE and a SIP edge proxy, i.e. a P-CSCF (IMS-ALG). In the originating network, he P-CSCF (IMS-ALG) evaluates and subsequently deletes SDES cryptographic attributes that are passed to it from the IMS UE in SIP messages, and creates SDES cryptographic attributes and passes them to the IMS UE in SIP messages. This is done similarly in the terminating network. The resulting SRTP session is then established between the IMS UE and the media node controlled by the P-CSCF (IMS-ALG), i.e. the IMS Access Gateway (GW). This means that, for the e2ae mode, media is protected only over the access part of the network. The purpose of the e2ae mode is to provide access protection, i.e. guarantee protection of IMS media against eavesdropping and undetected modification in a uniform manner across heterogeneous access networks with various strengths of link layer protection. Access protection on the originating side is provided independently of access protection on the terminating side.

For the e2e mode, SDES is run between two IMS UEs, and the resulting SRTP session is then established between the two IMS UEs. This e2e media plane security solution should be suitable for anyone for whom the security level, with which SIP signalling messages are protected, is sufficient. 

When used in e2e mode SDES has minor requirements on the network infrastructure. When used in e2aemode, the requirements on the network infrastructure can be seen from clause 4.2.2.
4.1.2.2
KMS based solution

The KMS based solution is an e2e security solution which protects media from one IMS UE all the way to another IMS UE not allowing any network entity access to plaintext media.  It is designed to rely on a well defined and limited set of entities that have to be trusted, simplifying the task of evaluation and assessment of offered security level.

This solution is based on use of a KMS and a "ticket" concept. A high level and simplified description of the solution is as follows: The initiator of a call requests keys and a ticket from the KMS. The ticket contains the keys in a protected format. The initiator then sends the ticket to the recipient. The recipient presents the ticket to the KMS and the KMS returns the keys on which the media security shall be based. All these message exchanges are authenticated and sensitive parts are encrypted. The solution is based on MIKEY-TICKET [14].
Users served by different KMS's may establish connections with media plane security enabled, provided that the operators of the KMS's have a cooperation agreement and that the operators have established a secure and authenticated channel for message exchange between the KMS's. 

The KMS based solution allows implementation of per user policies regarding use of secure connections in general and key handling in particular. System specific policies can easily be defined and enforced by the KMS. Access to the KMS is granted based on user authentication and authorization. User authentication may be based on GBA [6] with the KMS taking the role of a NAF.

The KMS based solution specified here also solves the so called forking problem as it includes a mechanism which gives each individual recipient end-point in a forking scenario a unique key. These end-point unique keys cannot be recreated by any other end-point (except for the initiator) and in particular not any other end-point to which the call was forked. At the same time the solution offers SIP security independent mutual identity verification of caller and answering user.
This KMS based solution includes three features aiming to off-load the KMS from receiving ticket requests. The first feature is that tickets may be reused. This means that a user may request a ticket for another user and then for a specified time period use this ticket to protect calls to the other user. The second feature is that it is possible to generate tickets that can be used to establish secure connections to any user in a defined set of users. Such tickets are called group tickets. The third feature is that, if allowed by the local policy, the initiator may create tickets by itself, without contacting the KMS. This feature is supported by MIKEY-TICKET [14] and mimics the signalling flows of the Otway-Rees protocol [16].
Note that use of tickets combining these three features may significantly reduce the number of ticket requests that the KMS has to handle. Note also that the use of tickets carrying keys will allow a design of the KMS with no requirements to hold per user state.  
4.2
IMS media plane security architecture

4.2.1
General

This clause describes the impact of IMS media plane security on the IMS architecture. Three cases need to be distinguished. The IMS UEs are impacted in all three cases. The network impact varies with the cases.

1. 
E2ae security: here the P-CSCF (IMS-ALG), the IMS Access GW, and the Iq interface between them are impacted.

2. 
E2e security using SDES: minor impact on the network infrastructure (see TS 29.162 for details).

3.
E2e security using KMS: here, the network infrastructure needs to be enhanced with a Key Management Server, which, in turn, relies on a GBA [6] infrastructure, or an infrastructure to provide corresponding services, to be in place. Otherwise, there is minor impact on the network infrastructure.

There are two prerequisites on the network infrastructure for e2e media plane security between two terminals by means of SRTP to become possible:

a) 
Transcoding shall not take place in the media path;

b) 
Nodes in the media path shall be configured to forward SRTP packets transparently.

These prerequisites apply irrespective of whether the SRTP session was established by means of SDES or KMS. 

NOTE:
The lawful interception architecture is outside the scope of this TS.
4.2.2 
E2ae security

For e2ae security, the P-CSCF (IMS-ALG) shall always include the IMS Access GW in the media path even if the involvement of the IMS Access GW would otherwise not be needed, e.g. if traffic was to be routed only between two terminals in the same IMS domain.

The P-CSCF (IMS-ALG) needs to be enhanced to be able to terminate the key management protocol SDES, as well as handle indications, which are specific to e2ae security and are inserted in SIP messages. The IMS Access GW needs to be enhanced to be able to terminate SRTP streams. The Iq interface between P-CSCF (IMS-ALG) and IMS Access GW needs to be enhanced to be able to transport parameters related to the management of SRTP cryptographic contexts. The S-CSCF may be involved in the registration of media plane security capabilities. There is no impact on other parts of the network infrastructure. This is depicted in Figure 1. Details can be found in clauses 6.2.1.3, 7.2.1 and 7.3.1.
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Figure 1: IMS signalling and media plane entities relevant to e2ae security
4.2.3 
E2e security using SDES

When used in e2e mode SDES has minor requirements on the network infrastructure, see clause 4.2.1. 
4.2.4 
E2e security using KMS

The objective of the KMS based solution is to establish e2e media plane security between IMS UE's. 

A simple network model of the entities involved in the key management for the KMS based solution is shown in Figure 2. The architecture follows the Generic Bootstrapping Architecture (GBA) [6].  GBA is used for KMS user authentication and establishment of a shared key for protection of message exchanges over Ua. 
NOTE: 
Instead of GBA other systems offering corresponding services can be used. The used system has to provide user authentication, a shared security association between KMS and IMS UE and an identity for the security association which can be used to reference the security association. The security association can also define the user associated KMS user identities (see 6.2.3.2). The system can be based on any type of user credentials deemed to be secure enough for the intended application relying on the media plane security.

The IMS UE's may be served by different KMS's, e.g. when they belong to different IMS operator domains. Therefore, a new reference point, Zk, for message exchange between two KMS's is introduced. Zk is used when one KMS gets a request to resolve a ticket which only can be resolved by another KMS. The end-points using Zk shall be mutually authenticated and messages shall be integrity and confidentiality protected.

The media plane interface and the SIP signalling interface (Gm) is not shown in the reference model as these interfaces are in principle not changed. The required new functionality is implemented by modifications in SIP/SDP.
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Figure 2: Reference model for key management for the KMS based solution

Further information on entities and reference points in the reference model is given in the following list:

-
For HSS definitions refer to [2].  

-
For GBA and BSF definitions including the Zh, Zn and Ub reference points refer to TS 33.220 [6].

-
For how to secure Zh and Zn also refer to TS 33.220 [6].

-
The KMS acts as a NAF when GBA is used for user authentication and establishment of a key shared between the KMS and an IMS UE. 

-
Reference point Ua uses HTTP [8] for transport of MIKEY-TICKET [14] messages. The procedures are defined in Annex A.
-
Protocol details for reference points Ua and Ub are provided in TS 24.109 [19].

-
Reference point Zk also uses HTTP [8] for transport of MIKEY-TICKET [14] messages. The procedures are according to Annex A with the restriction that Request-URI only can contain "requesttype" equal to "ticketresolve”.  Network domain Security [5] shall be used for authentication of endpoints and protection of messages.
************* END OF CHANGES *************
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