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************* START OF 1. CHANGE *************

4.2.2 
E2ae security

For e2ae security, the P-CSCF (IMS-ALG) shall always include the IMS Access GW in the media path even if the involvement of the IMS Access GW would otherwise not be needed, e.g. if traffic was to be routed only between two terminals in the same IMS domain.

The P-CSCF (IMS-ALG) needs to be enhanced to be able to terminate the key management protocol SDES, as well as handle indications, which are specific to e2ae security and are inserted in SIP messages. The IMS Access GW needs to be enhanced to be able to terminate SRTP streams. The Iq interface between P-CSCF (IMS-ALG) and IMS Access GW needs to be enhanced to be able to transport parameters related to the management of SRTP cryptographic contexts. There is no impact on other parts of the network infrastructure. This is depicted in Figure 1. Details can be found in clauses 6.2.1.3, 7.2.1 and 7.3.1.
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Figure 1: IMS signalling and media plane entities relevant to e2ae security

************* END OF 1. CHANGE *************

************* START OF 2. CHANGE *************

7.1
IMS UE registration procedures
The IMS UE performs an IMS registration according to 3GPP TS 23.228 [3], with modifications as described in the following. When performing the registration, an IMS UE supporting the mechanisms required for e2ae protection according to this specification shall include an indication "e2ae-security supported by UE" in the initial REGISTER message unless the IMS UE’s policy dictates otherwise. 
When receiving indication "e2ae-security supported by UE" in the initial REGISTER message from the IMS UE the P-CSCF (IMS-ALG) shall store it. 
When the P-CSCF (IMS-ALG) is capable of supporting the mechanisms required for e2ae protection according to this specification, and the network policy is to prefer e2ae protection for this registration, the P-CSCF (IMS-ALG) shall include an indication "e2ae-security supported by network" in a message to the IMS UE during registration. The IMS UE shall store this indication for use with originating session set-up procedures.  

NOTE 1: 
The names "e2ae-security supported by UE" and "e2ae-security supported by network" of the above indications are just placeholders for the purposes of this specification. Their syntax is defined in the corresponding stage 3 specification. 

NOTE 2: 
The network policy regarding e2ae protection could differ e.g. depending on the type of access network. Therefore, the policy may depend on the registration. This does not imply that the network policy depends on the individual subscription. 
When an IMS UE initiates a call and both the IMS UE and the P-CSCF (IMS-ALG) have indicated support of e2ae security, then the IMS UE shall secure all RTP media streams, either e2ae or e2e. When a P-CSCF (IMS-ALG) on the terminating side receives an INVITE for an RTP stream, and the P-CSCF (IMS-ALG) and the terminating IMS UE have indicated support of e2ae security, the P-CSCF (IMS-ALG) shall secure all unprotected RTP streams towards the terminating IMS UE. A request for e2ae security from an IMS UE is only allowed if both the IMS UE and P-CSCF (IMS-ALG) have indicated support of e2ea security. On the terminating side, the P-CSCF (IMS-ALG) is only allowed to initiate e2ae security if both IMS UE and P-CSCF (IMS-ALG) have indicated support of e2ea security.
NOTE 3:
A call may contain a mixture of protected (e2ae and/or e2e) and unprotected media streams/sessions. 

************* END OF CHANGES *************
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