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Abstract of the contribution:
This contribution discusses one security key issue for low data usage, and additional security requirements are proposed.
1. Introduction

NIMTC is widely used for many services with different features, among which small data transmission is a very important feature listed in SA1 TS 22.368 v10.0.0. For NIMTC with different features, different security requirements may be demanded. This contribution focuses on the security requirements for NIMTC with small data transmission feature.
2. Analysis

2.1 Key Issues

2.1.1 Secure transmission of Low Data Usage

The MTC Feature Small Data Transmissions is intended for use with MTC Devices that send or receive small amounts of data. For example, the use cases such as gas and electricity metering, the data transmitted are just reading numbers which are quite small. Another example of such low data usage is GPS service, for which the location information is transmitted frequently.
For gas and electricity metering, customers have to undertake the wrong heavy charging or even some worse problem when the reading data are modified by a malicious attacker; for GPS service, wrong location information modified by the attacker may also cause serious problem. Thus these data must be securely transmitted. 

2.1.2 Security Requirement
Based on the above threats the following requirements for security solutions are derived.

•
Integrity

Integrity protection must be provided. Server shall be able to verify the integrity of the data received from the device.
•
Confidentiality

Depending on the service type, Data transfer between the M2M device and the application server may be confidentiality protected.
2.1.3 Extra Requirement
•
Low signalling overhead

However, to achieve secure transmission, the signalling traffic used to negotiate keys or active protection is even much heavier than the traffic of service data itself, especially when data are transmitted by a large number of MTC devices frequently, the signalling overhead can not be tolerated.

The overhead signalling/data owing to security compared to the transferred data information (in particular for MTC Device with Low Data Usage characteristics) need to be taken into account.
3. Proposal

 It is kindly asked SA3 to discuss and agree section 2.
