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1.
Introduction

At SA3#58 Vodafone verbally suggested deprecating usage of SHA-1 for digital signatures from Rel-9 onwards due to the risk of collision attacks. These concerns have led to NIST prohibiting usage of SHA-1 for digital signatures in federal systems after 2010, and several other standards bodies have followed NIST’s lead. At the SA#47 meeting in March the SA3 chairman notified SA plenary about the possibility of late Rel-9 CRs being at SA3#59 to address this topic in 3GPP specifications.

In this contribution it is proposed to take the following approach in order to deprecate SHA-1 usage for digital signatures:

· Add text to Rel-9 specifications to strongly discourage SHA-1 usage for "newly created" certificates, CRLs and OCSP responses.
· Indicate in Rel-9 specifications that SHA-1 usage for generation/verification of certificates, CRLs and OSCP responses will be prohibited "in a future release". This approach is intended to send a message to implementors that SHA-1 support will eventually be removed from 3GPP compliant products, and thereby stimulate a move towards SHA-256. We believe prohibiting SHA-1 from Rel-10 is too soon, but prohibiting it from Rel-11 may be a viable option.

· Consider for Rel-10 making SHA-1 support optional, but do not yet agree a CR for this. This would be a stepping stone towards prohibiting SHA-1 usage entirely for generation/verification of certificates, CRLs and OSCP responses.
Note that we only see the need to deprecate SHA-1 usage in certificates, CRLs and OCSP responses. We do not see the need to deprecate its use in signatures used within IKE or TLS handshakes. We also see no need to deprecate SHA-1 for integrity protection and key derivation purposes (HMAC constructions, etc.).
2.
Impact on 3GPP specifications

In the following we assess the impact of the above proposal on 3GPP specifications:

33.310: Network domain security: authentication framework
Contains a certificate and CRL profile which needs to be updated, so a CR is required (see S3-100546)

33.234: I-WLAN security
Contains a certificate and CRL profile which needs to be updated so a CR is required (see S3-100547)

33.402: Security aspects of non-3GPP access to SAE
Only refers to 33.234, so a CR is not required.
33.320: Security of Home (e)Node B 
Mainly references 33.310, but it also references OMA OSCP profile, which does not strongly discourage SHA-1 usage, so a CR is required (see S3-100549).
33.203: Access security for IP-based services
Contains a basic TLS certificate profile but no CRL profile. For the certificate profile the need to align with other 3GPP specifications is mentioned in an editor’s note but it is stated that 3GPP will not do this alignment until two new certificate profiling RFCs have been approved by IETF. A CR is required to deprecate SHA-1 usage (see S3-100550), but a further CR may be needed in future to fully align the profile in 33.203 with other 3GPP specifications and new IETF RFCs. 

33.220: Generic Bootstrapping architecture
References OMA cert and CRL profile, which does not strongly discourage SHA-1 usage, so a CR is required (see S3-100551).
33.222: Access to network application functions using HTTPS
References OMA cert and CRL profile, which does not strongly discourage SHA-1 usage, so a CR is required (see S3-100552).
33.221: Support for subscriber certificates
References WAP Certificate and CRL Profile, which does not strongly discourage SHA-1 usage, so a CR is required (see S3-100553).

33.110: Key establishment between a UICC and a terminal
Refers to 33.222, so a CR is not required.
33.259: Key establishment between UICC hosting device and a remote device
Refers to 33.110, so a CR is not required.
3.
Other issues relating to certificate, CRL and OCSP profiles
When implementing SHA-1 deprecation in the above mentioned specifications, some other issues have been identified:

· 33.234 limits the length of RSA keys used to create PDG certificates to maximum 2048 bits. This upper limited should be removed.

· 33.310 specifies a minimum length for subject RSA keys in end entity certificates of only 1024 bits, and several specs do not clearly specify minimum key lengths for certificates, CRLs and OCSP responses. It is proposed to strongly discourage key lengths of less than 2048 bit in Rel-9 for newly created certificates, CRLs and OCSP responses. Note that the minimum key length for CA certificates in 33.310 has been 2048 bits since Rel-6. 
We propose to deal with these issues in the same set of CRs as splitting the issues into separate CRs is cumbersome due to dependencies between the changes.

