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1. Introduction
This pCR proposes to introducing the complement to emergency call handling in 33.320. With this complement, H(e)NB appropriately enhances its support on emergency call. The chance for the acheivement of UE’s emergency call is increased.
2. pCR
****************************Start of first changes****************************************

4.4.2
Requirements on H(e)NB

The requirements on the H(e)NB are:

-
The integrity of the H(e)NB shall be validated before any connection into the core network is established.

-
The H(e)NB shall be authenticated by the SeGW based on a globally unique and permanent H(e)NB identity. 

- 
The H(e)NB shall authenticate the SeGW.

-
Optionally the hosting party of the H(e)NB may be authenticated.

-
The H(e)NB shall authenticate the H(e)MS, if the H(e)MS is accessed on the public Internet.

-
The H(e)NB shall be authenticated by the H(e)MS using the same identity as for authentication to the SeGW, if the H(e)MS is accessed on the public Internet.

-
The configuration and the software of the H(e)NB shall only be updated in a secure way, i.e. the integrity of the configuration data including the licensed radio parameters and the integrity of the software updates must be verified.

-
Sensitive data including cryptographic keys, authentication credentials, user information, user plane data and control plane data shall not be accessible at the H(e)NB in plaintext to unauthorized access.

-
The time base of the H(e)NB shall be synchronized to the core network.

-
The location of the H(e)NB shall be reliably transferred to the network.

-
The H(e)NB shall be capable of filtering unauthenticated traffic received from the access network. Operator policy shall control which types of unauthenticated traffic are filtered.

All security requirements of the eNB secure environment of TS 33.401 [21] clause 5.3 shall apply to the HeNB. Security measures to establish this secure environment shall be assured by the TrE (subclause 5.1.2) where they fall under the capability of the TrE.
****************************End of first changes*****************************************

****************************Start of second changes**************************************

9
Security Aspects of Emergency Call Handling 

The H(e)NB and/or the H(e)NB-GW shall support security handling of Emergency call as specified in TS 25.467[12], TS 33.102 [20] and TS 33.401 [21].

Emergency call shall be allowed by the H(e)NB and/or operator’s core network entities (e.g. H(e)NB-GW) regardless of whether UE can pass access control as specified in section 8.2. 
Either hosting party authentication is used or not, emergency call shall be allowed by the H(e)NB and/or operator’s core network entities (e.g. H(e)NB-GW) on removal of the HPM.
In case of non CSG UEs or non CSG HNBs, after Emergency call is finished, the context (as described in [12]) established between the HNB and operator’s core network entities for UEs who can not get access over the HNB shall be released to prevent the UE from accessing non-emergency services.
NOTE:
In case of non CSG UEs or non CSG HNBs, a UE could establish a RRC connection for an emergency call in order to skip the mandatory access control and could then try to make an unauthorized normal call afterwards. In order to alleviate that security risk the HNB-GW may check locally the consistency of all messages related to the registration for and establishment of an emergency call.
****************************End of second changes**************************************
