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Abstract of the contribution:
This contribution is to explore the possibility to use the master MTC device to prevent DoS and DDoS attack and in the mean while to address congestion problem in both signalling and radio network. Some additional security requirements are therefore proposed.
1. Introduction

As mentioned by a lot of official publicity, the amount of MTC Devices is expected to become 2 orders of magnitude higher than the amount of devices for human to human communication scenarios. The expected large number of terminals and the automated nature of traffic is more prone to Denial of Service Attacks (DoS). These attacks can be either caused deliberately or by bad M2M application design.
In addition, It is conceivable that a high number of MTC Devices send request to attach/detach a network or activate/modify/deactivate a connection will cause a lot of signalling network congestion. 

Furthermore, unlike human-to-human communication,  MTC Devices tend to send or receive small amounts of data for each session. These data is so small that even the message header used to encapsulate the data is much bigger than the data itself.  With a such low data usage, if the number of MTC device is very big and they send or receive data very frequently, it may also cause the radio network congestion.
In order to address above-mentioned threats,  the master MTC device can be used .  
Master MTC device has two responsibility: 

1. Authenticate with network on behalf of its all subsidiary MTC devices and authenticate with its subsidiary MTC devices on behalf of the network.
2. Collect the messages from MTC devices, re-pack the message and then send out to the radio access network.
Because it is only master MTC device that communicate with the network, the chance of the signalling network congestion and DoS attack can be reduced substantially.  
Since master MTC device should collect all data it receives from its MTC device and repack it into a big new message before send it out to the radio network , the data usage may increase a lot and the chance of the radio network congestion can also be reduced.

Considering the increasing attention on the group authentication, this method can be seen as one form of group authentication. And it is very useful when there are a high number of MTC devices deployed within a limited geographic area. For example, the smart home system in the residential area where there are a lot of homes and each of them get a lot of MTC devices. It can also be used in agriculture system, mining industry, etc. 
2. Requirement

The danger of DoS and DDoS attack should be minimized.
The master MTC device controls a group of subsidiary MTC devices with the same MTC Features in the same area.  It is possible to perform group control and management to save network resource or improve efficiency,  
Based on operator policy, master MTC device can authenticate with network on behalf of its all subsidiary MTC devices. 
The authentication and communication method between master MTC device and its subsidiary MTC device is out of 3GPP scope. 
3. Proposal

 It is kindly asked SA3 to discuss and agree section 2.
