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1
Introduction
RAN2/RAN3 have now decided to go for architecture A option 2. That is, the DeNB acts as a S1/X2-proxy between the core network and the RN. In addition RAN2/RAN3 agreed that the S1/X2 interface shall be carried over DRBs over the Un interface.
This contribution makes an analysis of the chosen architecture and provides a proposal for the corresponding security solution.

2
Analysis
2.1
Security protocols for Un
A first implication of the choices made for the architecture is that end-to-end security between the RN and the core network cannot be provided for the S1/X2 interfaces.

Since the S1/X2 interface is carried on DRBs over the Un interface, only encryption can be provided by PDCP unless integrity protection is added to some or all DRBs. Adding integrity protection to some or all DRBs would however mean that changes need to be made to PDCP, which can be avoided if security is provided on top of PDCP.
Since the aim should be to minimize the necessary changes to the existing protocols on Un, it is proposed that for the "eNB persona" of the RN:
Proposal 1: IPsec shall be used to provide mandatory integrity protection for the S1/X2 control plane traffic carried over Un. IPsec may provide encryption for the S1/X2 control plane traffic carried over Un. The DRB carrying the IPsec tunnel may provide encryption via PDCP according to the current specifications.
The amount of signalling that needs protection by the IPsec tunnel is not high volume like the user plane, but instead rather low volume. So there are low demands put on the IPsec processing capabilities of the RN and the DeNB.
The S1/X2 control plane traffic needs to be separated into the IPsec tunnel (leaving the user plane and RRC traffic outside of the IPsec tunnel). The selector mechanism of IPsec is a natural way of achieving this. One option is to notice that the S1AP and X2AP are both using SCTP as transport protocol and use the next-protocol selector to put all SCTP traffic into the IPsec tunnel. This has the drawback that if other future potential enhancements will use also SCTP for transport, these will also be put into the IPsec tunnel (which may or may not be what is wanted at that point in time). Other options include noticing that the RRC traffic will not be affected as it is not carried in IP (and does not carry IP) and that the user plane packets are all GTP packets which could be selected to not be put in the IPsec tunnel. All in all, this is a problem that can be solved in one way or another, so it cannot be seen as a blocking factor for using IPsec. Further study on this is needed though.
The user plane traffic does not need integrity protection. Not using integrity protection for the user plane implies that an attacker can inject/modify packets on the UP Un reference point. However, the DeNB could do sanity checks of the decrypted packets to check if the fields of the packet headers are reasonable IP headers (e.g., checksum, IP version number etc). In addition, the DeNB could use the Counter Check procedure to thwart injection attempts. Since an attacker could just as well do the same attack on the Uu reference point and, if the RN does not do any sanity checks, the RN just forwards the data to the DeNB anyway. It is also noted that the attacker can not send traffic directly to nodes on the operator's network, since the injected traffic is just carried in the operator's network transparently and out to the internet.

This leaves the question how to protect the NAS and RRC traffic for the "UE persona" of the RN. Without any modifications to the PDCP or NAS protocols, this traffic can be protected in the exact same way as for any normal UE.

Proposal 2: The RRC traffic between the RN and the DeNB shall be protected exactly as for any other UE, i.e., by the PDCP protocol. The NAS traffic between the RN and the RN's MME shall be protected as for any other UE, i.e., using the built-in security features of the NAS protocol itself.

Since the DeNB proxies the RN's S1/X2 traffic, that traffic enjoys the same protection between the DeNB and the core network as the DeNBs own S1/X2 traffic (both control and user plane). No additional security is hence necessary for this traffic.
The figure below shows the proposed protection for the Un interface. Compared to Uu, no modifications are necessary to the radio protocols (RRC, PDCP etc). 
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2.2
Authentication and key establishment for network access

For the RN to get access to the network it needs to first attach using the NAS protocol. According to the proposal above regarding the protection of the NAS protocol, the normal EPS-AKA protocol is the obvious choice for the authentication and key establishment for network access.

Proposal 3: Network access authentication and key establishment for the UE persona of the RN shall be accomplished using EPS-AKA.

2.3
IPsec key establishment for S1/X2 control plane traffic over Un
The only natural choice for key establishment for IPsec between the RN and the DeNB is IKEv2, which is already implemented in the DeNB to protect the S1/X2 interfaces on the backhaul link.
Due to the high resemblance to the home (e)NodeB setting (the RN is put in a potentially more hostile environment than a macro eNB), it is proposed that the DeNB (which has the role corresponding to the H(e)NB GW) authenticates the RN using device certificates (to authenticate the actual device just as for Home (e)NBs). Only authenticating the device does however not give assurance about that the RN has a valid subscription. Since the IPsec tunnel carrying the S1/X2 control plane traffic is run over a DRB which is encrypted using keys derived from the EPS-AKA run, one might be led to think that this provides sufficient channel bindings of the authenticated subscription to the IPsec tunnel. This is however not any strong channel binding since encryption does not provide integrity protection. Therefore it is necessary to include a second, EPS-AKA based, authentication exchange in IKEv2 just as is done for home (e)NBs.
All in all, the following is proposed:
Proposal 4: IKEv2 is used to authenticate the RN and the DeNB and establish keys for the IPsec tunnel.
Proposal 5: Keys for the IPsec tunnel shall be derived such that the RN's subscription is bound to the secure channel.

3
Conclusion and proposal
It is proposed that the proposals in this discussion paper are discussed by SA3 and if agreeable, the pCR below is included in the tracking document for relay node security.
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Key Security Issues of Relay Node Architectures
1. Threats 

Editor’s Note: This section shall evaluate the threats associated with all the architectural alternatives under consideration in RAN3. 

2. Security Requirements

If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.

Integrity protection for the S1 control plane traffic over the Un shall be mandatory. The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture. Both end to end protection between RN and User-UE’s MME and hop by hop protection shall be considered.

Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture. Both end to end protection between RN and eNB/RN and hop by hop protection shall be considered.

Mutual authentication between RN and network shall be supported. 
The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.

The connection between relay and network should be confidentiality protected. [It remains to be seen whether the previous sentence can be aligned with the integrity protection requirements.] Both user plane and control plane must be considered as they may not require the same level of protection.
Editor’s Note: Platform security requirements should be considered

3. Security Architecture

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered

4. Security Procedures
4.1
Security for the RN NAS traffic
The security for the NAS traffic between the RN and the RN's MME shall be established  and maintained as for any UE accessing LTE. That is, the RN shall authenticate to the MME using EPS-AKA using the NAS protocol to gain network access and the built in security of the NAS layer shall provide ciphering and integrity protection for the NAS traffic.
4.2
Security for the RN RRC traffic

The security for the RRC traffic between the RN and the DeNB over Un shall be established and maintained as for any RRC connection over Uu.
4.3
Security for the RN user plane traffic

The user plane traffic between the RN and the DeNB shall be ciphered as dictated by RRC. This implies that the user plane traffic is ciphered.
4.4
Security for the S1AP and X2AP traffic between RN and DeNB
The S1AP and X2AP messages between the RN and the DeNB over the Un interface are carried over DRBs. This implies that they are not integrity protected. To provide integrity protection for the S1AP and X2AP messages, IPsec shall be used.  Integrity protection shall be provided by the IPsec tunnel, and encryption may be provided. The IPsec tunnel shall have channel bindings to both the RN's hardware and the RN's subscription. 
The IPsec tunnel shall be established using IKEv2.
Editor’s Note: Establishment of AS security over Un, Establishment of IPsec over Un should be considered.

5. USIM Aspects in RN scenarios

Editor’s Note: A USIM in a UE provides security under quite different assumptions from a USIM in an RN. What would happen if a USIM was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.

6. Enrolment procedures for RNs for backhaul link security 

Editor’s Note: Currently SA3 works on enrolment procedures for macro eNBs. It needs to be studied whether the same procedures apply to RNs. It should be considered how initial connectivity for enrolment would be provided? 

7. Considerations on mobile RNs 

Editor’s Note: Check whether procedures from above clauses also work when RN is nomadic / fast moving / with S1-, X2-handover to another Donor eNB,

8. Considerations on multi-hop RNs 

Editor’s Note: Check how procedures from above clauses would work when there are several RNs in a chain. 

9. Conclusions 
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