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1. Introduction
As it has been agreed in the last RAN3#65 meeting, the possible mechanisms of the Un interface security for Relay architecture need to be described in a new TR (TR 36.806) [1]. 

This document describes the possible ways of applying Un security in the existing alternative of relay architecture in the form of text proposal for the intended TR document and proposes to send this content to SA3 for technical checking. 
2. Proposal

We propose for RAN3 to discuss contents of the following text proposal, and send this to SA3 for technical review as in [2] before including the text proposal to the relevant TR.
Beginning of text proposal
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TD RP-090735: "Revised SID on LTE-Advanced". 
[xx]
3GPP TS 36.323: “Packet Data Convergence Protocol (PDCP) specification”. 

[yy]
3GPP TS 33.210: “3G Security; Network Domain Security; IP network layer security”. 
Skip unchanged text
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

DeNB
Donor eNB
DS
DiffServ

RN
Relay Node
NDS
Network Domain Security

NDS/IP
NDS for IP based protocols

SEG
Security Gateway

Skip unchanged text
6
Backhaul aspects

6.x
Security aspects

6.x.1
Security for Relay architecture
Comment 0.1: General: Multi-hop relaying and mobile relays were not considered in the comments. They may require additional considerations.
6.x.1.1
General aspect on Un security for Relay architecture
Relaying functionalities shall support the TNL of S1-MME and S1-U interface, and hence a function to ensure the secure transport over the Un interface needs to be defined. Since it is considered that a RN can be seen both as a UE and as an eNB in the network, for Un interface, AS security provided by PDCP [xx], or network domain security provided by NDS/IP [yy] or their combination could be applied. In the typical network deployment, the SEG within the operator network is implemented as standalone node in order to gain the concentration effect. In this document SEG to secure DeNB and the EPC node is named ‘native SEG’. 
Comment 0.2: We assume the native SEG is the one that would be present anyhow according to the current EPS security architecture in TS 33.401 when the DeNB would not serve any RN. Please confirm. 
Therefore, based on the abovementioned RN roles, the security over the Un interface is ensured by AS security and/or NDS/IP, respectively in the different layer illustrated in Figure 6.x.1.1-1.
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Figure 6.x.1.1-1: General aspect on Un security
6.x.1.2
Alternative 1

Figure 6.x.1.2-1 shows possible options on the Un interface security in alternative 1 taking C-plane architecture for instance. In this alternative, the native SEG is responsible for the secure transport between the DeNB and the RN’s EPC (P/S-GW). There are following three options: 
· Option 1-1: NDS/IP and AS security over the Un interface

In this option, Un PDCP provides AS security for upper layers. In addition, IP transport provides TNL security between the RN and the MME utilizing NDS/IP. 

Since the native SEG is not responsible for the secure domain between the RN and the MME, another SEG is needed to process the IPsec for that domain.
Comment 1-1.1: If the MME(UE) and the MME(RN) coincide, or reside in the same domain, possibly the same SEG could be used. 
Comment 1-1.2: It needs to be clarified whether all traffic over the Un user plane, or only S1 signalling traffic, is to be protected by NDS/IP, e.g. for performance reasons. If the latter applies then appropriate mapping of parameters identifying S1 signalling traffic to IPsec selectors (IP addresses, ports, transport protocol) would have to be performed. 
Comment 1-1.3: The enrolment process for credentials to set up backhaul link security between RN and MME(RN), and RN and S-/P-GW(RN) (i.e. distribution of IPsec certificates and set up of IPsec tunnel) needs to be studied.
· Option 1-2: AS security over the Un interface
In this option, link by link security is provided by Un PDCP between the RN and the DeNB, and NDS/IP between the DeNB and the RN’s P/S-GW. 
Comment 1-2.1: The main issue with this approach is that S1 signalling packets are delivered over the Un user plane, which does not provide integrity protection. But integrity protection for S1 signalling is mandatory, so Option 1-2 must be ruled out unless Un security is modified such integrity protection is provided in the Un userplane at least for PDCP PDUs carrying S1 signalling. SA3 understands, however, that this may run counter to the intention to re-use the Uu protocol for Un. 
Comment 1-2.2: An issue with this alternative is that it may require strong assurance of a binding of USIM and RN. Current eNBs do not provide this binding feature while they do currently allow to anchor IPsec credentials in the secure part of the eNB platform, thus providing a secure anchor for NDS/IP.
Comment 1-2.3: The donor eNB must know if a particular subscription is a RN subscription or a UE subscription so the donor eNB must know if it is authorised to pass S1-AP traffic to the RN. It requires further study whether this requirement can be supported using the current S1-AP protocol and/or core network procedures. Furthermore the donor eNB must know that it has to apply the Un security procedures which are by assumption different to the Uu procedures.
However, the issue in this option is that the S1-AP/SCTP/IP packets delivered between the RN’s P/S-GW and the MME can not be encrypted. 
Comment 1-2.4: We may need more explanation. We believe that any type of IP traffic between two IP nodes can be protected by NDS/IP by setting up an IPsec tunnel between the RN’s P/S-GW and the MME through which all IP packets would be sent. 
Although considering that both the RN’s P/S-GW and MME are nodes deep within the operator’s NW, the link can be considered as secure.

Since the secure domain for which the native SEG is responsible is in accordance with the domain in which NDS/IP serves secure transport, the native SEG can be re-used. 
· Option 1-3: NDS/IP over the Un interface
In this option, the secure IP transport is provided by NDS/IP between the RN and the MME. 
Comment 1-3.1: At least RRC traffic needs to be protected by AS level security and cannot be protected by NDS/IP. If a part of the traffic on the Un interface is to be protected by AS security, then RAN3 should be aware that the same algorithms must be chosen both for DRB and SRBs based on the current AS security mode procedure. In particular, if you have non-NULL ciphering on RRC then you cannot switch off ciphering in the user plane at the same time, cf. 33.401, 7.2.4.2.1. This could imply that you would need a relay-specific AS Security Mode Command procedure for Un. 
Comment 1-3.2: Additionally, secure IP transport would have to be provided for UE user packets between RN and the S-/P-GW(UE). The RN could use the different destination IP addresses as selectors in this case. 
Therefore, the secure transport over the Un interface relies on upper layer function (NDS/IP), since Un PDCP does not provide AS security for upper layers. 
Comment 1-3.3: this would imply that the outer IP headers would not be protected. While this requires some further study, we have so far not identified a problem with this.
For the same reason as option 1-1, another SEG is needed in this option.
Comment 1-3.4: same as comment 1-1.3
Comment 1-3.5: Same as comment 1-2.3
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Figure 6.x.1.2-1: Un interface security options in alternative 1
6.x.1.3
Alternative 2

Figure 6.x.1.3-1 shows possible options on the Un interface security in alternative 2. In this alternative, the native SEG is responsible for the secure transport between the DeNB and the MME. There are following three options: 
· Option 2-1: NDS/IP and AS security over the Un interface

Comments 2-1.1 and 2-1.2: same as comments 1-1.2 and 1-1.3
Comment 2-1.3: It is for further study whether comment 1-2.3 applies to option 2-1.
In this option, Un PDCP provides AS security for upper layers. In addition, IP transport provides TNL security between the RN and the DeNB, and the DeNB and the MME utilizing NDS/IP. 

Although the native SEG can be reused for NDS/IP traffic between the DeNB and the MME, another SEG is needed to process the IPsec between the RN and the DeNB.

· Option 2-2: As security over the Un interface

Comment 2-2.4: same as comment 1-2.1
Comment 2-2.5: Same as comment 1-2.2
Comment 2-2.6: Same as comment 1-2.3
In this option, link by link security is provided by Un PDCP between the RN and the DeNB, and NDS/IP between the DeNB and the MME. 

The native SEG can be reused for NDS/IP traffic between the DeNB and the MME.

· Option 2-3: NDS/IP over the Un interface

Comment 2-3.1: same as comment 1-3.1
Comment 2-3.2: Same as comment 1-2.3
In this option, the secure IP transport is provided by NDS/IP between the RN and the DeNB, and the DeNB and the MME. 
Comment 2-3.3: Additionally, secure IP transport would have to be provided for UE user packets between the DeNB and the S-/P-GW(UE). The DeNB could use the different destination IP addresses as selectors in this case. 

Therefore, the secure transport over the Un interface relies on upper layer function (NDS/IP), since Un PDCP does not provide AS security for upper layers.
Comment 2-3.4: same as comment 1-3.3
For the same reason as option 2-1, the native SEG and another SEG are needed.
Comment 2-3.5: same as comment 1-1.3
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Figure 6.x.1.3-1: Un interface security options in alternative 2
6.x.1.4
Alternative 3

Figure 6.x.1.4-1 shows possible options on the Un interface security in alternative 3. In this alternative, the native SEG is responsible for the secure transport between the DeNB and the MME. There are following two options: 
· Option 3-1: NDS/IP and AS security over the Un interface

Comments 3-1.1 and 3-1.2: same as comments 1-1.2 and 1-1.3
In this option, Un PDCP provides AS security for upper layers. In addition, IP transport provides TNL security between the RN and the MME utilizing NDS/IP.

Since the native SEG is not responsible for the secure domain between the RN and the MME, another SEG is needed to process the IPsec for that domain.

· Option 3-2: NDS/IP over the Un interface

Comments 3-2.1, 3-2.2, 3-2.3, and 3-2.4: same as comments 1-3.1, 1-3.2, 1-3.3, and 1-3.4
Comment 3-2.5: Same as comment 1-2.3
In this option, the secure IP transport is provided by NDS/IP between the RN and the MME. Therefore, the secure transport over the Un interface relies on upper layer function (NDS/IP), since Un PDCP does not provide AS security for upper layers. 

For the same reason as option 3-1, another SEG is needed in this option.
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Option 3-2: NDS/IP over the Un interface
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Figure 6.x.1.4-1: Un interface security options in alternative 3
6.x.1.5
Alternative 4
Figure 6.x.1.5-1 shows possible option on the Un interface security in alternative 4. In this alternative, the native SEG is responsible for the secure transport between the DeNB and the MME. This alternative only allows a following option: 
· Option 4-1: AS security over the Un interface

In this option, link by link security is provided by Un PDCP between the RN and the DeNB, and NDS/IP between the DeNB and the MME. 

Comment 4-3.1: We understand that S1 signalling traffic would be carried over signalling bearers of Un, so it would be integrity-protected. If this is correct then AS security as currently defined could not be fully applied to Un without modifications.
Comment 4-3.2: same as comment 1-2-2.
Comment 4-3.3: same as comment 1-2-3.
The native SEG can be reused for NDS/IP traffic between the DeNB and the MME.
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Figure 6.x.1.5-1: Un interface security options in alternative 4
End of text proposal
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