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Key Security Issues of Relay Node Architectures
1. Threats 

Editor’s Note: This section shall evaluate the threats associated with all the architectural alternatives under consideration in RAN3. 
2. Security Requirements
If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.

Integrity protection for the S1 control plane traffic over the Un shall be mandatory. The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture. Both end to end protection between RN and User-UE’s MME and hop by hop protection shall be considered.

Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture. Both end to end protection between RN and eNB/RN and hop by hop protection shall be considered.

Mutual authentication between RN and network shall be supported. 
The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.
The connection between relay and network should be confidentiality protected. [It remains to be seen whether the previous sentence can be aligned with the integrity protection requirements.] Both user plane and control plane must be considered as they may not require the same level of protection.
Editor’s Note: Platform security requirements should be considered
3. Security Architecture

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered
4. Security Procedures
Editor’s Note: Establishment of AS security over Un, Establishment of IPsec over Un should be considered.
5. USIM Aspects in RN scenarios
Editor’s Note: A USIM in a UE provides security under quite different assumptions from a USIM in an RN. What would happen if a USIM was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.
6. Enrolment procedures for RNs for backhaul link security 

Editor’s Note: Currently SA3 works on enrolment procedures for macro eNBs. It needs to be studied whether the same procedures apply to RNs. It should be considered how initial connectivity for enrolment would be provided? 
7. Considerations on mobile RNs 

Editor’s Note: Check whether procedures from above clauses also work when RN is nomadic / fast moving / with S1-, X2-handover to another Donor eNB,
8. Considerations on multi-hop RNs 

Editor’s Note: Check how procedures from above clauses would work when there are several RNs in a chain. 
9. Conclusions 

