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1. Overall Description:

SA3 would like to thank CT4 for their LS on security and authentication in UDC (C4-094237/S3-100198). In their LS CT4 had the following actions to SA3:

1) To consider how the relevant level of security including authentication aspects can be achieved over the Ud reference point through the different protocols layers.

2) To identify the security standards that shall be applicable over the Ud interface according to the level of security to be achieved, and in particular if some security or authentication functions associated to the protocols for Ud could be reused (e.g. TLS/SASL for LDAP). 

SA3 have discussed the issue and have the following response to both CT4’s actions:
As recognized by CT4, NDS/IP would be applicable to protect Ud.  NDS/IP security mechanisms specified in TS 33.210 were developed to provide IP level security between network elements. As NDS/IP provides confidentiality, integrity, mutual authentication and anti-replay protection on IP level, the protocol layers above IP are therefore in the scope of the protection.  
SA3 does not see a need to re-use security or authentication functions associated to the protocols for Ud (e.g. TLS/SASL for LDAP). 
Therefore, SA3 recommends the use of NDS/IP (TS 33.210) over Ud,
In addition, SA3 noted CT4 to state the following in their LS: 

“The user data include permanent subscription data that are sensitive data. To mention the specificity of Auc data also stored in the HSS, so in the UDR when UDC architecture is applied.”

SA3 was not sure if “Auc data” in this context includes authentication vectors or the permanent authentication key. SA3 would like CT4 to give feedback what is meant with “Auc data” in this context. SA3 would like to caution that NDS/IP would not be sufficient for protecting the transfer of permanent authentication keys.
2. Actions:

To SA3 group.

ACTION: 
SA3 kindly asks the CT4 group:
· To take the above information on account regarding security of Ud.
· To give feedback what is meant with Auc data in this context, i.e. whether it includes authentication vectors or the permanent authentication key.  
3. Date of Next CT4 Meetings:

SA3# 59
26  – 30 April 2010

Lisbon, Portugal
SA3# 60
28 June  – 2 July 2010

TBD
