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1. Introduction

This contribution comments the contribution S3-100020 of ZTE which proposes new text to the super-CR on on optional usage of the SEG.

This commenting contribution gives reasons why the usage of an SEG is not necessary, and, if applied, puts new functionality on the SEG.

In section 3 of this commenting contribution the proposal is given, that the editor’s note on the further study on inclusion of SEG into the specification is removed without replacement text. In addition the SEG is removed from figure 9.1.

2. Comments

The introduction of an SEG into the path between base station and RA/CA brings the following problems:

-
The SEG must be provisioned with the root certificate of the vendor, in addition to the operator root certificate as required by the existing text in 33.310. Thus this SEG is a special SEG, and must be handled and specified separately.

-
The SEG must not give access to the general core network of the operator if the certificate used in IKEv2 is a vendor certificate, but only to the RA/CA. Otherwise any entity with a certificate validated by the vendor root would have access to the operator core network. Such extended trust relation with the vendor is probably not wanted by the operator.
Thus a specific access control for enrolment requests based on some to-be-defined rules is required. Such rule may be e.g. a configuration, that NEs authenticating based on a vendor root cert may only access the RA/CA. But this is not normal functionality of commonly used SEGs, and is prone to configuration errors.
-
The base station must be pre-configured, if it shall either first establish an IPsec tunnel, or directly start the CMPv2 protocol with the RA/CA after receipt of a peer address for contacting the network on initial enrolment.
In particular, if IPsec is deemed to be used mandatorily in certain deployment scenarios, this must be configured into the base station before initial enrolment, as otherwise a rogue network could lure the base station to a RA/CA not located behind the operator SEG (e.g. by faked DHCP messages or by DNS spoofing).
If such preconfiguration is necessary, this precludes the automatic enrolment of base stations without any deployment-specific security preconfiguration in factory or on-site.

On the other hand, the SEG does not really increase the security level of the enrolment process:

-
The enrolment protocol based on CMPv2 is secured within the protocol, thus there is no external security tunnel necessary.

-
The authentication of the base station to the network (in SEG) cannot be extended to the enrolment process, as the SEG neither adds an authenticated identity to the packets forwarded to the RA/CA, nor inspects the payload of the application layer (the CMP protocol messages) to enforce the same identity in CMP protocol messages as used for authentication to the SEG.
Thus the authentication of the base station to RA/CA as built-in into the CMP protocol has to be used anyhow.

-
As described above, the SEG must be a special kind of SEG anyhow, as it should not give access to the general core network when vendorroot certificates are used for base station authentication. Thus if only a protection of RA/CA against attacks from the network is required, such SEG can be replaced by specifically configured firewalls and other filters, which may be transparent to the CMP protocol. Such deployment has two advantages:

-
 no security-specific configuration within the base station before initial enrolment is required, and
-
no modification or configuration of ordinary SEGs is required.

Specific comment to the proposed text in clause 9.5 of S3-100020:

-
The text written on intended usage of the vendor-provided certificate can be supported, but does not belong to a certificate profile, as e.g. specified in clause 6 of TS 33.310. Thus it is proposed not to include the new text here.

-
The reference to clause 6.1.3 contains 2 errors. 

-
Clause 6.1.3 refers to SEG certificates, thus is not relevant for base station certificates.

-
All subclauses in clause 6 of TS 33 310 refer to certificates which are validated against operator root certificates. But the cvendor-provided base station certificates aree not validated by operator root certificates, thus do not fit any of the existing subclauses of clause 6.
The above considerations show that the introduction of a SEG brings disadvantages, while adding only security against some attacks which can be achieved also by other preventive methods with less impact on the enrolment architecture.

Even the optional usage of a SEG has disadvantages, as it may require deployment-specific configuration of the base station in factory or on site.

3. Proposal

Based on the above comments, it is proposed not to agree the contribution S3-100020. Instead the following is proposed:

-
Instead of the changes to clause 9.1.1 proposed in S3-100020, the following pCR (in section 4 of this contribution) is proposed to be accepted.
Our pCR deletes the SEG from figure 9.1, and deletes the text on SEG from the editor’s note below the figure 9.1.

-
As contribution S3-100185 contains certificate profiles for all certificates used during enrolment, and also handles the errors mentioned above in a correct way, it is proposed that S3-100185 is agreed instead clause 9.5 of S3-100020
4. pCR

The following proposes text for the temporary document (super-CR) on backhaul security to be included into TS 33.310.

The change marks are against the text in S3-100005, which was provided as baseline for SA3#58.

************************** start of changes ************************

9.1.1
Architecture

Figure 9.1 shows the general deployment architecture for certificate enrolment of a base station at an operator PKI.
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Figure 9.1: Overview of the security architecture

Editor’s Note:
The above figure 9.1 contains the Network Element Manager (NEM) with dashed lines. It is ffs if these elements are to be included. If NEM is included, then it is ffs whether, and, if so how, the CMP client functionality is to be split between base station and NEM.

The base station is pre-provisioned with a public-private key pair by the vendor, and has the vendor-signed certificate of its public key pre-installed.

On initial contact to the operator network the base station establishes a communication channel to the RA/CA of the operator. Using CMPv2 [4] a request for a certificate is sent to the RA/CA. The network authenticates the messages from the base station based on the vendor-signed certificate of the base station and the vendor root certificate pre-installed in the network. The base station shall check the integrity protection on the messages from the RA/CA based on the operator root certificate provisioned in the base station. In a response message the base station receives the operator-signed certificate. During the execution of the CMPv2 protocol the base station has to successfully provide a Proof of Possession of the private key associated to the public key to be certified. 

Editor’s Note:
It is for further study how to ensure that only specific, authorised base stations can successfully enrol to obtain an operator-signed certificate.

The operator root certificate may be provisioned in the base station prior to or during the CMPv2 protocol run. The protection of the operator root certificate during provisioning may be decided by operator security policy. If an operator root certificate provisioned prior to the CMPv2 protocol run is available the base station shall use it. Otherwise, the base station shall use the operator root certificate provisioned during the CMPv2 run. If no operator root certificate is provisioned at all then the base station shall abort the procedure. 

Editor’s Note:
It is for further study which of the following methods for provisioning an operator root certificate during the CMPv2 protocol run shall be supported:

· CMPv2 protocol run provides a self-signed operator root certificate to the base station

· CMPv2 protocol run provides a cross certificate on the operator root certificate to the base station which can be verified by a pre-configured vendor certificate on the base station

· CMPv2 protocol run provides a cross certificate on the operator root certificate to the base station which can be verified by a pre-configured operator organisation (e.g. GSMA) certificate on the base station

After enrolment has been performed, the base station can use the operator-signed certificate to authenticate itself to the SEG of the operator, which is pre-installed with the operator root certificate. The base station then authenticates the SEG using the operator root certificate.

NOTE:
The authentication towards the SEG is part of the normal usage of IPsec-based backhaul security according to TS 33.210 [1].

If at later stage of base station deployment the operator wants to renew the base station certificate, the same procedure will be executed with the old operator-signed certificate of the base station taking the place of the vendor-signed certificate in the initial enrolment.

************************** end of changes *************************
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9 Certificate Enrolment for base stations

9.1 General

To be added.
9.1.1
Architecture

Figure 9.1 shows the general deployment architecture for certificate enrolment of a base station at an operator PKI.
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Figure 9.1: Overview of the security architecture


The base station is pre-provisioned with a public-private key pair by the vendor, and has the vendor-signed certificate of its public key pre-installed.

On initial contact to the operator network the base station establishes a communication channel to the RA/CA of the operator. Using CMPv2 [4] a request for a certificate is sent to the RA/CA. The network authenticates the messages from the base station based on the vendor-signed certificate of the base station and the vendor root certificate pre-installed in the network. The base station shall check the integrity protection on the messages from the RA/CA based on the operator root certificate provisioned in the base station. In a response message the base station receives the operator-signed certificate. During the execution of the CMPv2 protocol the base station has to successfully provide a Proof of Possession of the private key associated to the public key to be certified. 
In the case that SEG is included in the architecture, mutual authentication and IPsec tunnel establishment between base station and SEG should be firstly performed on the initial access. The established IPesc tunnel can be used for protecting certificate enrolment messages.
Editor’s Note:
It is for further study how to ensure that only specific, authorised base stations can successfully enrol to obtain an operator-signed certificate.

The operator root certificate may be provisioned in the base station prior to or during the CMPv2 protocol run. The protection of the operator root certificate during provisioning may be decided by operator security policy. If an operator root certificate provisioned prior to the CMPv2 protocol run is available the base station shall use it. Otherwise, the base station shall use the operator root certificate provisioned during the CMPv2 run. If no operator root certificate is provisioned at all then the base station shall abort the procedure. 

Editor’s Note:
It is for further study which of the following methods for provisioning an operator root certificate during the CMPv2 protocol run shall be supported:

· CMPv2 protocol run provides a self-signed operator root certificate to the base station

· CMPv2 protocol run provides a cross certificate on the operator root certificate to the base station which can be verified by a pre-configured vendor certificate on the base station

· CMPv2 protocol run provides a cross certificate on the operator root certificate to the base station which can be verified by a pre-configured operator organisation (e.g. GSMA) certificate on the base station

After enrolment has been performed, the base station can use the operator-signed certificate to authenticate itself to the SEG of the operator, which is pre-installed with the operator root certificate. The base station then authenticates the SEG using the operator root certificate.

NOTE:
The authentication towards the SEG is part of the normal usage of IPsec-based backhaul security according to TS 33.210 [1].

If at later stage of base station deployment the operator wants to renew the base station certificate, the same procedure will be executed with the old operator-signed certificate of the base station taking the place of the vendor-signed certificate in the initial enrolment.

9.2 Reference Security Model
To be added.

9.3 Security Requirement for Certificate Enrolment

To be added.

9.4 Security Mechanisms 
To be added.

9.5 Certificate Profiles

9.5.1 Base station certificate profile

Base station certificates can be signed by the vendor CA and oprator CA. Certificate signed by vendor CA should only be used by the base station for the certificate enrolment. Certificate signed by oprator CA should be used by the base station to identify itself and to establish backhaul security.

The same requirements as listed in section 6.1.3 apply.

.

9.6 CMPv2 Profiling

9.6.1 General CMPv2 Profiling

To be added.
9.6.2 CMPv2 Profile Overview for End-to-End Base Station Certificate Enrollment

The following requirements shall apply to CMPv2 usage end-to-end between base station and RA/CA:

-
This CMPv2 profile shall only include certificate request and key update functions. Revocation processing, PKCS#10 requests and CRL fetches shall not be part of this CMPv2 profile.
-
For PKI Message Protection, this CMP profile shall only use an asymmetric algorithm. PasswordBasedMac is not used in the scope of the present document.
9.7 CMPv2 Transport

Transport of CMPv2 messages between end entities (network elements) and RA/CA shall be done using HTTP-based protocol as specified in draft-ietf-pkix-cmp-transport-protocols [xx].

Support is mandatory for communication initiated by the end entities where every CMP request triggers a CMP response message from the CA or RA. Support for RA/CA initiated HTTP requests (i.e. announcements) is not mandatory.

Support for HTTP over TLS (HTTPS) according to [xy] is mandatory. Usage of HTTPS is optional.

*****************End of changes*************************
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