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1. Introduction

This contribution is an accompanying CR to the commenting contribution S3-100219 on S3-100119 from Huawei.
It proposes to delete the optional variant for involvement of NEM in base station enrolment based on the arguments given in S3-100219. Thus the NEM is deleted from the figure 9.1, and from the editor’s note.

With respect to the second editor’s note in clause 9.1.1, in accordance with S3-100119 it is proposed that this editor’s note is deleted. Contrary to S3-100119, there is no replacement text proposed for the deleted editor’s note, as the topic handled in the editor’s note is an operator’s policy internal to RA/CA, and thus not seen as topic of the CMPv2 protocol profiling to be handled in clause 9 (the super-CR).
2. pCR
The following proposes changes for the temporary document (super-CR) on backhaul security to be included into TS 33.310.

The change marks are against the text in S3-100005, which was provided as baseline for SA3#58.

************************** start of changes ************************

9.1.1
Architecture

Figure 9.1 shows the general deployment architecture for certificate enrolment of a base station at an operator PKI.


[image: image2]
Figure 9.1: Overview of the security architecture

Editor’s Note:
The above figure 9.1 contains an SEG with dashed lines. It is ffs if this element is to be included.
The base station is pre-provisioned with a public-private key pair by the vendor, and has the vendor-signed certificate of its public key pre-installed.

On initial contact to the operator network the base station establishes a communication channel to the RA/CA of the operator. Using CMPv2 [4] a request for a certificate is sent to the RA/CA. The network authenticates the messages from the base station based on the vendor-signed certificate of the base station and the vendor root certificate pre-installed in the network. The base station shall check the integrity protection on the messages from the RA/CA based on the operator root certificate provisioned in the base station. In a response message the base station receives the operator-signed certificate. During the execution of the CMPv2 protocol the base station has to successfully provide a Proof of Possession of the private key associated to the public key to be certified. 


The operator root certificate may be provisioned in the base station prior to or during the CMPv2 protocol run. The protection of the operator root certificate during provisioning may be decided by operator security policy. If an operator root certificate provisioned prior to the CMPv2 protocol run is available the base station shall use it. Otherwise, the base station shall use the operator root certificate provisioned during the CMPv2 run. If no operator root certificate is provisioned at all then the base station shall abort the procedure. 

Editor’s Note:
It is for further study which of the following methods for provisioning an operator root certificate during the CMPv2 protocol run shall be supported:

· CMPv2 protocol run provides a self-signed operator root certificate to the base station

· CMPv2 protocol run provides a cross certificate on the operator root certificate to the base station which can be verified by a pre-configured vendor certificate on the base station

· CMPv2 protocol run provides a cross certificate on the operator root certificate to the base station which can be verified by a pre-configured operator organisation (e.g. GSMA) certificate on the base station

After enrolment has been performed, the base station can use the operator-signed certificate to authenticate itself to the SEG of the operator, which is pre-installed with the operator root certificate. The base station then authenticates the SEG using the operator root certificate.

NOTE:
The authentication towards the SEG is part of the normal usage of IPsec-based backhaul security according to TS 33.210 [1].

If at later stage of base station deployment the operator wants to renew the base station certificate, the same procedure will be executed with the old operator-signed certificate of the base station taking the place of the vendor-signed certificate in the initial enrolment.

************************** end of changes *************************
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The base station obtains the operator-signed certificate on its own public key from RA/CA using CMPv2.
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Vendor root certificate is pre-installed.





Vendor-signed certificate of base station public key is pre-installed.
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The base station obtains the operator-signed certificate on its own public key from RA/CA using CMPv2.
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Enrolled base station certificate is used in IKE/IPsec.





Operator root certificate is pre-installed.
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Enrolled base station certificate is used in IKE/IPsec.





Operator root certificate is pre-installed.





SEG





Vendor root certificate is pre-installed.





Vendor-signed certificate of base station public key is pre-installed.
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