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1. Introduction and Proposal

This contribution comments the contribution S3-100119 of Huawei which proposes new text to the super-CR on base station enrolment via NEM.

First a general remark and a summary of the main problems with the contribution are given.

In section 3 of this commenting contribution detailed comments on single parts of the contribution are given.

It is proposed not to accept the contribution S3-100119, but instead agree the accompanying pCR in S3-100220.

2. General Comments

The contribution S3-100119 proposes to optionally involve the network Element manager (NEM) into the enrolment process of base stations. This is to resolve the editor’s note in S3-100005, which states that the inclusion of the NEM is fur further study.

The architecture proposed for involvement of the NEM has the basic flaw that it requires a proprietary interface for the base station, while only the network-internal interface between NEM and RA/CA makes use of the CMPv2 protocol.
This interface of the base station is shown in the figure zz below, where one can also see that, for a base station using the mandatory end-to-end enrolment, only standardised interfaces are deployed at the base station. In addition a special purpose SEG is necessary, as 
-
the SEG authenticating the base station has to use a vendor root certificate and not an operator root certificate, and

-
the SEG must ensure that a base station authenticated by means of a vendor root certificate can gain access only to the RA/CA, but not to the core network in general. This requires specific access control policies in the SEG that cannot be expressed in terms of IPsec selectors and are not typically found in ordinary IPsec gateways.
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Figure zz: Proprietary interface and special SEG involved in NEM-based enrolment.
In addition to the basic flaw shown above, the following main problems exist with the proposed architecture involving NEM:

-
The usage of the SEG (SEG1 in the figure zz above) instead of direct access to RA/CA in the mandatory enrolment procedure requires that the operator network (e.g. the DHCP server) has to provide the base stations with different peer addresses depending on the enrolment method selected by the manufacturer. Cf. detailed comment on step 1.3 of clause 9.4.2 below.
-
There is no binding of the base station identity authenticated by the SEG to the later O&M messages exchanged between NEM and base station. This is so because an IPsec gateway typically only decides whether a received IP packet was correctly protected according to the policy in the SPD (Security Policy Database) and can be passed on further or has to be discarded. The IPsec gateway does not pass any identity information belonging to higher layers, such as an identity in the initiator’s certificate, on to other entities, such as a NEM, lying behind the IPsec gateway. Thus the NEM does not receive an authenticated vendor-provided base station identity. Cf. detailed comment on step 2.2 of clause 9.4.2 below.

-
The use of PKCS#10 messages is deprecated in the CMP RFC 4210, and not to be used for new standardisation. Cf. detailed comment on step 3.2 of clause 9.4.2 below.

-
CMP RFC 4210 does not allow a p10cr message for usage in an Initialization Request (ir). But this is the request necessary for initial base station enrolment. Cf. detailed comment on step 3.4 of clause 9.4.2 below.

-
 PKCS#10 does not have a POPOSigningKey field, but that is mandated in step 3.7 of clause 9.4.2.

Detailed comments on these problems and some further comments are contained in the contribution further below.

3. Detailed comments on thepCR S3-100119

The comments are written with revision marks “NSN2”. The start of each comment is highlighted in yellow.
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9 Certificate Enrolment for base stations

9.1 General

To be added.
9.1.1
Architecture

Figure 9.1 shows the general deployment architecture for certificate enrolment of a base station at an operator PKI.
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Figure 9.1: Overview of the security architecture


The base station is pre-provisioned with a public-private key pair by the vendor, and has the vendor-signed certificate of its public key pre-installed.

Comment NSN:
For handling of the Editor’s Note above please see the accompanying pCR in S3-100220.

On initial contact to the operator network the base station establishes a communication channel to the RA/CA of the operator. Using CMPv2 [4] a request for a certificate is sent to the RA/CA. The network authenticates the messages from the base station based on the vendor-signed certificate of the base station and the vendor root certificate pre-installed in the network. The base station shall check the integrity protection on the messages from the RA/CA based on the operator root certificate provisioned in the base station. In a response message the base station receives the operator-signed certificate. During the execution of the CMPv2 protocol the base station has to successfully provide a Proof of Possession of the private key associated to the public key to be certified. 
NEM may be used in the certificate enrolment procedure. When NEM is involved in this architecture, the following steps are used instead of process described in above paragraph.
1: Base station and SEG perform mutual authentication based on unique pre-configured certificate issued by factory CA. A secure tunnel is established after successful authentication.

Comment NSN:
This requires a specially configured SEG, as the base station is authenticated based on vendor root cert, and not on operator root cert. Cf. detailed comment in the beginning of this commenting contribution..

2: Optionally, base station may setup a TLS tunnel with NEM. Base station and NEM exchange necessary information for generating certificate enrolment message. Base station generates PKCS#10 request and uploads it to NEM via HTTP(s) or FTP(s). CMPv2 message exchanges between NEM and RA/CA shall be protected based on credential deployed between NEM and RA/CA.

3: NEM sends the certificate enrolment message to RA/CA. RA/CA generates the certificate for the base station. PKCS#10 is used for POP verification. The RA/CA verifies Proof of Possession of the private key associated to the public key to be certified as sent by the base station.  Upon successful POP verification, RA/CA sends the certificate to the NEM. 

4: NEM distributes operator-signed certificate to base station via HTTP(s) or FTP(s) to complete the certificate enrolment.

Comment NSN:
See detailed comments to 2, 3 and 4 in clause 9.4 below.

In case the NEM does not participate in certificate enrolment procedure, RA/CA shall perform authorization to ensure that only specific, authorised base stations can successfully enrol to obtain an operator-signed certificate. In case that NEM and SEG participate in certificate enrolment procedure, NEM should perform this authorization process.

The operator root certificate may be provisioned in the base station prior to or during the CMPv2 protocol run. The protection of the operator root certificate during provisioning may be decided by operator security policy. If an operator root certificate provisioned prior to the CMPv2 protocol run is available the base station shall use it. Otherwise, the base station shall use the operator root certificate provisioned during the CMPv2 run. If no operator root certificate is provisioned at all then the base station shall abort the procedure. 
Comment NSN:
For deletion of the Editor’s Note above please see the accompanying pCR in S3-100220.

NOTE:
In case that NEM and SEG participate in certificate enrolment procedure, NEM can provision operator root certificate to base station prior to CMPv2 protocol run.
Editor’s Note:
It is for further study which of the following methods for provisioning an operator root certificate during the CMPv2 protocol run shall be supported:

· CMPv2 protocol run provides a self-signed operator root certificate to the base station

· CMPv2 protocol run provides a cross certificate on the operator root certificate to the base station which can be verified by a pre-configured vendor certificate on the base station

· CMPv2 protocol run provides a cross certificate on the operator root certificate to the base station which can be verified by a pre-configured operator organisation (e.g. GSMA) certificate on the base station

After enrolment has been performed, the base station can use the operator-signed certificate to authenticate itself to the SEG of the operator, which is pre-installed with the operator root certificate. The base station then authenticates the SEG using the operator root certificate.

NOTE:
The authentication towards the SEG is part of the normal usage of IPsec-based backhaul security according to TS 33.210 [1].

If at later stage of base station deployment the operator wants to renew the base station certificate, the same procedure will be executed with the old operator-signed certificate of the base station taking the place of the vendor-signed certificate in the initial enrolment.

9.2 Reference Security Model
To be added.

9.3 Security Requirement for Certificate Enrolment

To be added.

9.4 Security Mechanisms 
9.4.1 Security mechanisms for End-to-End Base Station Certificate Enrollment
To be added.

9.4.2 Security mechanisms for Base Station Certificate Enrollment based on NEM
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Figure x: Certificate enrolment procedure

0. Pre-provision of vendor certificate
1) Factory certificate is pre-provisioned into the base station during manufacturing.  

1. Access to operator network:
1) The Cross certificate signed by vendor or Operator Root CA certificate is pre-configured into the base station before accessing to operator’s network. The method for pre-configuration is out of the scope of this specification.
2) It is assumed that the peer (e.g. Security Gateway) has been configured with Vendor Root CA certificate and CRL before base station connects to it.
3-6) The base station starts IKE handshake with the peer and mutual authentication is done based on factory certificate.

Comment NSN:
The usage of the SEG (SEG1 in the figure zz above) instead of direct access to RA/CA requires that the base station receives a different peer addres (FQDN or IP address) of the network access point, depending on the manufacturer of the base station. The operator network (e.g. the DHCP server of the operator or the access network provider) has to provide a base station according to the proposal in S3-100119 with a peer address for contact to the network on enrolment different from that of a base station that behaves according to the mandatory enrolment process as specified in clauses 9.1 and 9.6.1. That means that, before enrolment, the network must be made aware of the manufacturer of the particular base station.
BTW, this problem would not go away if the base station would contact the NEM directly without SEG, as still the NEM and RA/CA addresses are different.

2. Establishment of the OM tunnel:
1) Base station’s authorization information (e.g. base station ID, base station Name, IP etc.) is added to NEM, so that base station can be managed by NEM.
2) A TLS tunnel may be optionally established between base station and NEM. Establishment of the OM tunnel is through authorization of the base station. Base station is considered as an authorized node by NEM only after successfully authorization has been performed. 
Comment NSN:
There is no binding of the base station identity authenticated by the SEG (in step 1.6 above) to the later O&M messages between NEM and base station, as these O&M messages are on application layer (as seen from IPsec point of view). Therefore the NEM has no access to the authenticated vendor-provided base station identity in SEG, and has to rely on unauthenticated identity transfer from base station to NEM. In fact, any entity having a suitable vendor certificate to pass the SEG could spoof any base station identity. Remember that it must be possible to send information also from the untrusted part of the base station platform through the IPsec tunnel towards the core network, so the fact that IPsec credentials can be anchored in the trusted part of the platform does not help here.
3. Call Flow of Operator CA signed certificate enrolment using CMP v2:
1) The NEM sends command to base station to initiate certificate enrolment.

2) The base station obtains the contents of Subject field and generates the private and public key pair (may use the old key pair if such exists), then constructs a PKCS#10 Certificate Request. The PKCS#10 Certificate Request contains the request, including the IP address or FQDN in the attribute field and is encoded in ASN.1 DER format.
Comments NSN:
PKCS#10 is deprecated for use in CMP. CMP RFC 4210 reads on this “This structure may be required for certificate requests for signing key pairs when interoperation with legacy systems is desired, but its use is strongly discouraged whenever not absolutely necessary.“ As 3GPP has no legacy standardisation to support, this text clearly discourages the use of PKCS#ä10 for the new standardisation in 3GPP.

The usage of a PKCS#10 message body generated within the base station requires that the base station is provided with its intended identity in the operator network before this message can be generated. This stems from the fact that PKCS#10 requires the message to contain the “subject distinguished name”. That is in contrast to the mandatory end-to-end enrolment using a CertReqMessage according to CRMF RFC 4211, where the “subject” field may be left empty, and may later be inserted by RA/CA.
3) The PKCS#10 Certificate Request is sent from base station to NEM.
4) Upon receipt of the PKCS#10 Certificate Request, NEM constructs the CMPv2 message p10cr certification request message with PKCS#10 Certificate Request data structure in the PKIBody, which specifies the requested certificates. 
Comment NSN:
The usage of a p10cr message body is only allowed for Certification Request messages according to section 5.3.3 of CMP RFC 4210. But the initial enrolment of a base station to operator PKI must use an Initialization Request (ir). This is written in section 5.3.1 of RFC 4210 which reads:” This message is intended to be used for entities when first initializing into the PKI”, while section 5.3.3 on Certification Requests reads “This message is intended to be used for existing PKI entities who wish to obtain additional certificates”. Additional certificates shall never be used and thus never be requested within NDS/AF framework, as clause 6.1.3b of TS 33.310 on NE certificates states “Any NE shall use exactly one certificate to identify itself within the NDS/AF.”
For the enrolment handled here, annex E.7 of the CMP RFC is the correct reference in the CMP RFC which reads “An (uninitialized) end entity wishes to initialize into the PKI with a CA, CA-1. It uses, for authentication purposes, a pre-existing identity certificate issued by another (external) CA, CA-X.” For the 3GPP scenario the operator CA is the CA-1, and the vendor CA is CA-X. This annex E.7 requires the usage of ir messages, and not of cr messages.
In consequence the usage of a p10cr message for initial base station enrolment is a violation of the CMP RFC 4210.
5) NEM protects the p10cr using its own credential.  
6) NEM sends the protected p10cr message to the RA/CA as a CMPv2 PKIMessage.
7) RA/CA verifies the p10cr from NEM. RA/CA also verifies the proof of the possession of the private key for the requested certificate in the PKCS#10 encapsulated in the p10cr. The proof of possession shall be of type POPOSigningKey. 
Comment NSN:
The PKCS#10 structure does not contain a type POPOSigningKey or a related field. The requirement above is inconsistent.

8) RA/CA generates the certificate for base station.
9) RA/CA generates a certificate response (cp) which includes the issued certificate and the CA certificate(s), signs the cp with the RA/CA private key, and includes the signature and RA/CA certificate(s) in the PKIMessage. The cp includes the appropriate certificate chains for authenticating the RA/CA certificates in the PKIMessage body.
10) RA/CA sends the signed cp to NEM as a CMPv2 PKIMessage.
11) NEM authenticates the PKIMessage using the RA/CA root certificate.
12) NEM sends the certificate to the base station.
13) Base station validates the certificate. It should check the certificate is exactly the same one that the base station has requested.
Comment NSN:
This is the behaviour as described in CMP RFC, where the requesting entity is self-controlled (e.g. a person), and this entity then checks if the independent CA has given him the expected cert attributes.This should not be applicable to 3GPP specs, as the operator has ultimate control over the base station and the CA, and may enforce a specific certificate by instructing the CA to change some attribute fields sent by the base station. Such cert should not be rejected by some vendor-provided logic in the base station.
So the base station should accept any certificate, and not reject it if e.g. the subject name is different from the name sent in the request message. As long as the public key is the same, the RA/CA under operator control should be assumed to have good reasons to change the fields.
14) Base station sends ACK response to NEM.
15) NEM constructs and signs the certConf message.
16) NEM sends the CMPv2 PKIMessage that includes the signed certConf to RA/CA. 
17) RA/CA authenticates the certConf PKI Message. If RA/CA fails to verify the certConf, the RA/CA revokes the newly issued certificate if it has been published or otherwise made available.
18) RA/CA creates and signs a PKIconf message according to CMPv2.
19) RA/CA sends the signed PKIconf.CMPv2 PKIMessage to NEM. 
20) NEM authenticates the PKIconf message.
21) Based on the PKIConf, NEM send command to indicate base station to enable or remove the certificate.
22) base station response ACK to NEM

In the case of certificate renewals or re-keying of a base station, it will construct an ASN.1 DER-encoded CertReqMessages specified by RFC 4211, so that it can be included into kur (key update request ), which is the PKIBody of CMPv2 for key update request (it is sometimes referred to as a "Certificate Update" operation) .
9.5 Certificate Profiles

To be added.

9.6 CMPv2 Profiling

9.6.1 General CMPv2 Profiling

To be added.
9.6.2 CMPv2 Profile Overview for End-to-End Base Station Certificate Enrollment

The following requirements shall apply to CMPv2 usage end-to-end between base station and RA/CA:

-
This CMPv2 profile shall only include certificate request and key update functions. Revocation processing, PKCS#10 requests and CRL fetches shall not be part of this CMPv2 profile.
-
For PKI Message Protection, this CMP profile shall only use an asymmetric algorithm. PasswordBasedMac is not used in the scope of the present document.
9.6.3 CMPv2 Profile Overview for Base Station Certificate Enrollment based on NEM

The following requirements shall apply to base station certificate Enrollment architecture based on NEM:

-
NEM and RA/CA shall support PKCS#10 certification request. 

-
For PKI Message Protection between NEM and RA/CA, this CMP profile may use an asymmetric algorithm or PasswordBasedMac.

Comments NSN:
PKCS#10 should not be used, as it is deprecated (see comment above).

The additional implementation of Passwordbased Mac in RA/CA complicates this element, and is in contradiction to the general trend to migrate from shared secret to PKI based authentication infrastructure.
9.7 CMPv2 Transport

Transport of CMPv2 messages between end entities (network elements) and RA/CA shall be done using HTTP-based protocol as specified in draft-ietf-pkix-cmp-transport-protocols [xx].

Support is mandatory for communication initiated by the end entities where every CMP request triggers a CMP response message from the CA or RA. Support for RA/CA initiated HTTP requests (i.e. announcements) is not mandatory.

Support for HTTP over TLS (HTTPS) according to [xy] is mandatory. Usage of HTTPS is optional.

*****************End of changes*************************
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