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1
Introduction

While the use of pre-installed vendor credentials is the default method for authentication of base station during CMPv2 enrolment, there are situations when there is a need to complement this procedure. As discussed in previous inputs [e.g. S3-090ERI03 provided for the Backhaul security phone conference], the use of vendor credentials only may not be optimal in all cases, for example
a) if the operator wants additional control of the bootstrapping credentials beyond the vendor pre-installed keys and certificate; or 

b) at renewal of base station certificate or re-installation in the case that vendor-signed or old operator signed certificate has expired or is non-existant.
Considering this, it would be useful to have as an option to allow manually loaded/configured operator credentials for certificate enrollment, especially if manual on site configuration is needed anyway. However, it is important that the optional use of an operator-signed certificate for authenticating the enrolment request does not unnecessarily complicate the specification or implementation for establishing backhaul security in the default case. Moreover, the security issues with manual configuration of credentials must be adequately addressed.
[Huawei]: Manual provision of operator-signed certificate could be supported as a recovery solution in some error cases, for example, the link to RA/CA does not work. The process of manual provision of operator-signed certificate must provide enough security protection. Manual provision of operator-signed certificate is a fallback solution in case that automatic certificate enrolment can not performed correctly. Otherwise, it defeats the purpose of the backhaul NDS work item.  Note that on site configuration may not involve security sensitive parameters.
The next section describes the analysis, conclusions and proposals. The proposals are implemented further below. 

2 
Analysis, conclusions and proposals
2.1 CMPv2 impact
We propose that the CMPv2 enrolment procedure should be identical with vendor-signed or operator-signed certificates:
· For base stations with vendor-signed certificates provisioned in factory: operator PKI is configured with vendor root in order to authenticate the enrollment request. 
· For base stations with operator-signed certificates provisioned during installation: operator PKI is configured with operator root in order to authenticate the enrollment request. 
Enrollment certificate identity/details are used by the operator to authorise the enrolment request in both cases.

Note that while a manually provisioned certificate in principle could be used directly to authenticate towards the SEG during establishment of IPsec according to TS 33.210, this is not the intended usage. Indeed, that would replace the enrolment procedure which manual provisioning, which bypasses the scope of this work item. We formulate this as a requirement: 

A manually provisioned operator certificate SHALL NOT be used for authentication towards the SEG during establishment of IPsec-based backhaul security according to TS 33.210.

[Huawei]: In case that an operator-signed certificate has already been securely provisioned to base station, it’s unnecessary to enrol another operator-signed certificate. The manually provisioned operator-signed certificate could be directly used for authentication towards the SEG during establishment of IPsec-based backhaul security.
If manually provisioned operator certificates are used for enrolling another operator-signed certificate, each base station shall be issued two operator-signed certificates. This is unnecessary costs to operator PKI system. And manual provision of operator certificate also adds the work of both operators and vendors. The there is the issue of whether both are kept and whether one is more secure than the other.

It is proposed that base station use the securely manually provisioned operator-signed certificate as the credential to perform authentication towards the SEG and establish IPsec based backhaul security.

2.2 Installation requirements
The scope of the current draft ”super CR” includes the CMPv2 protocol execution and the preceding state of the base station and the network. Restricting to this scope, implementing the proposal of the preceding subsection could be sufficient. However, SA3 may want to add requirements addressing the security issues of manual provisioning.
For an operator-signed certificate to be used for enrolment request authentication, the corresponding public-private key pair may be manually provisioned, pre-installed by the vendor or generated on-board. We propose that all these cases are allowed, but if manually provisioned, the private key SHALL be adequately confidentiality protected. The generation of the operator-signed certificate is proposed to be out of scope of the specification.
[Huawei]: From pure security view, it is preferred that private key should not leave the base station. So public-private key pair should be pre-installed by the vendor of generated on-board.
As remarked in a previous input [S3-092056], configuration data may be protected by the operator using pre-installed vendor credentials, for example, encrypted by a vendor public encryption key corresponding to vendor private decryption key pre-installed in the base station in factory.

Note that if operator credentials are encrypted by vendor credentials and provisioned by field engineer, this still better than just using vendor credentials or just using operator credentials, since an attack would require compromise of both vendor and field engineer.

[Huawei]: Conclusion and proposal:

Manual provision of operator-signed certificate could be supported as a fallback solution in case that automatic certificate enrolment can not be performed correctly. 
Since there is not obvious benefit to enrol another operator-signed certificate, it seems unnecessary to enrol an operator-signed certificate in case that a base station has already been securely manually provisioned an operator-signed certificate. The base station can directly use the manually provisioned operator certificate to perform authentication towards SEG and establish IPsec based backhaul security. 

It is proposed not to agree the pCR attached in S3-100178.
************************** start of changes ************************
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3.2
Abbreviations

…..

RA
Registration Authority
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9 Certificate Enrolment for base stations

9.1 General

To be added.
9.1.1
Architecture

Figure 9.1 shows the general deployment architecture for certificate enrolment of a base station at an operator PKI.



Figure 9.1: Overview of the security architecture

Editor’s Note:
The above figure 9.1 contains the Network Element Manager (NEM) and an SEG with dashed lines. It is ffs if these elements are to be included. If NEM is included, then it is ffs whether, and, if so how, the CMP client functionality is to be split between base station and NEM.

The base station is pre-provisioned with a public-private key pair by the vendor, and has the vendor-signed certificate of its public key pre-installed. Optionally, the base station may be provisioned during installation with an operator signed certificate; the corresponding public-private key pair may be manually provisioned, pre-installed by the vendor or generated on-board. If manually provisioned, the private key shall be adequately confidentiality protected. A manually provisioned operator certificate shall not be used for authentication towards the SEG during establishment of IPsec-based backhaul security according to TS 33.210.
NOTE:
Secret data provisioned during installation, such as a private key, may be encrypted with a public key corresponding to a vendor private key pre-provisioned in the base station. 
On initial contact to the operator network the base station establishes a communication channel to the RA/CA of the operator. Using CMPv2 [4] a request for a certificate is sent to the RA/CA. The network authenticates the messages from the base station based on the vendor-signed (or, optionally, operator-signed) certificate of the base station and the vendor (or, optionally, operator) root certificate pre-installed in the network. The base station shall check the integrity protection on the messages from the RA/CA based on the operator root certificate provisioned in the base station. In a response message the base station receives the operator-signed certificate on its own public key. During the execution of the CMPv2 protocol the base station has to successfully provide a Proof of Possession of the private key associated to the public key to be certified. 

Editor’s Note:
It is for further study how to ensure that only specific, authorised base stations can successfully enrol to obtain an operator-signed certificate.
The operator root certificate may be provisioned in the base station prior to or during the CMPv2 protocol run. The protection of the operator root certificate during provisioning may be decided by operator security policy. If an operator root certificate provisioned prior to the CMPv2 protocol run is available the base station shall use it. Otherwise, the base station shall use the operator root certificate provisioned during the CMPv2 run. If no operator root certificate is provisioned at all then the base station shall abort the procedure. 

Editor’s Note:
It is for further study which of the following methods for provisioning an operator root certificate during the CMPv2 protocol run shall be supported:

· CMPv2 protocol run provides a self-signed operator root certificate to the base station

· CMPv2 protocol run provides a cross certificate on the operator root certificate to the base station which can be verified by a pre-configured vendor certificate on the base station

· CMPv2 protocol run provides a cross certificate on the operator root certificate to the base station which can be verified by a pre-configured operator organisation (e.g. GSMA) certificate on the base station

After enrolment has been performed, the base station can use the operator-signed certificate to authenticate itself to the SEG of the operator, which is pre-installed with the operator root certificate. The base station then authenticates the SEG using the operator root certificate.

NOTE:
The authentication towards the SEG is part of the normal usage of IPsec-based backhaul security according to TS 33.210 [1].

If at later stage of base station deployment the operator wants to renew the base station certificate, the same procedure will be executed with the old operator-signed certificate of the base station taking the place of the vendor-signed (or, optionally, operator-signed) certificate in the initial enrolment.

9.2 Reference Security Model
To be added.

9.3 Security Requirement for Certificate Enrolment

To be added.

9.4 Security Mechanisms 
To be added.

9.5 Certificate Profiles

To be added.

9.6 CMPv2 Profiling

9.6.1 General CMPv2 Profiling

To be added.
9.6.2 CMPv2 Profile Overview for End-to-End Base Station Certificate Enrollment

The following requirements shall apply to CMPv2 usage end-to-end between base station and RA/CA:

-
This CMPv2 profile shall only include certificate request and key update functions. Revocation processing, PKCS#10 requests and CRL fetches shall not be part of this CMPv2 profile.
-
For PKI Message Protection, this CMP profile shall only use an asymmetric algorithm. PasswordBasedMac is not used in the scope of the present document.
9.7 CMPv2 Transport

Transport of CMPv2 messages between end entities (network elements) and RA/CA shall be done using HTTP-based protocol as specified in draft-ietf-pkix-cmp-transport-protocols [xx].

Support is mandatory for communication initiated by the end entities where every CMP request triggers a CMP response message from the CA or RA. Support for RA/CA initiated HTTP requests (i.e. announcements) is not mandatory.

Support for HTTP over TLS (HTTPS) according to [xy] is mandatory. Usage of HTTPS is optional.

*****************End of changes*************************
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