3GPP TSG-SA3 (Security)
S3-100195
SA3#58, 1-5 Feb 2010, Xi’an, China
revision of S3-10xyzw
Source:
Nokia Siemens Networks
Title:
Problems with handling of mapped context in idle state and derivation of K_eNB in HO from UTRAN/GERAN to E-UTRAN 
Document for:



Discussion and Approval 




Agenda Item:
7.7.1 
Work Item / Release:


There is an apparent contradiction between (the Reason of Change for) a CR to TS 33.401 approved at SA3#56, which is still reflected in the current version of 33.401, and clause 7.2.6.1 of the current version. 

Current Situation: 

The CR in S3-091480 introduced an exceptional handling for the derivation of K_eNB after handover from UTRAN/GERAN to E-UTRAN by prescribing the use of a particular value for the NAS uplink COUNT (namely 2^32-1) used in the K_eNB derivation, and a NOTE explains that the exceptional handling was required because, otherwise, the would be a scenario causing key stream repetition. 

Reason for Change for the CR in S3-091480: 
“As it is not necessary to send a TAU Request after handover to E-UTRAN, it is possible that the first Serivce Request after the handover uses the mapped context and a NAS COUNT of zero. This would result in the same K_eNB being calculated twice.”
Summary of Change for the CR in S3-091480: 
”The value of NAS COUNT used to calculate K_eNB at handover to E-UTRAN is changed to 2^32 – 1 from 0.” 

Contradiction of Reason for Change  to clause 7.2.6.1 “ECM-IDLE to ECM-CONNECTED transition”
Clause 7.2.6.1 of 33.401 states: 
”Before starting the transition to ECM-CONNECTED state, the ME shall retrieve native EPS NAS security context stored on the USIM if the USIM supports EMM parameters storage and if the stored native EPS NAS security context on the USIM is marked as valid. If the USIM does not support EMM parameters storage the ME shall retrieve the stored native EPS NAS security context from its non-volatile memory if the native EPS NAS security context is marked as valid. The ME shall derive the KNASint and KNASenc after retrieving the stored EPS NAS security context; see Annex A on NAS key derivation. If the ME cannot retrieve native EPS NAS security context from any of these two places, the ME shall signal “no key available” in the initial NAS message. “
The text from clause 7.2.6.1 implies that the mapped context does not survive the transition to idle state, cf. also 7.2.6.2 “ECM-CONNECTED to ECM-IDLE  transition” of 33.401. Then the scenario in the reason for change cannot occur as the sending of a service request assumes that the UE has been in idle state. 

Analysis: 
First of all, one can say that the system works with the current specification. If clause 7.2.6.1 remains as is, however, then the exceptional handling for the derivation of K_eNB after handover from UTRAN/GERAN to E-UTRAN in clause 9.2.2.2 would be no longer necessary, but it does not harm. Only the NOTE in clause 9.2.2.2 would be wrong and very misleading for readers, and would have to be removed, probably in a Rel-9 CR.
However, the current text in clause 7.2.6.1 implies that an initial NAS message triggering the state transition from ECM-IDLE to ECM-CONNECTED cannot be protected unless there is a previously established native EPS security available, cf. last sentence in quote above. Although it is true that mapped context is weaker than native context, and should therefore be replaced as soon as possible, protecting a message with mapped context is certainly much better than not protecting it at all. However, the risk from sending the initial NAS message unprotected may be acceptable as this is required in some situations anyhow.
Proposal: 

It is proposed that SA3#58 takes a decision how to handle the above-described problem. Once the decision is taken, appropriate CRs should be straightforward to draft. The CRs are proposed to be agreed at SA3#58 due to the urgency of the matter. We see three alternatives for the decision: 

a) to change the current text in clause 7.2.6.1 so that mapped context may be kept in the volatile memory of the ME in a transition from ECM-CONNECTED to ECM-IDLE state, and used when coming back from ECM-IDLE to ECM-CONNECTED state. It should be up to the operator’s policy to decide when a native context should be established. Corresponding CRs to Releases 8 and 9 should be approved at SA3#58. 
b) to keep the current text in clause 7.2.6.1 and replace the NOTE in clause 9.2.2.2, which gives a wrong explanation for the exceptional handling, with a new NOTE. The new NOTE should say that the exceptional handling was introduced in an earlier state of discussion, and was then forgotten to be corrected when no longer needed. When this was discovered Rel-8 was already deep-frozen. A corresponding CR to Release 9 would suffice and should be approved at SA3#58.
c) to keep the current text in clause 7.2.6.1 and undo the exceptional handling in clause 9.2.2.2, i.e. use NAS uplink COUNT value zero in the K_eNB derivation after HO from UTRAN/GERAN to E-UTRAN. Corresponding CRs to Releases 8 and 9 should be approved at SA3#58.
