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Abstract of the contribution: This contribution proposes a response to an LS from SA2 
Introduction 
SA3 have received an LS from SA2 that includes the following questions: 

“SA2 has recently discussed the case when HTTP Digest is used in the UE (and therefore a security association is not established). Considering that regulations in some countries require that the UE is authenticated before the IMS emergency call set up can be progressed (see TS 22.101 section 10.4) SA2 would like to ask:
1. Has SA3 investigated how to fulfil such a requirement for fixed broadband access?

2. Can the current HTTP digest authentication mechanism support the above requirement?

3. If not, can other solutions be used to satisfy the above requirement (e.g identification based on IP address)?”
This contibution discusses these questions and provides some answers. 

Discussion 
In the context of fixed broadband access, as well as standardising SIP DIGEST for the authentication of registrations messages(see Annex N of TS 33.203), SA3 also standardized 3 authentication methods for non-registrations methods (see Annex Q of TS 33.203), namely;
1. TLS, which is optional to support as described in Annex O of TS 33.203 

2. IP address check, which is manadatory to support as decribed in Annex N of TS 33.203.

3. SIP Digest proxy authentication, which is optional to support and also decribed in Annex N of TS 33.203

Of these methods TLS is clearly the strongest as this provides proper message authentictaion. Both TLS and IP address check could be used to provide protection of the emergency related non-register messages. Unfortunately SIP Digest proxy authentication is not suitable due to the network side check being perfomed in the S-CSCF as emergency traffic is routed directly from the P-CSCF to an E-CSCF and does not goto the S-CSCF. 

Hence in the networks that either use IP address check or TLS for non-register messages, the same solution can be applied for emergency messages. 

For networks that currently use SIP Digest proxy authentiction for protection of the non-register messages but require the capability to authenticate emergency requests, there are some simple solutions that are already covered by the standards

· Use IP address check if suitable
· Migrate to TLS for the security for non-register messages
· Co-locate the E-CSCF and S-CSCF 

·  In case of an emergency request, get the P-CSF to get the UE to re-register and establish TLS security for the emergency traffic
One final observation that should be passed to SA2 is that this is not a problem for 3GPP access as SIP Digets shall not be used over these accesses. 

Conclusion 
Based on the above analysis, it is proposed that SA3 respond to SA2’s questions in the following manner:

1. Has SA3 investigated how to fulfil such a requirement for fixed broadband access?
SA3 has considered the issue of protecting non-register message when using SIP DIGEST to authenticate register messages and has already standardised three solutions, namely;

1. TLS, which is optional to support as described in Annex O of TS 33.203 

2. IP address check, which is manadatory to support as decribed in Annex N of TS 33.203.

3. SIP Digest proxy authentication, which is optional to support and also decribed in Annex N of TS 33.203

2. Can the current HTTP digest authentication mechanism support the above requirement?
On its own, SIP DIGEST can not fulfil the requirement but when used either in conjuction with either IP address check or TLS as described in TS 33.203 the requirement can be fulfilled. SA3 further notes that this is not an issue for access over 3GPP networks as SIP DIGEST shall not be used then. 
3. If not, can other solutions be used to satisfy the above requirement (e.g identification based on IP address)?”

The following solutions that are already covered by the standards could be used to fulfill the requirements

· Use IP address check if suitable

· Migrate to TLS for the security for non-register messages
· Co-locate the E-CSCF and S-CSCF 

·  In case of an emergency request, get the P-CSF to get the UE to re-register and establish TLS security for the emergency traffic

