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Abstract

Annex A.6 of TS 36.331 (RAN2) is entitled "Protection of RRC messages (informative)" and contains the list of AS messages excepted from protection under certain conditions. We feel that the list has to be normative, just like the corresponding exception list for NAS messages in TS 24.301. Furthermore, Annex A.6 is written from a sender’s perspective only while it should be also written from a receiver’s perspective. We propose to send an LS to RAN2 to ask for a correction in TS 36.331. In our view, the required change would have no impact on ASN.1. This contribution also provides the history of LS exchanges and agreed SA3 CRs relating to this issue. 
1. Observations on Annex A.6 of TS 36.331 

Annex A.6 of TS 36.331 (RAN2) is entitled "Protection of RRC messages (informative)" and contains the list of AS messages excepted from protection. 

Two things are worth noting about this annex: 

· that it is only informative;

· that it is written from a sender's perspective only. 

In our view, the complete list of messages excepted from protection under certain conditions has to be normative, just like the corresponding list for NAS messages in clause 4.4.4.2 of TS 24.301. Otherwise, the following problems may occur: 

1. A receiver of an AS message may incorrectly accept an AS message that should have been protected, but is not; this could lead to a security problem.
2. A sender does not apply protection to an AS message that should have been protected; the receiver could then reject the message.
3. A sender applies protection to an AS message that need not be protected; the receiver may then be unable to process the message for lack of the right security context.
4. An entity trying to send an AS message may not be able to do so because the entity believes the message requires protection, while in fact it does not, and cannot apply security for lack of the right security context. 
Of course, one possibility would be that sufficient normative text could be found elsewhere, and Annex A.6 would just collect the information into one place for the convenience of the reader; but this does not seem the case. 

Furthermore, annex A.6 of TS 36.331 states “The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation.”. But the sender’s point of view is not enough as bullet 1 above shows: it does not help if all genuine senders play by the rules, but genuine receivers process unprotected messages from an attacker that should have been protected. Again, clause 4.4.4.2 of TS 24.301 could serve as an example. 

2. History of communication between SA3 and RAN2 on the AS integrity and ciphering exception list
There was an exchange of LSs between SA3 and RAN2 in 2008 as follows: 
· LS from SA3 to RAN2 in S3-080879 / R2-083813 with a CR S3-080880 to 33.401 attached. This CR includes an AS message protection exception list in the normative part of 33.401 and was agreed by SA3 according to the meeting report. However, SA3 stated in the above-mentioned LS to RAN2 that SA3 saw no need to include the CR in 33.401 if RAN2 included the exception list in the CR in one of their specs. (Sent from SA3#52 in June 2008)

· RAN2 responded with LS S3-090988 = R2-084876 saying that the exception list would be included in a RAN2 spec. The LS was handled at SA3#52bis in Sept 08. 

· The reply from SA3#52bis to RAN2 can be found in S3-091130. 

Neither the RAN2 LS in S3-090988 = R2-084876 nor the SA3 reply in S3-091130 say anything about changing the status of the exception list to being informative only. Obviously, RAN2 did not meet SA3's intention here for the text to be normative as expressed in the agreed CR S3-080880.

To our knowledge, there was no further exchange on this issue between RAN2 and SA3 later.

3. Proposal
It is proposed to send an LS from SA3#58 to RAN2 asking them to ensure that the list of AS messages excepted from protection under certain conditions is covered by normative text. SA3 could find such a list only in Annex A.6 of TS 36.331, which is informative. If there was normative text covering the issue elsewhere SA3 would appreciate being pointed to this text. If not SA3 kindly asks RAN2 to agree a corrective CR to TS 36.331 to change the status of Annex A.6 to normative. The CR should also introduce the receiver’s perpective (e.g. by replacing “sent unprotected” with “sent and received unprotected”) into Annex A.6. SA3 should tell RAN2 that a correction from Rel-8 onwards would be greatly preferred due to the security risks involved. It is hoped that this is acceptable to RAN2 as the CR would not affect ASN.1 I our understanding. The explanatory material in this contribution is proposed to be included in the LS as it is expected to help RAN2’s understanding. 
