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1. Introduction
According to an Editor’s Note in the draft “super CR” [S3-100005], clause 9.1.1: “It is for further study which of the following methods for provisioning an operator root certificate during the CMPv2 protocol run shall be supported:

­
CMPv2 protocol run provides a self-signed operator root certificate to the base station

­
CMPv2 protocol run provides a cross certificate on the operator root certificate to the base station which can be verified by a pre-configured vendor certificate on the base station

­
CMPv2 protocol run provides a cross certificate on the operator root certificate to the base station which can be verified by a pre-configured operator organisation (e.g. GSMA) certificate on the base station” 

We analyze the different alternatives of cross certification and propose a way forward. 

2. Analysis

The draft “super CR” [S3-100005] allows for both manual provisioning of operator root certificate during installation as well as “opportunistic” provisioning of operator root certificate during CMPv2 protocol execution. The base station distinguishes between these cases based on the presence or non-presence of an operator root certificate at the time of CMPv2 execution.

The use of cross certificates of operator, either by vendor or some operator organisation such as GSMA, has been discussed as an option to allow those operators that so want to give the base station some additional information to base trust decision on. As been discussed in other inputs, cross certificates do not provide authentication of operator, it only asserts that a network is a member of an organisation such as GSMA or is a customer of vendor X.

The execution flow in the base station defined in the current draft “super CR” may be summarised  with the following pseudo code:
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With this execution flow, a cross certificate sent with the CMPv2 reply does not provide any additional security unless the execution flow is changed. Since “opportunistic” authentication is allowed (the case that the cert comes in the CMPv2 reply), it can happen that if there is no operator root certificate present in the base station, a man in the middle could replace a cross certificate and a  operator root certificate (and signature with the corresponding private key) carried in the message with an arbitrary valid certificate and signature with that corresponding private key.

Now, if there is a trust anchor (besides the operator root certificate) in place in the base station, say a vendor root certificate, it is at first glance conceivable to change the specified execution flow in the base station to something like this: 
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In other words: In order to make any use of cross certificates opportunistic authentication should only be allowed if trust anchors are not present in the base station. Additional steps may be needed for multiple trust anchors (vendor/operator organisation).
Note that, if provisioned at all, vendor/GSMA trust anchors are provisioned in factory. (Provisioning during installation is a non-option, since in that case the operator root certificate may be directly provisioned instead.) Since the presence of these trust anchors implies that opportunistic authentication should not be allowed, the use of cross certificates is dependent on whether trust anchors are installed or not in factory.The existence of a vendor/GSMA trust anchor prevents an operator from provisioning of operator root certificate in CMPv2 without using cross certificates. Hence the use of cross certificates becomes mandatory (if vendors implement trust anchors) or insecure (if vendors doesn’t implement the trust anchor) or needs to be agreed between operator and vendor. 

Both from operator and vendor point of view, it is undesirable that operator security policies (the use of cross certificates or not) impact specific configuration in factory. They are more difficult to change, provides another parameter that needs to be exchanged between operator and vendor as well as makes the manufacturing logistics more complicated. 
The alternative is that the different execution flows are possible and is specified by the operator and provisioned during installation. But in this case the operator root certificate could be directly provisioned instead.

We conclude that the use of cross certificates in addition to only being a minor contribution  to the security of the deployment, also complicates the specification and implementation of the execution flow in the base station and, depending on specification, introduces provisioning  constraints either to operators that want to use cross certificates or those that want to use opportunistic authentication.

It is our view that the current draft “super CR” well captures the two main options of network authentication: Simplicity (provision operator root certificate in CMPv2 reply) or security (provision operator root certificate together with other data on site).

3. Proposal

We propose that provisioning of cross certificates is not supported for CMPv2 enrolment of backhaul certificates and that the Editor’s Note is removed.
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If (operator root cert present) then {

if (integrity of CMPv2 reply can be verified with this cert) then OK else abort 

}

else if (cert comes with CMPv2 reply) then {

if (integrity of CMPv2 reply can be verified with this cert) then OK else abort 

}
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If (operator root cert present) then {

     if (integrity of CMPv2 reply can be verified with this cert) then OK else abort 


  }

  else if (trust anchor present) then {

     if (operator cert and cross certificate comes with CMPv2 reply) and 
     (cert chain valid and integrity of message can be verified with operator cert) then OK else abort 

      else if (cert comes with CMPv2 reply) then {


          if (integrity of message can be verified with this cert) then OK else abort

     }

  }


  else if (cert comes with CMPv2 reply) then {

     if (integrity of message can be verified with this cert) then OK else abort 


  }


