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*****BEGIN OF CHANGES*****

5.1.2.2
General Functions of a TRE


A TRE [t1 cm1] should be a logically separate area in the M2M equipment with hardware support for this separation [t1 cm1, 2]. It is not necessarily a removable module, i.e. it can be functions within an IC or functions that are distributed across a group of ICs. A TRE should define logical and physical interfaces to the outside world, including interfaces to specific functions in the M2ME. Such interfaces should be usable only under control of entities which are authorised to communicate directly with a TRE [t4 cm2, t6 cm1]. Such interfaces should not be able to compromise the confidentiality, integrity or availability of MCIMs or of a TRE [t4 cm3, t8 cm5].

A TRE should provide a root of trust for a secure storage and secure execution environment for multiple MCIMs and for certain functions concerned with the provisioning and management of MCIMs [t1 cm1, t2, cm3]. 

A TRE should be pre-provisioned in a secure, out-of-band facility with any required cryptographic keys and other credentials. Other security-critical functions of a TRE are also typically pre-provisioned onto the M2ME in the same way [t5 cm1, 2]. Other functions could be provisioned by download after the M2ME is issued.
NOTE 1: The definition of which TRE functions may be downloaded after issue of the M2ME is out of the scope of that the present document. 

A TRE should provide a degree of protection against physical and logical attacks [t3 cm1, t4 cm1, 2, 3, 4]. Any tampering with a TRE or with secure functions in the M2ME should be detected and should result in lockdown of the TRE [t4 cm5, t6 cm5].

NOTE 2: 
A locked down M2ME might be re-provisioned again, when the correct state has been confirmed. The M2ME will not be reachable over the network while in locked down state.


A TRE should support and enforce its own security policy [t6 cm3]. 

A TRE should perform security-related functions to support the DRF in its function of assisting the M2ME to discover and register itself at the SHO [t7 cm6]. Examples of such functions may include, but are not limited to, secure storage, retrieval, and use of the M2ME’s PCID. 

A TRE should perform security-related functions to support the PVA to validate the authenticity and integrity of the M2ME when required. Such validation should occur before a MCIM can be downloaded and provisioned into the M2ME [t1 cm4, t3 cm4, t7 cm5]. Computation of cryptographic signatures is one such function. Others are possible. 

A TRE should be sufficiently secure as to allow the storage and execution of AKA functions that are currently implemented only in UICCs [t3 cm1].

A TRE should securely store the identity of the M2ME platform and should be capable of securely authenticating that identity to the issuing authorities using standardised protocols. The M2ME identity is embedded as part of a physically secure, out-of-band process that takes place before the M2ME is issued. The TRE may also have its own identity. If it does, the TRE should securely store this identity and may be capable of securely authenticating the TRE identity to the issuing authorities using standardised protocols [t1 cm3, t5 cm2].

A TRE should be able to perform user authentication and access control for single or multiple users, where relevant to the use case for that type of M2ME [t10 cm 1 - 11]. 

A TRE may provide a secure audit record of its transactions. Typically, these records would be protected against unauthorised access [t8 cm9].

A TRE should be able to be updated remotely by an authorised entity using secure protocols [t6 cm4]. 
NOTE 3: 
At the time of writing, UICC specifications are not fully capable of supporting the required functionality of a TRE, as described herein. However, if future enhancements are made to UICC specifications, it is possible that a TRE could be implemented on a UICC. See also candidate solution 1b in clause 5.2.
Future enhancements that can be considered for TREs include support for multiple isolated, trusted domains, each with or without MCIMs, and owned by a stakeholder [t8 cm1]. Such domains could be completely isolated from each other, or be isolated against tampering and unauthorized access but could provide inter-domain services. If such domains do provide services to each other, these domains may also provide inter-domain authentication functionality to each other, with the assistance of the TRE itself [t8 cm2, 3]. 

5.1.2.3
TRE Functions Related to the Management of MCIMs


A TRE should be responsible, on behalf of the M2ME, for enforcing the security of the remote provisioning of MCIMs [t2 cm1, 3]. 

A TRE should check the integrity of MCIMs as part of a secure boot process whenever the TRE is reset. A TRE may also check the integrity of MCIMs at the start of each session with that MCIM. Detection of anomalies should result in that MCIM being placed into the “blocked” lifecycle state [t6 cm5, t8 cm8].

A TRE should allow MCIMs to share MCIM functions, e.g. cryptographic algorithms, but only where authorised by the security policies of the respective MCIMs and only where the MCIMs have been activated [t8 cm2].

The security of the process of transitioning MCIMs through their lifecycle stages shall be assured by a TRE [t3 cm3, t7 cm1, t8 cm6].

A TRE should maintain a registry of the MCIMs that it manages, so that (for example) an authorised entity can discover what MCIMs are supported in the M2ME and their current lifecycle stages and security status [t7 cm6, t8 cm7]. 

A TRE should enable authorised stakeholders to remotely discover the presence and lifecycle stages of supported MCIMs of that stakeholder [t7 cm6]. A TRE should also permit authorised functions within the M2ME to discover or verify the presence and lifecycle status of MCIMs.

A TRE should be able to support and enforce security controls relating to MCIMs. MCIM-specific security controls may be specified by a stakeholder such as the SHO. Where a security control is a discrete object, e.g, an ACL, it may be provisioned along with the MCIMs. Overall security controls governing the general usage and management of MCIMs may be provided by a stakeholder such as the M2ME equipment supplier [t2 cm4, t7 cm2 - 4, t8 cm3 - 4].

A TRE should support a secure update service for MCIMs and the use of standardised protocols such as OMA-DM or OTA RFM is preferred. Updates should only be accepted from an authorised, authenticated source [t7 cm7].


*****NEXT CHANGE*****

5.1.3.3.2.1
Initial Network Connectivity Service
The Initial Network Connectivity Service consists of 4 transactions:

-
Initial network connectivity set-up

-
AN-specific address resolution

-
IP connectivity for provisioning and management of MCIMs

- 
IP connectivity for provisioning and management of M2M applications

Initial network connectivity set-up:
Before connection to a provisioning or management service can be achieved for the first time, i.e. before the operational MCIM(s) have been downloaded and activated, initial network connectivity must be achieved to an IP network. The M2ME is required to support bootstrapping functions for this purpose. Several different solutions to this problem may be required, depending on the type of equipment and on the type of AN that is available to the equipment for. Examples could include:

· Use of pre-provisioned preliminary credentials to access a visited 3GPP PLMN;

· Use of user-provided or pre-provisioned credentials to access a fixed-network or WLAN.

Other possibilities for equipment types and AN types are described in the use cases in the present document and in [2]. 


The process of providing initial 3GPP network connectivity to a M2ME should not require the VNO to support any new functions related to the acquiring of AVs from an ICO. This requires the ICO to support existing method of providing AVs, e.g. MAP. Therefore, standard AKA functions are required in the M2ME for the purpose of obtaining initial connectivity to a VNO's 3GPP network. Such initial AKA functions in the M2ME would typically include a preliminary credential (e.g. a PCID) as well as shared secret key(s) and cryptographic algorithm(s). These objects would typically be exchanged between the equipment supplier and the CCIF and pre-provisioned into the M2ME by the equipment supplier in a secure facility.
The initial AKA functionality (data and executables) may be stored and/or executed within the TRE. Bootstrapping credentials may also be provided for accessing non-3GPP networks, e.g. WLAN, but the precise nature of those credentials is out of scope.
Future enhancements to the M2ME’s AKA functions for initial network connectivity may include the capability to download and replace the existing initial connectivity credential with a new one.
AN-specific address resolution: 
Once initial IP connectivity is set up, the M2M equipment needs to know the address of one or more servers in order to proceed with the provisioning process. These addresses may be provided by any of several commonly used bootstrap mechanisms including BOOTP/DHCP for IP networks and OMA DM bootstrap for 3G networks. These mechanisms are not part of the initial connectivity, but can be used to provide a solution to the address resolution problem in cases where the necessary server address(es) cannot be preconfigured into the M2M equipment. 
IP connectivity for provisioning and management of MCIMs:
Once initial IP connectivity has been established, IP connections to the registration, provisioning and management services can be achieved for the purpose of obtaining the operational network-access credentials and any additional needed configuration, such as security policies and software. The process for provisioning and management of operational credentials is independent of the AN being used. Furthermore, there is independence between the AN used for initial connectivity and the networks over which the operational credentials will be used. This allows any AN to be used to provision the operational network credentials and associated algorithms and software. For example, this includes MCIM applications with the needed credentials and parameters. For example, any ANs that provide initial connectivity can be used to provision:

· Credentials for access to the operational network

· Authentication software and algorithms that operate on the afore-mentioned credentials

Examples of these include:

· a USIM application and an associated USIM credential that will be used by the M2M equipment for operational access to 3GPP;

· an ISIM application and an associated ISIM credential that will be used by the M2M equipment for operational access to an IMS, over any available AN.

IP connectivity for provisioning and management of M2M applications:
The provisioning and management of M2M applications may require IP connections to entities that are distinct from those used to provision and manage the operational credentials. The independence of this function from the AN will be as described above.

*****NEXT CHANGE*****

5.1.3.3.3
Application Services
5.1.3.3.3.1
Discovery and Registration Service

The discovery and registration service allows the M2ME to discover and securely register with the Selected Home Operator.
5.1.3.3.3.2
MCIM Download and Provisioning Service

This service allows the M2ME to securely obtain the required MCIM application(s) and their parameters.
*****NEXT CHANGE*****

5.1.3.4.1
Connectivity Credential Issuing Function (CCIF)

CCIF is responsible for the generation of credentials required for initial network connectivity as described in clause 5.1.3.3.2.1. This function is required where unauthenticated connectivity may not be available to deployed M2MEs. This function could be provided by a central organisation or the M2MES. CCIF supports the following functions:

· Issuing initial network access credentials, e.g. preliminary IMSI numbers and preliminary keys, for each M2ME. 
NOTE: For examples of preliminary credentials see annex B.
NOTE: 
Alternatives such as PCID and synthetic credentials could be possible. 

· Helping the M2MES to configure the M2ME with the above credentials. Modes of such configuration may include:

· CCIF generates credentials and sends to M2MES to embed during manufacture time; or

· M2MES generates and embeds them and sends them to CCIF afterwards; or

· M2MES generates and embeds them and they are communicated to CCIF via the M2M subscriber 
*****NEXT CHANGE*****

5.1.3.7.4.3 
Reverting to the pristine state

In this section we describe how the M2ME could change to a new operator by first reverting to the pristine state and then performing another initial provisioning phase. The basic idea here is that some entity contacts the M2ME and instructs it to perform a re-provisioning. This entity may be the owner or someone with similar management rights of the M2ME. The method could proceed as follows:

1) The M2ME subscriber contacts the new SHO and transfers the M2ME’s parameters.

2) The new SHO transfers the M2ME’s parameters to the RO which instructs the M2ME to perform a re-provisioning (see next step).

3) The M2ME removes the old SHO’s MCIM and returns to the pristine state. Then it contacts the RO to receive the re-provisioning
4) At this point, the M2ME can proceed according to the steps given in section 5.1.3.6.

Another possible case for going back to the pristine state could be if, e.g. during the provisioning activity, the M2ME has lost connectivity to the new SHO and is not either able to fall back to the old SHO either. 


NOTE 1: The steps from 5 to 15 describe the procedure of initial provisioning the MCIM to the M2ME.
NOTE: 2: As a future enhancement, the M2ME may also be able to download, install and use a new credential for the initial network access (i.e. credentials related to PCID). Once an M2ME has been provisioned, an updated initial network access credential could be delivered as a MCIM to the M2ME for future use in a SHO re-provisioning process. This way, the credential would be extracted, stored, and used exclusively in the TRE of the M2ME. 
The initial network access credential could have an associated lifetime. During a MCIM re-provisioning process due to change of SHO, an M2ME may determine that its existing initial network access credential is about to expire. In this case, the M2ME may request and receive a new initial network access credential from a network entity (e.g. the DPF of the RO or the CCI function of a M2MES, etc). Alternatively, an appropriate network entity could initiate the replacement of the initial network access credential. 

*****NEXT CHANGE*****

7.2
Alternative 1: TRE based solution with remote subscription provisioning and change

“+”   
means a positive comment

“-”
means a negative comment

	EVALUATION CRITERION
	COMMENTS

	1 Security
	+ It incorporates device integrity validation performed from within the TRE.

+ If the TRE is non-removable, an embedded TRE addresses issues such as unauthorised removal/replacement of TREs and attacking the TRE’s interfaces.

- Uses a broadly defined (for evaluation purposes) embedded TRE for storing authentication credentials, rather than a well-defined dedicated security module such as a UICC. This makes it more difficult assess the level of security provided.

- Based on security technology which is yet to be proven as a satisfactory way of protecting authentication credentials.

- Requires all involved operators to trust the M2ME/TRE and M2ME/TRE supplier to provide a secure environment for storing authentication credentials, unless there is a central body certifying M2MEs/TREs or M2ME/TRE suppliers.

- Requires all involved operators to trust the PVA to validate the trusted environment before downloading an MCIM to it.

- Individual operators have limited control over the M2MEs which they accept onto their network and as a consequence may have a low level of assurance about the security level provided by the M2ME/TRE and the M2ME/TRE supplier. 

- A specific M2ME may only be able to support a limited set of cryptographic algorithms. This reduces the diversity of authentication algorithms between operators, and makes it difficult for an individual operator to introduce a new authentication algorithm. This may have a negative impact on the overall level of security offered, and goes against the principle that individual operators should be free to select their own authentication algorithms.

- If operator-specific security applications other than MCIMs need to be downloaded and executed in the M2ME, then procedures will be needed to ensure that these applications can be securely isolated between operators.



	2 Initial choice of operator
	+ The choice of SHO can be made after deployment of the M2ME.

- The choice of initial connectivity operator (ICO) has to be made at the time the M2ME is manufactured (assuming the ICO uses 3GPP access).

	3 Operator change
	+ This is provided for using OMA DM protocols.

- There will be a problem if the new operator does not have a contract or trust relationship with the M2MES or PVA.

+ Supports an unlimited number of operator changes.

+ No physical interaction by operator for initialization, maintenance, and invalidation.

-Mechanisms for downloading and managing other files, in addition to IMSI and key K procedures will need to be defined between MNO (still FFS in section 5.1.1.2 what should be the content of an MCIM).

	4 Remote management
	+ This is provided for using OMA DM protocols.



	5 Legal and regulatory impact
	- May be difficult for operator to provide assurance to regulator that M2M subscriptions cannot be cloned or tampered with due to lack of operator control on TRE compared to a UICC based solution.

- This solution may not allow network operators to sufficiently manage their legal risk. It may require network operators to trust many third parties or be excluded from the market.

- Use of this solution would require network operators to support TRE-based subscription management infrastructure or be excluded from the market. Since M2MEs which include a TRE for storing subscription credentials will be a new phenomenon in some countries (phones with similar credential protection techniques are already used in countries with CDMA systems) regulatory bodies should be consulted



	6 Flexibility to adapt to new requirements
	+ Allows flexibility to the owners/subscribers of the M2ME in terms of provisioning and subscription management. This assumes that a sufficient number of network operators trust this solution. 

- Future subscription management requirements may require new M2ME subscriber management capabilities that are not available in already deployed M2MEs of the type described in this solution. This would require M2ME replacement, if the new TRE functions could not be installed by a remote upgrade. 



	7 Viability of trust model
	- Requires all involved operators to have trust in the M2ME/TRE and associated PVA. This may be a viable trust model in some scenarios e.g. when operator change is only required between a relatively small group of operators that have a business relationship that would allow them to place trust in a common set of M2ME/TRE manufacturers and their corresponding PVAs. However, it seems infeasible to establish a single, globally trusted PVA that all operators would trust. Possibly a model is required similar to that of multiple CAs today.

	8 Suitability to mass market deployment
	+ Mostly suitable (providing the need to trust a central authority is not a constraint).
- Need to choose an ICO at time of device manufacture could be an issue (assuming the ICO uses 3GPP access).

	9 Impact on subscription management systems
	- Major impact: Significant new technical capabilities including OMA DM and PKI need to be supported. Also, business procedures for subscription management are radically changed. 

	10 Impact on network infrastructure
	Same comment as item 9.

	11 Impact on terminal
	- Major impact: TRE must be supported. This can be based on currently available trusted computing technology and/or secure execution environment, and it is a significant change to require that terminals support embedded trusted computing technology to protect mobile subscription credentials.

- Costs of design, development, components and certification for the TRE.

+ Eliminates the need for some discrete components such as UICCs and their connection devices, power supplies and external clocks.

+ Potential problems with respect to removable credential storage and physical interface are reduced (e.g. ‘card not found’ errors).

+ Avoids mechanical and form-factor constraints on the M2ME casing that normally result from requirements to be able to open/close part of the casing to insert a UICC a minimal number of times.



	12 Impact on 3GPP specifications
	- Various new specifications required, however some re-use of existing specs should be possible (e.g. OMA DM).


*****END OF CHANGES*****
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