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1 Introduction
Based on last meeting WID, SA3 therefore should address the security aspects of machine-type communication, based on requirements documented in the stage 1 from SA1, and specification and system architecture impacts documented in the stage 2 from SA2. The security mechanisms need to provide an optimal level of security suitable for machine type communication (MTC), that is based on risk and benefit trade-off analysis.
Reuse of existing 3GPP functions (e.g. session initiation and control) for machine-type data communication service should be investigated and leveraged if feasible. This contribution will discuss one of the key issues raised specific to the MTC. 

It is proposed to include the following text to 3GPP TR 33.xxx.

2 Analysis

2.1
Key Issue – Group based authentication
2.1.1
Use case description 
Group based optimization may include many optimization, and group based authentication is one important optimization.

The current mobile networks are optimally designed for Human-to-Human communications, but are less optimal for machine-to-machine, machine-to-human, or human-to-machine applications. It is also important to enable network operators to offer machine-type communication services at a low cost level, to match the expectations of mass-market machine-type services and applications. In the cases that many M2M devices can be deployed for a device group that belong to a same MTC user or that all the devices in the same location are grouped together, authentication of all the M2M devices in the group becomes expensive and often unneeded, the group based authentication becomes necessary.
Without group optimization, each MTC device has to be authenticated separately. Therefore the signalling load due to authentication in the system will be increased if the authentication is performed separately. However, in case of MTC devices in a group that belongs to the same MTC subscription, all the MTC devices have the same subscription characteristics, the signalling load in the system can be significantly reduced if group based authentication is performed.
2.1.2
Required Functionality 
The following functionality is required:

1. It shall be possible for each MTC device in a group to be visible to the 3GPP network.

2, When authentication procedure for all the MTC devices in the same group occurs, the same signaling messages for all the MTC devices in this group shall be grouped in one message. 

Editor’s note: It is FFS which signaling messages could be grouped.
NOTE: The group authentication cannot replace the general authentication of a MTC device.
3 Proposal

It is kindly asked SA3 to discuss and agree section 2.1 into the TR
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