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1
Introduction
A new work item which follows SA1 and SA2’s WID “Network Improvements for Machine-Type Communications” has been agreed in SA3#57 meeting. This contribution aims to specify the scope of NIMTC security TR.
2
Discussion
SA1’s TS22.368v111 defines the security requirements:” MTC optimizations shall not degrade security compared to non-MTC communications.” So M2M system security needs to be studied and reviewed following this guideline. Moreover, SA1 TS22.368 defines common requirements and specific requirements related to different MTC features. M2M system security needs to consider these specific requirements as M2M optimizations will be done based on these requirements. 
SA1’s TS22.368v111 covers 16 types of MTC features, such as Low Mobility, Time Controlled, Time Tolerant, Secure Connection, Group Based, and so on. Some of these MTC features have impact on security, and SA3 should consider some improvements and solutions based on the existing specifications. Moreover, other working groups may propose some optimizations to the current network. And security issues which induced by the optimizations shall be addressed by SA3.
Furthermore, SA2 has made a R10 WID for the system architecture of M2M. Other groups, especially for SA3 can study M2M security based on the real system architecture, not just on the logical architecture. And M2M security study also needs to consider SA2’s WID architecture and messages flows impact concurrently.
3
Conclusion 
With the above understanding, the present document specifies the security aspect of Network Improvements for Machine Type Communications. In particular it will:

-
identify and analyse key issues which have impacts on security based on the TS22.368’s MTC features;

-
identify the security impacts induced by the system architecture improvement for machine type communications based on TR23.888’s NIMTC architecture and message flows;

-
specify the solutions for 3GPP mobile system to improve the system security of machine type communication with regard to the above two aspects.
4
Proposal

It is proposed that SA3 discuss and agree the scope of NIMTC security TR.
******************************************Begin of change********************************************

1
Scope

The present document specifies the security aspect of Network Improvements for Machine Type Communications. In particular it will:

-
identify and analyse key issues which have impacts on security based on the TS22.368’s MTC features;

-
identify the security impacts induced by the system architecture improvement for machine type communications based on TR23.888’s NIMTC architecture and message flows;

-
specify the solutions for 3GPP mobile system to improve the system security of machine type communication with regard to the above two aspects.
*******************************************End of change********************************************
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