Page 1



3GPP TSG SA WG3 Security - S3#58
(
 S3-100091
Xian, P.R. China, 1 - 5 February 2010 












revision of S3-10xxxx
	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	33.328
	CR
	 0018
	(

rev
	-
	(

Current version:
	9.0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	X
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Corrections and clarifications in call set-up 

	
	

	Source to WG:
(

	Ericsson, ST-Ericsson

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	MEDISEC
	
	Date: (

	25/1/2010

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-9

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	In the call set-up procedures it is not clearly indicated how mixture of unprotected and protected media streams can coexist and which media streams that can be protected. E2e call set-up procedures clarification needed with respect to P-CSCF and IMS-ALG requirements. See also S3-100090

	
	

	Summary of change:
(

	It is defined which mixture of protected and unprotected media streams that are allowed. E2e call set-up procedures clarified. Consistent use of IMS UE.

	
	

	Consequences if 
(

not approved:
	Inconsistent specification which may lead to incompatibel implementations.

	
	

	Clauses affected:
(

	7.1, 7.2, 7.3

	
	

	
	Y
	N
	
	

	Other specs
(

	X
	
	 Other core specifications
(

	24.229 

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


*** BEGIN CHANGES ***
7.1
IMS UE registration procedures
The IMS UE performs an IMS registration according to 3GPP TS 23.228 [3], with modifications as described in the following. 

When performing the registration, an IMS UE supporting the mechanisms required for e2ae protection according to this specification shall include an indication "e2ae-security supported by UE" in the initial REGISTER message unless the IMS UE’s policy dictates otherwise. Furthermore, when the IMS UE supports the mechanisms required for e2e protection according to this specification, using SDES, or KMS, or both, and their use is compatible with the IMS UE’s policy, then the IMS UE may include an indication "e2e-security-with SDES supported by UE", or an indication "e2e-security-with KMS supported by UE", or both indications, in the initial REGISTER message.

Editor’s Note: If the UE supports e2e IMS media security using SDES or KMS, and the UE’s policy allows it, then, in certain scenarios, the terminating network can use this information to determine a particular terminal with the appropriate IMS media security capabilities and policies, to which a session set-up request should be routed. It is left to CT1 to determine whether this functionality can be supported in the present release, and, hence, whether the indications relating to e2e-security support are needed. 

When receiving indications "e2ae-security supported by UE", "e2e-security-with SDES supported by UE", or "e2e-security-with KMS supported by UE”, in the initial REGISTER message from the IMS UE the network shall store them. These indications shall be stored by an appropriate network node such that they are, or can be made, available to the P-CSCF (IMS ALG) when receiving a terminating session set-up request. It is left to the stage 3 specification whether this requires storage of the indication at the P-CSCF (IMS ALG), or the S-CSCF, or both during registration, and which node shall remove the indication. For this reason no figure with an information flow is given here. 

When the P-CSCF (IMS ALG) is capable of supporting the mechanisms required for e2ae protection according to this specification, and the network policy is to prefer e2ae protection for this registration, the network shall include an indication "e2ae-security supported by network" in a message to the IMS UE during registration. The IMS UE shall store this indication for use with originating session set-up procedures.  

NOTE 1: 
The names "e2ae-security supported by UE", "e2e-security-with SDES supported by UE", "e2e-security-with KMS supported by UE”, and "e2ae-security supported by network" of the above indications are just placeholders for the purposes of this specification. Their syntax is defined in the corresponding stage 3 specification. 

NOTE 2: 
The network policy regarding e2ae protection could differ e.g. depending on the type of access network. Therefore, the policy may depend on the registration. This does not imply that the network policy depends on the individual subscription. 
When an IMS UE initiates a call and both the IMS UE and the P-CSCF has indicated support of e2ae security, then the IMS UE shall secure all RTP media streams, either e2ae or e2e. When a P-CSCF on the terminating side receives an INVITE and the P-CSCF and the terminating IMS UE has indicated support of e2ae security, it shall secure all unprotected RTP streams towards the terminating IMS UE. A request for e2ae security is only allowed if both IMS UE and P-CSCF has indicated support of e2ea security.
NOTE Y:
A call may contain a mixture of protected (e2ae and/or e2e) and unprotected media streams/sessions. 

7.2 
IMS UE originating procedures
7.2.1
IMS UE originating procedures for e2ae

Figure 5 shows the originating call set-up procedures for one RTP media stream using e2ae security. 

NOTE:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.  
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Figure 5: Originating call flow for e2ae case
The IMS UE A performs an IMS originating session set-up according to 3GPP TS 23.228 [3], with modifications as described in the following. If both IMS UE and network indicated support for e2ae-security during registration, then the IMS UE shall request e2ae-security for RTP media streams to be established as described in this clause, unless the IMS UE prefers e2e-security for a RTP media stream. The originating procedures for establishing a RTP media streams with e2e-security are described in clauses 7.2.2 and 7.2.3 of this specification. The IMS UE may learn of a preference for e2e-security for a particular RTP session or media stream by explicit user action via the user interface or by the security policy implemented on the IMS UE.
The procedure in the above figure for requesting e2ae-security for a RTP media stream is now described step-by-step.

1.
IMS UE A sends an SDP Offer for an SRTP stream containing one or more SDES crypto attributes, each with a key K11 and the other security context parameters required according to RFC 4568 [13], together with an indication "e2ae-security requested by UE",  to the P-CSCF (IMS ALG). 

2.
The P-CSCF (IMS ALG) checks for the presence of the indication "e2ae-security requested by UE". If the indication is present and the P-CSCF (IMS ALG) indicated support of e2ae-security during registration, the P-CSCF (IMS ALG) allocates the required resources and includes the IMS Access GW in the media path. If the indication is not present the P-CSCF (IMS ALG) proceeds as described in clauses 7.2.2 and 7.2.3 of this specification.

NOTE: 
The inclusion of the IMS Access GW in the media path is required for the purposes of e2ae security even if it was not required otherwise.

3.
The P-CSCF (IMS ALG) changes the transport from SRTP to RTP in the SDP Offer, selects one SDES crypto attribute and removes all received SDES crypto attributes and the indication "e2ae-security requested by UE". The P-CSCF (IMS ALG) then sends the changed SDP offer towards the S-CSCF.

4.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP Offer to the terminating network. 

5.
The S-CSCF receives the SDP Answer from the terminating network.

6.
The S-CSCF forwards the SDP Answer to the P-CSCF (IMS ALG). 

7.
The P-CSCF (IMS ALG) creates a key K12 for protecting the RTP media stream towards IMS UE A between the IMS Access GW and IMS UE A. The P-CSCF (IMS ALG) communicates the established keys K11 and K12, as well as the other security context parameters required according to RFC 4568 [13], to the IMS Access GW. The P-CSCF (IMS ALG) instructs the IMS Access GW to check integrity / decrypt the media stream arriving from IMS UE A using K11, and to integrity protect / encrypt the media stream arriving from the terminating network using K12.

8.
The P-CSCF (IMS ALG) changes the transport from RTP to SRTP in the SDP Answer, includes one SDES crypto attribute with key K12 and other security context parameters, required according to RFC 4568 [13], as well as an indication "e2ae-security confirmed by network", and then sends the SDP Answer to IMS UE A. After receiving this message IMS UE A completes the media security setup.

NOTE:  
As the originating IMS UE knows from the registration that the P-CSCF (IMS ALG) supports e2ae security and as the UE required e2ae-security in the SDP Offer it can deduce that e2ae-security is used from these facts. Note that this is different in the terminating case. To give an explicit conformation also in the originating case provides conformance with the procedures for the terminating session setup.
9.
When the full session setup has been completed, and media can be sent, the protected media stream  is sent between IMS UE A and the IMS Access Gateway. IMS UE A integrity protects / encrypts and checks integrity / decrypts the media stream sent to and received from the network. The IMS Access Gateway checks integrity / decrypts the media stream arriving from IMS UE A before passing it on towards the terminating network. The IMS Access Gateway integrity protects / encrypts the media stream arriving from the terminating network before passing it on to IMS UE A.

A P-CSCF (IMS ALG) supporting e2ae-security shall remove any indication "e2ae-security confirmed by network" if inserted in a SIP message by another party.

7.2.2
IMS UE originating procedures for e2e using SDES

Figure 6 shows the originating call set-up procedures for one RTP media stream using SDES based e2e security. 

NOTE:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.  
NOTE X:
E2e protected RTP sessions and/or media streams are set-up without IMS-ALG support, which means that such sessions can be set-up in networks not providing the IMS-ALG functionality in the P-CSCF.
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Figure 6: Originating call flow for e2e case using SDES
The IMS UE performs an IMS originating session set-up according to 3GPP TS 23.228 [3], with modifications as described in the following. The IMS UE may learn of a preference for e2e-security for a particular RTP media stream/session using a particular key management protocol by explicit user action via the user interface or by the security policy implemented on the IMS UE.

NOTE: 
The procedure described here is the same as for legacy UEs not fully conforming to this specification, which can also use SDES to establish e2e security.
Editor’s Note: If the UE provides an indication about support of e2e SDES during UE registration, then it is for CT1 to determine whether e2e SDES indications need to be provided during session establishment.
The procedure in the above figure is now described step-by-step.

1.
IMS UE A sends an SDP Offer for an SRTP stream containing one or more SDES crypto attributes, each with a key K1 and the other security context parameters required according to RFC 4568 [13], to the P-CSCF. IMS UE A does not include any indication regarding the required security scope, i.e. e2e security or e2ae security.

2.
The P-CSCF (IMS-ALG) checks for the presence of the indication "e2ae-security requested by UE". As the indication is not present, the P-CSCF (IMS-ALG) forwards the SDP offer towards the S-CSCF. If an indication is present the P-CSCF (IMS-ALG) proceeds as described in clause 7.2.1 of this specification.

3.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP Offer to the terminating network. 

4.
The S-CSCF receives the SDP Answer from the terminating network containing one SDES crypto attribute with a key K2 and the other security context parameters required according to RFC 4568 [13].

5.
The S-CSCF forwards the SDP Answer to the P-CSCF (IMS-ALG). 

6.
The P-CSCF (IMS-ALG) forwards the SDP Answer to IMS UE A. After receiving this message IMS UE A completes the media security setup.

7.
When the full session setup has been completed, and media can be sent, the protected RTP media streamare sent between IMS UE A and IMS UE B. UE A integrity protects / encrypts the media stream sent towards IMS UE B using key K1 and checks integrity / decrypts the media stream arriving from IMS UE B using key K2. 
7.2.3
IMS UE originating procedures for e2e using KMS
Figure 7 shows the originating call set-up procedures for one RTP media session/stream  using KMS based security.

NOTE:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users. 
NOTE X:
E2e protected RTP sessions and/or media streams are set-up without IMS-ALG support, which means that such sessions can be set-up in networks not providing the IMS-ALG functionality in the P-CSCF.




[image: image6.emf] 

P - CSCF   (IMS - ALG)  

S - CSCF  

2 . SDP Offer  

3 . SDP Offer  

5 . SDP Answer    

Originating Network  

4.   SDP Offer)  

6 . SDP Answer    

7 . SDP Answer  

IMS   UE A  

Terminating  

Network  

8 . Completion of session setup and bearer setup procedures  

 

 

 

 

 

e2e  prot ected media  

1 . Interactions with KMS  


Figure 7: Originating call flow for e2e case using KMS 

The IMS UE performs an IMS originating session set-up according to 3GPP TS 23.228 [3], with modifications as described in the following. The IMS UE may learn of a preference for e2e-security for a particular session using a particular key management protocol by explicit user action via the user interface or by the security policy implemented on the IMS UE. KMS interactions are described in clause 6.2.3.1. Details of the KMS based key management are given in Annex B.

Editor’s Note: If the UE provides an indication about support of e2e KMS during UE registration, then it is for CT1 to determine whether e2e KMS indications need to be provided during session establishment.
The procedure in the above figure is now described step-by-step.

1.
Depending on KMS and local policy, the IMS UE A will either interact with the KMS to obtain keys and a MIKEY-TICKET Ticket usable for IMS UE B, or it will create the ticket by itself. In the latter case, MIKEY-TICKET [14] mode 3 is used, and IMS UE A will then perform all key and ticket generation functions otherwise performed by the KMS. The ticket is protected with a key, e.g. a NAF-key that the IMS UE shares with the KMS.

2.
IMS UE A sends an SDP offer for an SRTP session/stream containing a MIKEY-TICKET offer for IMS UE B to the P-CSCF (IMS-ALG).
3.
The P-CSCF (IMS-ALG) checks for the presence of the indication "e2ae-security requested by UE". As the indication is not present, the P-CSCF (IMS-ALG) forwards the SDP offer towards the S-CSCF.

4.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP offer to the terminating network. 

5.
The S-CSCF receives the SDP answer from the terminating network containing a MIKEY-TICKET response. 

6.
The S-CSCF forwards the SDP answer to the P-CSCF (IMS-ALG). 

7.
The P-CSCF (IMS-ALG) forwards the SDP answer to IMS UE A. After receiving this message the IMS UE A completes the media security setup.

8.
When the full session setup has been completed, and media can be sent, the protected media session/stream is sent between IMS UE A and IMS UE B. IMS UE A protects the media session/stream to and from IMS UE B using keys established using MIKEY-TICKET. 
7.3 
UE terminating procedures

7.3.1
UE terminating procedures for e2ae

Figure 8 shows the terminating call set-up procedures for one RTP media stream using e2ae security. 

NOTE:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.  
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Figure 8: Terminating call flow for e2ae case 

The IMS UE performs an IMS terminating session set-up according to 3GPP TS 23.228 [3], with modifications as described in the following. If both IMS UE and network indicated support for e2ae-security during registration and the P-CSCF (IMS ALG) receives an SDP Offer for an RTP media stream from the S-CSCF, then the P-CSCF (IMS ALG) shall establish e2ae-security as described in this clause.
NOTE: 
The P-CSCF (IMS ALG)  will not establish e2ae security if the SDP offer received from the S-CSCF indicates that e2e security is being offered (i.e. the offer is for an SRTP stream), cf. clauses 7.3.2 and 7.3.3 for the establishment of e2e security on the terminating side.

The procedure in the above figure is now described step-by-step.

1.
The S-CSCF in the terminating network receives an SDP Offer for an RTP media stream from the originating network.

2.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP Offer for an RTP media stream to the P-CSCF (IMS ALG). 
3.
The P-CSCF (IMS ALG) checks whether both the IMS UE and the P-CSCF (IMS ALG) indicated support of e2ae-security during registration. If this is the case the P-CSCF (IMS ALG) proceeds as described in this clause and allocates the required resources and includes the IMS Access GW in the media path. If this is not the case the P-CSCF (IMS ALG) continues as described for a call without IMS media plane security.

NOTE: 
The inclusion of the IMS Access GW in the media path is required for the purposes of e2ae security even if it was not required otherwise.
4.
The P-CSCF (IMS ALG) changes the transport from RTP to SRTP in the SDP Offer, includes one or more SDES crypto attributes, each with a key K21 and the other security context parameters required according to RFC 4568 [13], as well as an indication that e2ae security is offered by the network, and sends it to IMS UE B. 

5.
ISM UE B selects one of the received SDES crypto attributes, and then replies with an SDP Answer for an SRTP media stream, including one SDES crypto attribute with a key K22 and the other security context parameters required according to RFC 4568 [13]. 

6.
The P-CSCF (IMS ALG) communicates the established keys K21 and K22, as well as the other security context parameters required according to RFC 4568 [13], to the IMS Access GW. The P-CSCF (IMS ALG) instructs the IMS Access GW to check integrity / decrypt the media stream arriving from IMS UE B using K22, and to integrity protect / encrypt the media stream arriving from the originating network using K21.
7.
The P-CSCF (IMS ALG) changes the transport from SRTP to RTP in the SDP Answer, removes the SDES crypto attribute, and then sends the SDP Answer to the S-CSCF.
8.
The S-CSCF forwards the SDP Answer towards the originating network.
 9.
When the full session setup has been completed, and media can be sent, the protected media streams are sent between the IMS UE B and IMS Access Gateway. IMS UE B integrity protects / encrypts and integrity check / decrypts the media streams  sent to and received from the network. The IMS Access Gateway integrity checks / decrypts the media stream  arriving from IMS UE B before passing it on towards the originating network.  The IMS Access Gateway integrity protects / encrypts the media stream arriving from the originating network before passing it on to IMS UE B.

A P-CSCF (IMS ALG) supporting e2ae-security shall remove any indication "e2ae-security offered by network" if inserted in a SIP message by another party. 

7.3.2
IMS UE terminating procedures for e2e using SDES

Figure 9 shows the terminating call set-up procedures for one RTP media stream using e2e security.

NOTE:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.  
NOTE X:
E2e protected RTP sessions and/or media streams are set-up without IMS-ALG support, which means that such sessions can be set-up in networks not providing the IMS-ALG functionality in the P-CSCF.
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Figure 9: Terminating call flow for e2e case using SDES 

The IMS UE performs an IMS terminating session set-up according to 3GPP TS 23.228 [3], with modifications as described in the following.

NOTE: 
The procedure described here is the same as for legacy UEs not fully conforming to this specification, which may also use SDES to establish e2e security.
Editor’s Note: If the UE provides an indication about support of e2e SDES during UE registration, then it is for CT1 to determine whether e2e SDES indications need to be provided during session establishment. 
The procedure in the above figure is now described step-by-step.

1.
The S-CSCF in the terminating network receives an SDP Offer for an SRTP media stream including one or more SDES crypto attributes, each with a key K1 and the other security context parameters required according to RFC 4568 [13], from the originating network.

2.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP Offer for the SRTP media stream to the P-CSCF (IMS-ALG). 
3.
The P-CSCF (IMS-ALG) forwards the SDP Offer for the SRTP media stream to IMS UE B. 

4.
IMS UE B selects one of the received SDES crypto attributes, and then replies with an SDP Answer for an SRTP media stream, including one SDES crypto attribute with a key K2 and the other security context parameters required according to RFC 4568 [13]. 

5.
The P-CSCF (IMS-ALG) forwards the SDP Answer to the S-CSCF.
6.
The S-CSCF forwards the SDP Answer towards the originating network.
 7.
When the full session setup has been completed, and media can be sent, the protected RTP media streams are sent between IMS UE A and IMS UE B. IMS UE B integrity protects / encrypts the RTP media stream sent towards IMS UE A using key K2 and checks integrity / decrypts the RTP media stream arriving from IMS UE A using key K1. 
7.3.3
IMS UE terminating procedures for e2e using KMS 

Figure 10 shows the terminating call set-up procedures for one RTP media session/stream using KMS based security. 

NOTE:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.  
NOTE X:
E2e protected RTP sessions and/or media streams are set-up without IMS-ALG support, which means that such sessions can be set-up in networks not providing the IMS-ALG functionality in the P-CSCF.
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Figure 10: Terminating call flow for e2e case using KMS
An IMS terminating session set-up according to 3GPP TS 23.228 [3] is performed, with modifications as described in the following. KMS interactions are described in clause 6.2.3.1. Details of the KMS based key management are given in Annex B.

Editor’s Note: If the UE provides an indication about support of e2e KMS during UE registration, then it is for CT1 to determine whether e2e KMS indications need to be provided during session establishment. 
The procedure in the above figure is now described step-by-step.

1.
The S-CSCF in the terminating network receives an SDP offer for an SRTP media session/stream containing a MIKEY-TICKET offer.

2.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP offer for the SRTP media session/stream to the P-CSCF (IMS-ALG). 
3.
The P-CSCF (IMS-ALG) forwards the SDP offer for the SRTP media session/stream to IMS UE B. 
4.
IMS UE B interacts with the KMS to resolve the ticket and receive keys.
5.
IMS UE B replies with an SDP answer for an SRTP media session/stream, including a MIKEY-TICKET response. 

6.
The P-CSCF (IMS-ALG) forwards the SDP answer to the S-CSCF.
7.
The S-CSCF forwards the SDP answer towards the originating network.
8.
 When the full session setup has been completed, and media can be sent, the protected media session/streams are sent between IMS UE A and IMS UE B. IMS UE B protects the media session/streams to and from IMS  A using keys established using MIKEY-TICKET.
*** END OF CHANGES ***
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