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1
Introduction
In clause 4.1.2.2 on the KMS based solution, there is an editor's note stating that fulfilment of LI requirements needs to be checked when IMS UE generated tickets are used. This contribution discusses this issue.
2
Analysis
To fulfil LI requirements, the LI system has to be able to retrieve the keys it needs for deciphering of intercepted protected media.
LI for KMS based IMS media plane security always relies on the LI system having access to services from the KMS. This service relies in particular on the KMS always being able to access keys encoded in TICKETs. Note that with UE generated tickets, the keys used will always be carried in the TICKET. Other parameters needed for derivation of the actual keys used as input to the media security protocol will be retrievable in plaintext from the MIKEY-TICKET messages. Thus the main requirement is that the KMS always can interpret a used TICKET.  Note that tickets contain an end of validity time by which a protected session has to be closed or rekeyed with keys from a fresh TICKET.

GBA is used as the mechanism for establishing security associations between IMS UEs and the KMS, TICKETs willl be protected by a NAF-key. Such NAF-Keys are identified by the B-TID and fetched from the BSF by the KMS. 

Note that as soon as an IMS UE performs a new bootstrap towards the BSF it will not any longer be possible to retrieve NAF-keys for "old" B-TIDs. Thus the KMS will have to store B-TIDs and corresponding NAF-Keys until the greatest end of validity time for any key generated from that ticket has been reached. This is clearly possible and will allow the KMS to interpret all tickets used in the system. However, it will come at a cost for storage.
3
Conclusion

The use of UE generated TICKETs is compatible with LI requirements. However, it puts functional/ storage requirements on the KMS.
4
Proposal
It is proposed that the editor's note in clause 4.1.2.2 is removed (CR in S3-100089).
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