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1. Introduction

At SA3#58, a skeleton for the TR 33.868 on NIMTC Security aspects has been proposed. One of the proposed sections is the Scope section.

This pCR provides the scope of the work required for the new work item on the security aspects of  Machine Type communications.
2. Background

Machine type communication may provide new challenges to the 3GPP network infrastructure. Features may be added to the network to meet these challenges. These new features may require new security capabilities or open up vulnerabilities that will need to be addressed. In addition, networked machines may require new security capabilities and place new risks to the operation of the network. To effectively address all of these security aspects, a study is needed which identifies the threats based on the new features and services provided by the network and the new applications enabled by the machine devices.    
3. pCR

The following pCR is for TR 33.868, the Security Aspects of Machine-Type Communications.

**************************** start of first change *****************************

1 
Scope 

This Technical Report studies and evaluates security aspects of the System Improvements for Machine Type Communications.
Specifically, the following security aspects are studied:

-   Key issues relating to the security of the MTC system, supported by use cases

-   Specific threats, relating to the key issues

-   Security requirements resulting from the threat analysis

-   Solutions proposed to fulfill the security requirements

-   Security architecture for MTC systems

Alternative solutions are evaluated and recommendations made as to the optimum solutions. The impact of this upon present and future normative specifications is discussed.

This Technical Report analyzes security aspects to achieve these objectives and to gather technical content until it can be included in the relevant technical specifications.
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