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Introduction

In S3-100163, Samsung proposed a skeleton for TR 33.868 Security Aspects of Network Improvements for Machine-Type Communications (NIMTC). Although we believe that the proposed skeleton has many good parts in terms of proposed sections, we also believe that there are both several sections that need to be newly added and there are also sections that need modified, for SA3 to be able to perform a comprehensive security study of NIMTC. Therefore, we propose changes to the proposed contribution from Samsung. Our proposed changes and their rationales are described below:

1. A new section 5 on “Use Cases and their Security Implications”
Rationale: 
Both SA1 (in TS 22.368) and SA2 (in TR 23.888) describe a number of use cases from which the respective WGs are developing requirements and architectural solutions. Considering the diversity and heterogeneity of use cases, which will make it difficult for SA3 (or SA1/2) to identify universally applicable security requirements and/or solutions, we believe that it is imperative for SA3 to consider a spectrum of diverse use cases inherited from SA1 and SA2, in order to derive relevant security requirements and architectural solutions. Therefore, we propose for a new section 5 on Use Cases and their Security Implications, intended to aid identification of Key Issues (to be treated in Section 5 in Samsung’s original proposal, or in Section 6 in our proposed revision) and further derivation of security requirements and solutions regarding the improvements to security architecture.
2. New section 6 on Analysis of Applicable Threats
Rationale: 
Once the use cases and their security implications are described, then a detailed threat analysis is necessary before derivation of security requirements pertaining to the key issue is possible. Therefore, we propose the addition of this section on Analysis of Applicable Threats. 

3. Modifications to text in subsection on Evaluations

Rationale:

The evaluation section should consider a comparison of solutions to be described in the solution sections. Such a comparison should include cost/benefit analysis of the solutions. 
**** Start of changes (from S3-100163) ****
4
Security Architecture Considerations

Editor's note:
This section is intended to provide the high-level NIMTC security architecture to support the objectives of the WID. 
4.1 
Architectural requirements 
Editor’s note: Contributions to this section should be aligned with agreements achieved in the security requirements sub-clauses of individual Key Issues.

4.2
Overview of Security Architecture
5
Use Cases and their Security Implications
Editor's note:
This section is intended to describe the machine type communication (MTC) use cases. Security properties and stakeholders should be included in this section. These use cases correspond to the use cases found in TS 22.368 and TR 23.888.
6 
Analysis of Applicable Threats 

Editor’s Note:
This section is intended to provide a list of threats specific to MTC use cases and system improvements for MTC which includes descriptions, probabilities of occurrence, severity of impact, threats to assets, and methods for mitigation. 
7
Description of envisioned Security Improvements for Machine Type Communication

Editor's note:
The intent of this section is to describe key issues and specific threats which arise from the use cases and threat analysis above. Also this section is intended for the derivation of appropriate security requirements and the description of required solutions regarding security architecture. 
7.1
Key Issue - <Name>
7.1.1
Issue Details

Editor’s Note: This section is intended to provide details of the security issue, i.e. the relevant threats, vulnerabilities, explaining the assumptions and potential impact to the network and devices.
7.1.2
Security Requirements

Editor’s Note: This section is intended to capture agreements on security requirements for solving the key issue. The requirements are mapped to the relevant threats.
7.1.3
Solution Description
Editor’s Note: This section is intended to describe solutions which fulfil the security requirements agreed upon in the previous section.
7.1.3.1
Solution 1

7.1.3.2
Solution 2 

7.1.4
Evaluation

Editor's note: This chapter contains a comparative evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions enumerated in the preceding Solution Description subsections.
8
Conclusions

Editor's Note:
This section is intended to list conclusions that have been agreed during the course of the work item activities.

9
Impacts to normative specifications

Editor's Note:
This section is intended to capture the impacts to normative specifications within the responsibility of SA3. It can be used as a placeholder to document agreements until a set of normative CRs can be generated for the selected solutions(s) 
9.1
General

Annex <A>:
<Annex title>

Annexes are labeled A, B, C, etc. and are "informative"(3G TRs are informative documents by nature).

A.1
Heading levels in an annex

Heading levels within an annex are used as in the main document, but for Heading level selection, the "A.", "B.", etc. are ignored. e.g. A.1.2 is formatted using Heading 2 style.

 Annex <X>:
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It is usual to include an annex (usually the final annex of the document) for reports under TSG change control which details the change history of the report using a table as follows:
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**** End of changes ****

