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Abstract:

This contribution analyzes some key issues that are specific to the NIMTC secure communication between MTC device and MTC server and privacy protection for MTC device. Based on this analysis, additional security requirements are proposed for the NIMTC.
1 Introduction
Based on the current WID in SA3 and also related work in SA2 and SA1, we propose the following key issues for M2M security and propose to include the following text to 3GPP TR 33.xxx.

2 Analysis

2.1
Key Issue –Secure Communication between MTC device and MTC server 

2.1.1
Security Threat
The following are possible security communication threats for the MTC devices or network:

· An attacker can impersonate another MTC device or network elements. 

· An attacker can modify the data transferred from the device to the back-end application server or vice versa through man-in-the middle attacks. 

2.1.2
Security Requirement
Based on the above threats the following requirements for any security solution are derived.

•
Confidentiality

Data transfer between the M2M device and the application server should be confidential.

•
Integrity

Server shall be able to verify the integrity of the data received from the device. And the MTC device shall be able to verify the integrity of the data received from the server.

2.2
Key Issue –MTC device privacy threats
2.2.1
Security threat
The following are possible security communication threats for the MTC devices or network:

· Attacker can acquire information or the actual ID of the MTC device in the MTC communication by eavesdropping.
2.2.2
Security Requirement
Based on the above threats the following requirements for any security solution are derived.

· Anonymity

The identity of the device should not be revealed to an eavesdropper in the network. 

3 Proposal

It is kindly asked SA3 to discuss and agree section 2 into the TR 33.xxx.
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