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10
Conclusions
After evaluation of the system environment for PUCI and a PUCI risk analysis, 3GPP PUCI requirements were defined and solution alternatives have been discussed. Result of this discussion is a high-level PUCI architecture, mapping the PUCI functionality to the IMS architecture (see chapter 9.1). The PUCI architecture leaves it open whether the PUCI functionality is realized in an application server or in a CSCF.

Two main solution alternatives for PUCI prevention have been discussed:

· the use of Supplementary Services, possibly enhanced by Contextual Information

Supplementary Services enable the user to configure a personal UC prevention profile. UC prevention by Supplementary Services is primarily based on human UC identification and on corresponding measures to react to UC, e.g. by blocking the UC source. UC prevention by Supplementary Services may be enhanced with Contextual Information like the identity strength or the network type of the communication source. Contextual Information is intended to provide additional decision criteria for the callee whether a call may be UC or not.

· the IMR-based solution approach

IMR stands for ‘Identification’, ‘Marking’ and ‘Reacting’ and is a UC prevention functionality that is provided by a PUCI application server. First the UC probability of a communication source is identified, e.g. by analyzing call signaling and/or by evaluating user feedback. Then the communication is marked with the UC probability to enable reacting of the callee like accepting, blocking or redirecting the communication attempt.

An important point of discussion has been the reliability of UC markings and to a certain degree also that of Contextual Information. These algorithms are based on the identity of the communication source and are therefore prone to forged sender identities. Therefore at least the originating network must be authenticated so that the terminating network is able to decide whether it can rely on the received UC markings or not. Therefore this TR contains proposals to solve this problem like the Open Proxy Handshake or already existing protocols as authentication of the originating network with P-Asserted Identity, SIP Identity or trusted interconnect with IPSec.

Based on the work and the discussions in this TR the following observations concerning UC prevention were made:

· Only UC prevention based on Supplementary Services can be applied to NGN as well as to legacy networks. IMR-based UC prevention is restricted to SIP-based networks.

· It is left to the decision of the operators whether they provide only UC identification or also UC prevention, which is UC identification plus marking/reacting.

· For the locations of a PUCI AS the ‘centralized per operator approach’ is favored as the best trade-off between the completely distributed and the centralized approach. For this approach the originating and the terminating network may be involved in UC handling.

· If the terminating network is involved in UC identification then it is an indispensible requirement that at least the originating network can be reliably identified.

· Reacting to UC is favored to happen in the terminating network. The user must be able to configure his personal UC prevention profile because he is the only instance to decide whether he perceives a certain kind of communication as UC or not. Another important reason for letting the terminating network react to UC is of legal nature. Depending on the legislation of a country, originating and transit networks may not be allowed to react to UC without explicit consent of the user.

· Reacting to UC has always to happen real-time, which means that UC prevention has to be effective before the telephone rings because otherwise the nuisance has already taken place. In case of IMR UC identification must stringently work real-time while for Supplementary Services real-time as well as non-real-time UC identification is possible.

· It is not regarded necessary to standardize the UC scoring algorithm of a PUCI AS that identifies the UC probability of a communication. The algorithm can be vendor-specific.

Guidelines for PUCI could be based on this TR and could include recommendations for non-technical measures and for technical measures that fall outside the scope of 3GPP standardization, such as recommendations for authentication of participating non-IMS networks.The need for standardization depends on the PUCI solution: Supplementary Services enhanced by Contextual Information or IMR-based UC prevention.
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