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************* START OF 1. CHANGE *************
5.4.4 
Authentication and authorization for e2e protection using KMS – MIKEY-IBAKE 

A precondition for a key management scheme is that the users can establish secure connections with the KMS and that mutual authentication is provided. It is natural to base the establishment of such trusted and protected connection between the user and the KMS on GBA. Note that if GBA is unavailable, other types of credentials like IKEv2 can be used for establishing this mutual authentication between the user and the KMS. During this transaction, the UE presents its subscription credentials following which the KMS generates a set of private keys (used in IBAKE). As an example, if this transaction is performed once a month, the KMS may choose to generate one key for each day. The number of keys, and the frequency of this exchange is a matter of policy and it may be tied to the subscription. 

Mutual authentication between initiating and terminating users is achieved based on IBAKE [xx]. IBAKE protocol is a mutually authenticated key agreement protocol based on Identity-Based Encryption. IBAKE allows initiating and terminating users to exchange ‘key components’ using identity based encryption framework. In particular, to encrypt a message a sender (i.e. initiating or terminating user) uses recipient’s (i.e. initiating or terminating user) public key, generated using the identity of the recipient. Therefore, only the recipient that possesses the appropriate private key can decrypt the message. In this way the protocols allows initiating and terminating users to mutually authenticate each other by proving that the message was decrypted correctly. 
************* END OF 1. CHANGE *************
************* START OF 2. CHANGE *************
5.5.4        Security properties for e2e protection using KMS – MIKEY-IBAKE

Management, distribution and derivation of session keys for e2e protection using KMS and MIKEY-IBAKE shall be performed as described in Clause 6.2.4.  It is performed in accordance with MIKEY-IBAKE [xx]. Similar to e2e protection using KMS and MIKEY-TICKET, the key derivation functions of MIKEY in RFC 3830 [11] are reused.

MIKEY-IBAKE [xx] extends the concepts from MIKEY in RFC 3830 [11] and provides a mode of MIKEY which provides following properties:

-
Mutual authentication of involved parties

-
All parties involved contribute to the session key generation

-
Perfect forward and backward secrecy 

-
Only the participants involved in the communication have access to the session key
The exchanges between a user and the KMS used in this specification are security-wise modelled after MIKEY PSK RFC 3830 [11] and exhibit the same security properties cf. RFC 3830 [11]. 

The exchanges between initiating and terminating users is also modelled after MIKEY PSK (cf. RFC 3830 [11]) but instead of directly using shared keys for message protection and protection of TGKs/TEKs, these keys are carried in the IBAKE payload of MIKEY message.
************* END OF CHANGES *************
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