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************* START OF 1. CHANGE *************
4.1
Introduction

4.1.1
General

IMS media plane security is composed of three more or less independent key management solutions. The first solution, SDES, is for e2ae and for e2e media protection. The solution relies on the security of the SIP infrastructure and in particular on SIP signalling security. 

The second and third solutions are for e2e protection and aims for high security, independent of the signalling and transport network. They are based on use of a Key Management Service (KMS) and either a ticket concept or identity based encryption concept. The security offered is anchored in the KMS including the functionality used for user authentication and key generation towards the KMS. 

Irrespectively of key management solution used, SRTP [9] is used as the security protocol to protect RTP based traffic. Specifically, the key(s) provided by this specification are used as the so called SRTP master key.
4.1.2 
Solution overview

4.1.2.1
SDES based solution

SDES (Session Description Protocol Security Descriptions for Media Streams, cf. RFC 4568 [13]), is a simple key management protocol for media streams, which are to be secured by means of SRTP [9]. SDES defines a Session Description Protocol (SDP) RFC 4566 [17] cryptographic attribute for unicast media streams. The attribute describes a cryptographic key and other parameters that serve to configure security for a unicast media stream in either a single message or a roundtrip exchange. The attribute can be used with a variety of SDP media transports, and RFC 4568 [13] defines how to use it for the SRTP unicast media streams. The SDP crypto attribute requires the services of a data security protocol to secure the SDP message. For the use of SDES in IMS, the SIP signalling security mechanisms defined for IMS shall be used, for more details cf. clause 5.5.
SDES basically works as follows: when an offerer A and an answerer B establish a SIP session they exchange cryptographic keys for protection of the ensuing exchange of media with SRTP. A includes the key, by which the media sent from A to B is protected, in a SIP message to B, and B responds with a SIP message including a second key, by which the media sent from B to A is protected. 
In this specification, SDES is used for two modes of operation: e2ae mode and e2e mode. For the e2ae mode, SDES is run between an IMS UE and a SIP edge proxy, i.e. a P-CSCF (IMS ALG). In the originating network, he P-CSCF (IMS ALG) evaluates and subsequently deletes SDES cryptographic attributes that are passed to it from the IMS UE in SIP messages, and creates SDES cryptographic attributes and passes them to the IMS UE in SIP messages. This is done similarly in the terminating network. The resulting SRTP session is then established between the IMS UE and the media node controlled by the P-CSCF (IMS ALG), i.e. the IMS Access Gateway. This means that, for the e2ae mode, media is protected only over the access part of the network. The purpose of the e2ae mode is to provide access protection, i.e. guarantee protection of IMS media against eavesdropping and undetected modification in a uniform manner across heterogeneous access networks with various strengths of link layer protection. Access protection on the originating side is provided independently of access protection on the terminating side.

For the e2e mode, SDES is run between two IMS UEs, and the resulting SRTP session is then established between the two IMS UEs. This e2e media plane security solution should be suitable for anyone for whom the security level, with which SIP signalling messages are protected, is sufficient. 

When used in e2e mode SDES has no requirements on the network infrastructure. When used in e2aemode, the requirements on the network infrastructure can be seen from clause 4.2.2.
4.1.2.2
KMS based solution – MIKEY-TICKET
The KMS based solution is an e2e security solution which protects media from one IMS UE all the way to another IMS UE not allowing any network entity access to plaintext media.  It is designed to rely on a well defined and limited set of entities that have to be trusted, simplifying the task of evaluation and assessment of offered security level.

This solution is based on use of a Key Management Service (KMS) and a "ticket" concept. A high level and simplified description of the solution is as follows: The initiator of a call requests keys and a ticket from the KMS. The ticket contains the keys in a protected format. The initiator then sends the ticket to the recipient. The recipient presents the ticket to the KMS and the KMS returns the keys on which the media security shall be based. All these message exchanges are authenticated and sensitive parts are encrypted. The solution is based on MIKEY-TICKET [14].
Users served by different KMS's may establish connections with media plane security enabled, provided that the operators of the KMS's have a cooperation agreement and that the operators have established a secure and authenticated channel for message exchange between the KMS's. 

The KMS based solution allows implementation of per user policies regarding use of secure connections in general and key handling in particular. System specific policies can easily be defined and enforced by the KMS. Access to the KMS is granted based on user authentication and authorization. User authentication is either based on GBA [6] with the KMS taking the role of a NAF or use of a corresponding proprietary mechanism.

The KMS base solution specified here also solves the so called forking problem as it includes a mechanism which gives each individual recipient end-point in a forking scenario a unique key. These end-point unique keys cannot be recreated by any other end-point (except for the initiator) and in particular not any other end-point to which the call was forked. At the same time the solution offers SIP security independent mutual identity verification of caller and answering user.
This KMS based solution includes three features aiming to off-load the KMS from receiving ticket requests. The first feature is that tickets may be reused. This means that a user may request a ticket for another user and then for a specified time period use this ticket to protect calls to the other user. The second feature is that it is possible to generate tickets that can be used to establish secure connections to any user in a defined set of users. Such tickets are called group tickets. The third feature is that, if allowed by the local policy, the initiator may create tickets by itself, without contacting the KMS. This feature is supported by MIKEY-TICKET [14] and mimics the signalling flows of the Otway-Rees protocol [16].
Editor’s note: It has to be verified that the third solution meets lawful interception requirements.

Note that use of tickets combining these three features may significantly reduce the number of ticket requests that the KMS has to handle. Note also that the use of tickets carrying keys will allow a design of the KMS with no requirements to hold per user state.  
4.1.2.x
KMS based solution – MIKEY-IBAKE 
************* END OF 1. CHANGE *************
************* START OF 2. CHANGE *************
4.2.4 
E2e security using KMS

The objective of the KMS based solution is to establish e2e media plane security between IMS UE's. The IMS UE's may be served by different KMS's, e.g. when they belong to different IMS operator domains.

A simple network model of the entities involved in the key management for the KMS based solution is shown in Figure 2. The architecture follows the Generic Bootstrapping Architecture (GBA) [6].  GBA is used for KMS user authentication and establishment of a shared key for protection of message exchanges over Ua. 
NOTE: 
Instead of GBA other systems offering corresponding services can be used. The used system has to provide user authentication, a shared security association between KMS and user and an identity for the security association which can be used to reference the security association. The security association can also define the user associated KMS user identities (see 6.2.3.2). The system can be based on any type of user credentials deemed to be secure enough for the intended application relying on the media plane security.

A new reference point, Zk, for message exchange between two KMS's is introduced. Zk is used when one KMS gets a request to resolve a ticket which only can be resolved by another KMS. The end-points using Zk shall be mutually authenticated and messages shall be integrity and confidentiality protected. Zk is used only for MIKEY-TICKET KMS based solution.
The media plane interface and the SIP signalling interface (Gm) is not shown in the reference model as these interfaces are in principle not changed. The required new functionality is implemented by modifications in SIP/SDP.
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Figure 2: Reference model for key management for the KMS based solution

Further information on entities and reference points in the reference model is given in the following list:

-
For HSS definitions refer to [2].  

-
For GBA and BSF definitions including the Zh, Zn and Ub reference points refer to TS 33.220 [6].

-
For how to secure Zh and Zn also refer to TS 33.220 [6].

-
The KMS acts as a NAF when GBA is used for user authentication and establishment of a key shared between the KMS and an IMS UE. 

-
Reference point Ua uses HTTP [8] for transport of MIKEY-TICKET [14] and MAKEY-IBAKE [x] messages. The procedures are defined in Annex A and Annex Ax.
-
Protocol details for reference points Ua and Ub are provided in TS 24.109 [19].

-
Reference point Zk also uses HTTP [8] for transport of MIKEY-TICKET [14] messages. The procedures are according to Annex A with the restriction that Request-URI only can contain "requesttype" equal to "ticketresolve”.  Network domain Security [5] shall be used for authentication of endpoints and protection of messages.
************* END OF 2. CHANGE *************
************* START OF 3. CHANGE *************
5
IMS media plane security features
5.1
General

The support for IMS media plane security mechanisms and procedures is optional in IMS UEs and its support in the IMS core network is also optional. An IMS UE may support SDES based media plane security mechanisms and/or KMS based media plane security mechanism. When an IMS UE supports SDES media plane security mechanisms it shall support procedures for e2ae IMS media plane security and it may support e2e IMS media plane security. 
5.2
Media integrity protection 
The support for IMS media integrity protection is mandatory in an IMS UE supporting SDES and/or KMS based IMS media plane security and mandatory in IMS core network elements supporting SDES based IMS media plane security.

The use of IMS media integrity protection is optional, except for RTCP, for which integrity protection is mandatory, in accordance with RFC 3711 [9].
5.3
Media confidentiality protection
The support for IMS media confidentiality protection is mandatory in an IMS UE supporting SDES and/or KMS based media plane security and mandatory in IMS core network elements supporting SDES based IMS media plane security. 

When IMS media plane security is used, SRTP transforms with null encryption should not be used.
5.4
Authentication and authorization
5.4.1 
Authentication and authorization for e2ae protection
E2ae security implies that no other IMS nodes, apart from P-CSCF (IMS ALG) and IMS Access Gateway will terminate IMS media security. 

The IMS UE and the P-CSCF (IMS ALG) rely on SIP signalling security to authenticate each other. This is consistent with the fact that the security of the use of SDES entirely relies on SIP signalling security, cf. clause 5.5.

The P-CSCF (IMS ALG) tells the IMS UE by an explicit indication, cf. clauses 7.2.1 and 7.3.1, that e2ae security is provided, i.e. that the IMS UE shares the media keys with the P-CSCF (IMS ALG) and not with some other entity. Provided the IMS UE trusts SIP signalling security it can rely on this explicit indication for the following reasons: the IMS UE knows from registration that the P-CSCF (IMS ALG) is capable of e2ae security, and that such a P-CSCF (IMS ALG) will remove any such indication if inserted by another party, cf. clauses 7.2.1 and 7.3.1. 

The IMS UE and the IMS Access Gateway authenticate each other by means of implicit key authentication: the IMS UE believes that only the IMS Access Gateway can have the media keys to protect the media because it trusts the P-CSCF  (IMS ALG)to give the keys only to the IMS Access Gateway. Similarly, the IMS Access Gateway trusts the P-CSCF (IMS ALG) that the keys are shared only with this IMS UE.

The IMS UE implicitly authorizes the P-CSCF (IMS ALG) and the IMS Access Gateway to perform e2ae security by indicating support for e2ae security during the registration in line with the IMS UE’s policy, cf. clause 7.1.

Conversely, an IMS UE is always authorized to participate in e2ae security if the network policy allows e2ae security, cf. clause 7.1.
5.4.2 
Authentication and authorization for e2e protection using SDES

The originating IMS UE and the terminating IMS UE rely on SIP signalling security to authenticate each other. This is consistent with the fact that the security of the use of SDES entirely relies on SIP signalling security, cf. clause 5.5.

In particular, under the assumption of secure SIP signalling, the originating IMS UE can be assured that the media key it sent reaches only the intended recipient of the SIP messages, except in forking or re-targeting situations where also the endpoints to which the call is forked or re-targeted will see the media key sent by the originating IMS UE. The terminating IMS UE gets different degrees of assurance about the identity of the originating IMS UE it shares a key with, depending on whether the originating IMS UE resides in the same trust domain or not. If it does then the network can assert the sender’s identity to the terminating IMS UE, otherwise there will be no such assurance. 

Furthermore, if both the originating and the terminating IMS UE are in IMS they know from the absence of indications relating to e2ae security that no IMS network node terminates IMS media security. If one of the UEs is outside the IMS there will be no such assurance.

Editor's Note: The statements in the preceding paragraph should be verified when indications in call set-up procedures have been defined.

The originating and the terminating IMS UE implicitly authorize each other to engage in e2e security by sending SDES crypto attributes to each other.
5.4.3 
Authentication and authorization for e2e protection using KMS – MIKEY-TICKET
User authentication and authorization shall be performed as described in Clause 6.2.3. 

The KMS can perform policy control regarding e.g. who is allowed to set up connections with secured media to whom. Other ticket features defined in MIKEY-TICKET [14] such as reuse of tickets, forking key generation and terminating side authentication can also be controlled by the KMS.  

Authorization of ticket requests to the KMS is based on an authenticated user identity carried in the request message.  The user may request a specific type of ticket but the KMS can control the actual settings in the issued ticket.

When the terminating side requests the KMS to resolve a ticket and return the keys to be used, the KMS checks that the terminating user is authorized to resolve the ticket. This authorization is based on information about allowed recipients carried in the ticket and the authenticated identity of the requesting user carried in the request message. 

When user authentication is based on GBA, the IMS UE uses its GBA B-TID [6] as authenticated identifier. The NAF-key identified by the B-TID is used for protection of the message exchange.

Mutual authentication between initiating and terminating users is achieved based on trust in the KMS. The terminating side will be assured of the initiating IMS UE identity as its KMS UID, defined in clause 6.2.3.2, will be included in the ticket and ticket integrity will be verified by the KMS and reported back to the requestor. The initiator will get assurance about the identity of the terminating user when receiving the TRANSFER_RESP message. The response message will include a KMS UID representing the entity requesting the KMS to resolve the ticket. The response message is authenticated with a key guaranteeing the authenticity of the KMS UID.

As the KMS based solution only provides e2e security there is no need for control and policing regarding the scope of media protection. 

If there is a need in the network to detect that KMS based security solution is used it can be done by inspecting the SDP parts of the SIP signalling, in particular the SDP attribute a=key-mgmt which if present indicates use of MIKEY-TICKET [14] and implicitly then use of the KMS based IMS media plane security functionality.
5.4.x 
Authentication and authorization for e2e protection using KMS – MIKEY-IBAKE
5.5
Security properties of key management, distribution and derivation

5.5.1 
General security properties for protection using SDES

SDES requires SIP messages carrying SDES crypto attributes to be secured as SDES provides no security mechanism of its own. Under the assumption that the protocol for securing media, SRTP, is secure the use of SDES provides the same level of security for IMS media where media protection is applied as provided for SIP signalling. In other words, the user may place the same degree of trust in media security as in signalling security. 

In IMS, SIP messages are secured in a hop-by-hop fashion. Several alternatives are available for securing SIP messages between the IMS UE and the P-CSCF (IMS ALG). In particular, IPsec and TLS, as defined in TS 33.203 [4] are specified in 3GPP.  Within the IMS core network, security is provided by IPsec or TLS, cf. clause 6.2. 

Outside the IMS, at least hop-by-hop TLS as in RFC 3261 is likely to be supported. IMS has no control over how non-IMS SIP providers secure the interfaces between their SIP proxies. This makes SDES appear less secure in a non-IMS environment. On the other hand, service level agreements may give sufficient assurance here. 
On the SIP proxies, the keys transported with SDES become visible in plaintext. Therefore, compromise of these proxies will allow not only signalling security, but also media security, to be compromised. However, it should be noted that, even if media security was not applied at all, the proxies would need to be protected anyway to secure SIP signalling for its own sake as SIP signalling security is an important requirement for operators and users. Therefore, the SIP proxies may be assumed to be trusted for this purpose anyhow.
5.5.2 
Additional security properties for e2ae protection using SDES

For the e2ae case, there are additional security properties.

The trust in all SIP proxies in the signalling path required for SDES in general is a marked difference to the use of KMS, as explained in the next subclause. However, assuming that strong SIP signalling security, e.g. TLS or IPsec, is used between IMS UE and P-CSCF (IMS ALG), this difference plays no role for the case of e2ae protection as explained in the following: 

By the very definition of e2ae protection, the media keys must be available in the P-CSCF (IMS ALG) and IMS access gateway in the clear, irrespective of the key management scheme used. And by the assumption of strong SIP signalling security and the fact that there is no SIP proxy between the IMS UE and the P-CSCF (IMS ALG), no attacker can obtain the media keys by eavesdropping on the interface between the IMS UE and the P-CSCF (IMS ALG) nor any intermediate SIP proxy, again irrespective of the key management scheme used. Therefore, the use of other key management schemes for e2ae protection would provide no higher level of security than the use of SDES for e2ae protection. 

When SDES is used for e2ae protection then, in addition to SIP signalling security, also the Iq interface for signalling between the P-CSCF (IMS ALG), and the media node terminating SRTP towards the UE, i.e. the IMS Access GW, needs to be secured, cf. clause 6.2.1.3. 
5.5.3 Security properties for e2e protection using KMS – MIKEY-TICKET
Key management, distribution and derivation shall be performed as described in Clause 6.2.3.  It is performed in accordance with MIKEY-TICKET [14].  In particular the key derivation functions of MIKEY in RFC 3830 [11] are reused.

MIKEY-TICKET [14] extends the concepts from MIKEY in RFC 3830 [11] to cover ticket based key management. The basic exchanges between a user and the KMS used in this specification are security-wise modelled after MIKEY PSK and exhibit the same security properties. These exchanges are performed over HTTP [8] and the security is based on the message security offered by MIKEY-TICKET [14].

The ticket transfer exchange is also modelled after MIKEY PSK but instead of directly using shared keys for message protection and protection of TGKs/TEKs, these keys are carried in the ticket and made available to the users from the KMS. Assuming that the KMS is secure this will render this exchange the same security properties as MIKEY PSK.

Access to KMS is a single source of failure in the system and depending on service requirements, back-up solutions should be considered. It would be possible to replicate the KMS functionality and e.g. use multiple addresses for access. It is also possible to use different KMS's for ticket requests and ticket resolves. 

The KMS and the BSF are critical components in the system and their availability should be protected. Measures to protect against denial of service attacks should be installed. 

Security properties for e2e protection using KMS – MIKEY-IBAKE
5.5.x 

Security properties for e2e protection using KMS – MIKEY-IBAKE

************* END OF 3. CHANGE *************
************* START OF 4. CHANGE *************
6.2.3 
Key management mechanisms for e2e protection using KMS – MIKEY-TICKET
6.2.3.1
General

The key management mechanisms are defined by MIKEY-TICKET [14] and the profiling of tickets and procedures as given in this specification. Annex D specifies the default implementation of KMS based IMS media plane security and use of GBA for user authentication and establishment of a shared key between KMS and IMS UE.

MIKEY-TICKET [14] contains up to three message exchanges. The first exchange is called Ticket Request and is between the initiating user and the KMS. The second exchange is called Ticket Transfer and is between initiating and terminating users. The third exchange is called Ticket Resolve and is between the terminating user and the KMS. The exchanges and the messages in the exchanges are illustrated in Figure 3. In MIKEY-TICKET [14] the three parties involved in the message exchanges are called Initiator, KMS and Responder, respectively. 

Depending on the KMS policy, some message exchanges may be omitted. For example, if the KMS policy indicates that the initiator generates the ticket without the assistance with KMS (MIKEY-TICKET mode 3, cf. [14]), the Ticket Request message exchange, i.e. the REQUEST_INIT and REQUEST_RESP messages will be omitted. 
Editor's Note: MIKEY-TICKET [14] is a new MIKEY mode of operation extending the functionality of MIKEY to also cover ticket based key management. 
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Figure 3: MIKEY-TICKET message exchanges
6.2.3.2
KMS user and user group identities


Users of the KMS based security solution shall have at least one public SIP-URI formatted identity. The NAI part (username@domain) of this identity is used for user identification and authentication in the key management system. This identity is called the KMS UID. 

KMS UIDs are used to identify the user to which a ticket is issued and the allowed recipients of the ticket, i.e. the (set of) user(s) which are allowed to resolve the ticket and receive the associated keys. This information is included in the ticket.  

User groups for key management purposes can be defined by wild-carding of KMS user identities. The character ? (question mark) is used as the wild card character and matches zero or more occurrences of arbitrary characters. A string formatted as a KMS UID and which includes at least one occurrence of the wild card character is called a KMS user group identity. The KMS user group identity ?.department@company.example thus defines the group of users that have a KMS user identity matching the wild-carded string and the group would include e.g. user1.department@company.example and user2.department@company.example. Another example is the group of all users which would be designated as ?@? or just ?. By appropriate assignment of public IMS UIDs varying group structures can be implemented.

6.2.3.3
IMS UE local policies

The use of the KMS based security solution is at the users' discretion; its use may be controlled by a local policy in the IMS UE and the functionality may be access protected by e.g. a password. The local policy may also control if and when reusable tickets are allowed, if and when group tickets shall be requested and which group a ticket shall be issued for.  Furthermore, it may define under which conditions a received ticket shall be accepted. The local policy in the IMS UE should be in agreement with the global policy applied by the KMS.

Local policies may also control how and when warning messages are issued to the user.

6.2.3.4
Ticket data

6.2.3.4.1
Ticket format
Editor's Note: The final profiling of the ticket format has to be performed when the final version of MIKEY-TICKET [14] is available.
The ticket format used in KMS based IMS media plane security is according to the base ticket format in MIKEY-TICKET [14] with the profiling defined in Annex D.  

MIKEY-TICKET [14] defines a Ticket Type value (2) for 3GPP usage. Subtypes and versions of this ticket type are defined by 3GPP and shall be specified in this specification, clause 6.2.3.4.2. 

6.2.3.4.2
Allocation of ticket subtype and version for ticket type 2

Table 1: Allocation of ticket subtype and versions values
	Subtype
	Version
	Defined in

	0
	0
	Annex D in this specification


6.2.3.5
Authentication of public identities in REQUEST_INIT and RESOLVE_INIT

When the KMS receives a REQUEST_INIT or RESOLVE_INIT request, the KMS must verify that the user issuing the request is authorized to do so. This verification is based on authentication of the requesting user’s KMS UID. 

When GBA is used, the user issuing the request is identified according to GBA procedures by the GBA B-TID carried in the request message to the KMS. The KMS uses the B-TID to request the the NAF-Key used to protect the request and USS information containing a list of all IMPUs, which are associated with the user.  The KMS then uses the list of IMPUs to derive all KMS UIDs associated with the requesting user. The KMS verifies that the KMS UID carried in the request is one of the derived identities. For RESOLVE_INIT, the KMS verifies that among the derived KMS UIDs, there is at least one (may not be the one carried in the request) matching the allowed recipient(s) identity in the ticket. 

When a proprietary system for KMS user authentication and key establishment is used it should provide the same services as described above.

6.2.3.6
Authentication of terminating user identity

In IMS media plane security MIKEY-TICKET shall use key forking (see MIKEY-TICKET [14]) for authentication of terminating users. Key forking will provide authentication of terminating user identity. The TRANSFER_RESP message shall contain a KMS UID associated with the terminating user. The response message is authenticated with a key guaranteeing the authenticity of the KMS user identity.

6.2.3.7
Reusable tickets

Reusable tickets are allowed and their use is controlled by KMS and IMS UE local policies. 

A ticket can be issued as a reusable ticket. That a ticket is reusable has two meanings. For the user that requested the ticket, it means that the user can use the same ticket for setting up multiple calls with the intended recipient, usually within a specified time period. For the ticket recipient, it means that the ticket identity and the associated keys can be stored so that the recipient does not have to request keys from the KMS each time the ticket is received. It is however not required that reusable tickets are stored. Local policy may e.g. for capacity limited devices determine not to store such tickets. It is always allowed to resolve the ticket at the time the ticket is received.

Tickets that are not reusable shall be resolved when received at the terminating side. 

6.2.3.8
Signalling Between KMSs

Users served by different KMSs (KMS_I, KMS_R) may establish connections provided that the KMSs cooperate and that there is a trust relation between them. The KMSs shall be mutually authenticated and the signalling between them shall be integrity and confidentiality protected. If KMS_R cannot resolve a ticket, but has a trust relation with KMS_I that can resolve the ticket, KMS_R initiates a new ticket resolve exchange with KMS_I. The response message from KMS_I is then re-encoded by KMS_R and forwarded to the responder as described in Annex B.  The message exchange shall be done as described in Section 9 of [14]. The exchanges and the messages in the exchanges are illustrated in Figure 4. Note that this introduces a hop-by-hop trust chain as only KMS_R authenticates the user (responder) and KMS_I will have to trust KMS_R.
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Figure 4: MIKEY-TICKET message exchanges between KMSs

6.2.x 
Key management mechanisms for e2e protection using KMS – MIKEY-IBAKE
************* END OF 4. CHANGE *************
************* START OF 5. CHANGE *************
7.2.3
UE originating procedures for e2e using KMS – MIKEY-TICKET
Figure 7 shows the originating call set-up procedures for real-time traffic using KMS based security.

NOTE:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.   
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Figure 7: Originating call flow for e2e case 

The IMS UE performs an IMS originating session set-up according to 3GPP TS 23.228 [3], with modifications as described in the following. If the IMS UE prefers e2e-security for this session to be established using KMS for key management, then the IMS UE shall proceed as described in this clause. The IMS UE may learn of a preference for e2e-security for a particular session using a particular key management protocol by explicit user action via the user interface or by the security policy implemented on the IMS UE. KMS interactions are described in clause 6.2.3.1. Details of the KMS based key management are given in Annex B.

Editor’s Note: If the UE provides an indication about support of e2e KMS during UE registration, then it is for CT1 to determine whether e2e KMS indications need to be provided during session establishment.
The procedure in the above figure is now described step-by-step.

1.
Depending on KMS and local policy, the IMS UE A will either interact with the KMS to obtain keys and a MIKEY-TICKET Ticket usable for IMS UE B, or it will create the ticket by itself. In the latter case, MIKEY-TICKET [14] mode 3 is used, and IMS UE A will then perform all key and ticket generation functions otherwise performed by the KMS. The ticket is protected with a key, e.g. a NAF-key that the IMS UE shares with the KMS.

2.
IMS UE A sends an SDP offer for an SRTP stream containing a MIKEY-TICKET offer for IMS UE B to the P-CSCF. 

3.
The P-CSCF forwards the SDP offer towards the S-CSCF.

4.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP offer to the terminating network. 

5.
The S-CSCF receives the SDP answer from the terminating network containing a MIKEY-TICKET response. 

6.
The S-CSCF forwards the SDP answer to the P-CSCF. 

7.
The P-CSCF forwards the SDP answer to IMS UE A. After receiving this message the IMS UE A completes the media security setup.

8.
When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between IMS UE A and IMS UE B. IMS UE A protects media plane traffic to and from IMS UE B using keys established using MIKEY-TICKET. 
7.2.x
UE originating procedures for e2e using KMS – MIKEY-IBAKE

************* END OF 5. CHANGE *************
************* START OF 6. CHANGE *************
7.3.3
UE terminating procedures for e2e using KMS – MIKEY-TICKET
Figure 10 shows the terminating call set-up procedures for real-time traffic using KMS based security. 

NOTE:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.  
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Figure 10: Terminating call flow for e2e case 

An IMS terminating session set-up according to 3GPP TS 23.228 [3] is performed, with modifications as described in the following. KMS interactions are described in clause 6.2.3.1. Details of the KMS based key management are given in Annex B.

Editor’s Note: If the UE provides an indication about support of e2e KMS during UE registration, then it is for CT1 to determine whether e2e KMS indications need to be provided during session establishment. 
The procedure in the above figure is now described step-by-step.

1.
The S-CSCF in the terminating network receives an SDP offer for an SRTP stream containing a MIKEY-TICKET offer.

2.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP offer for an SRTP stream to the P-CSCF. 
3.
The P-CSCF forwards the SDP offer for an SRTP stream to IMS UE B. 
4.
IMS UE B interacts with the KMS to resolve the ticket and receive keys.
5.
UE B replies with an SDP answer for an SRTP stream, including a MIKEY-TICKET response. 

6.
The P-CSCF forwards the SDP answer to the S-CSCF.
7.
The S-CSCF forwards the SDP answer towards the originating network.
8.
 When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between IMS UE A and IMS UE B. IMS UE B protects media plane traffic to and from IMS UE A using keys established using MIKEY-TICKET.

7.3.x
UE terminating procedures for e2e using KMS – MIKEY-IBAKE 
************* END OF 6. CHANGE *************
************* START OF 7. CHANGE *************
Annex A (Normative):
HTTP based key management messages – MIKEY-TICKET
Editor’s Note: The text in this annex is mainly stage 3 material. It is ffs whether this should be moved to a CT1 TS.
A.1
General aspects

This annex specifies the HTTP based key management procedures between the KMS and the UE. It defines the following HTTP based procedures:

-
KMS Ticket Request

-
KMS Ticket Resolve

The KMS Ticket Resolve procedure shall also be used between KMSs when one KMS gets a request to resolve a ticket that can only be resolved by another KMS.
The Ua security protocol identifier used for GBA NAF-Key generation shall be as defined in TS 33.220 [6].
A.2 
Key management procedures
The IMS UE shall send the requests to the KMS in the message-body of a HTTP POST request. The Request-URI shall indicate the type of the message. Upon successful request, KMS shall return indication of success.

The IMS UE populates the HTTP POST request as follows:

-
the HTTP version shall be 1.1 which is specified in RFC 2616 [8];

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "ticketrequest” or "ticketresolve”, i.e. Request-URI takes the form of "/keymanagement?requesttype=ticketrequest";

-
the header field Host shall contain the full KMS URI (e.g. kms.operator.example:1234);

-
the header field Content-Type shall be the MIME type of the payload, i.e. "application/mikey". The MIME type is specified in RFC 3830 [11];

-
the message-body shall contain a base64 encoded MIKEY-TICKET message. Either a REQUEST_INIT or a RESOLVE_INIT message corresponding to the requesttype parameter in the Request-URI. The MIKEY-TICKET messages are specified in [14].

-
the IMS UE may add additional URI parameters to the Request-URI;

-
the IMS UE may add additional header fields;
The IMS UE sends the HTTP POST to the KMS. The KMS checks that the HTTP POST is valid, and extracts the request for further processing.

POST /keymanagement?requesttype=ticketrequest HTTP/1.1
Host: kms.operator.example:1234
Content-Type: application/mikey
Content-Length: 127
User-Agent: KMSAgent; Release-9 3gpp-gba
From: alice@operator.example
Date: Fri, 31 Dec 1999 23:59:59 GMT

Mgj4hyruihyu8568dfg543...
After processing, the KMS shall return the HTTP 200 OK to the IMS UE.

The KMS shall populate HTTP response as follows:

-
the status code shall be 200 OK;

-
the header field Content-Type shall be the MIME type of the payload, i.e. "application/mikey". The MIME type is specified in RFC 3830 [11];
-
the message-body shall contain a base64 encoded MIKEY-TICKET message. Either a REQUEST_RESP or a RESOLVE_RESP message corresponding to the MIKEY-TICKET message in the HTTP POST, or a Error message specifying the error that occurred. The MIKEY-TICKET response messages are specified in [14] and the Error message is specified in RFC 3830 [11].

-
the KMS may add additional header fields;
The KMS shall send the HTTP response to the IMS UE. The IMS UE shall check that the HTTP response is valid.

HTTP/1.1 200 OK
Date: Fri, 31 Dec 1999 23:59:59 GMT
Content-Type: application/mikey
Content-Length: 235

Mgj4hyruihyu8568dfg543...
A.3 
Error situations
The HTTP procedures may not be successful for multiple reasons. The error cases are indicated by using 4xx and 5xx HTTP Status Codes as defined in RFC 2616 [8]. The 4xx status code indicates that the IMS UE seems to have erred, and the 5xx status code indicates that the KMS is aware that it has erred.

Annex Ax (Normative):
HTTP based key management messages – MIKEY-IBAKE
************* END OF 7. CHANGE *************
************* START OF 8. CHANGE *************
Annex B (Normative):
KMS based key management – MIKEY-TICKET
B.1
UE originating procedures

B.1.1
Preconditions

The following preconditions are assumed: 

-
The IMS UE is configured with the address to the KMS, which it shall use for ticket requests. 
The KMS address is in the form of a Fully Qualified Domain Name as defined in IETF RFC 1035 [7] 

-
The IMS UE is configured with GBA protocol identifier to use for MIKEY-TICKET [14] message exchange.

-
The IMS UE has performed a GBA bootstrap and holds a valid B-TID and Ks.

-
The IMS UE has derived the NAF-key for the KMS, which it shall use for ticket request

B.1.2
Procedures

The originating call set-up procedure is described in clause 7.2.3. Interactions with the KMS are described in clause 6.2.3.1.

The detailed originating procedures are described in the following steps
1.
The initiator evaluates the local policy held in the IMS UE for calling the intended user. If the local policy determines that a fresh ticket generated by the KMS should be used then the processing continues at step 3. If the local policy determines that the IMS UE shall generate a fresh ticket then the IMS UE generates the ticket and the processing continues at step 10.
When an IMS UE generates a ticket the NAF-Key shall be used as ticket protection key (TPK), see Annex D.4.
2. 
The initiator searches its local store of reusable tickets. If a reusable ticket is found having the intended recipient as an allowed recipient, and which also fulfils all other required ticket properties, then this ticket shall be reused. Next processing step is step 10.

3.
The initiator prepares a REQUEST_INIT_PSK message as described in MIKEY-TICKET [14]. The payloads are generated according to the local policy for ticket requests.  The IDRpsk payload is populated with the B-TID and the NAF-key is used as the pre-shared key for protection of the message.

4. 
The message is sent to the KMS over HTTP, as defined in Annex A.
5. 
The KMS receives the message. The KMS processes the message as defined in MIKEY-TICKET [14].  The KMS retrieves the B-TID and request the NAF-Key and related USS information from the BSF containing a list of all IMPUs associated with the requestor. Based on the NAF-Key, the KMS verifies the authenticity of the message. If the verification fails, the KMS returns an appropriate error message.

6.
The KMS verifies that one of the IMPUs in the received USS matches, after transformation into a KMS UID format, the KMS UID is included in the ticket request as the identity of the initiator. If there is no match the processing is terminated and an appropriate error message is returned.

7.
The KMS checks the requested ticket policy against its policy for the requesting user and requested allowed recipients. The KMS modifies the requested policy as needed or if that is not possible or allowed, it terminates processing and sends and appropriate error message.

8.
The KMS generates the REQUEST_RESP message according to MIKEY-TICKET [14] and sends it as a response over HTTP, see Annex A, to the initiator. 
9. 
The initiator receives the REQUEST_RESP message and checks the response according to MIKEY-TICKET [14]. The initiator also checks if the policy has been changed and if so, verifies that it still fulfils the requirements for the call. If the ticket is a reusable ticket then it is stored in the local store of reusable tickets together with the corresponding keys retrieved from the REQUEST_RESP message.

10. The initiator generates the TRANSFER_INIT message according to MIKEY-TICKET [14].  The identities of the initiator and the responder in the message shall be the KMS UIDs derived from the URI's in the To: and From: fields in the INVITE.

The initiator prepares the media security offer in the SDP part of the INVITE according to local policies and this specification. It inserts the TRANSFER_INIT message according to RFC 4567 [12] 

11. The initiator receives the TRANSFER-RESP message in the SDP part of a 200 OK or an 18x provisional response. It verifies the message according to MIKEY-TICKET [14] and then verifies that the authenticated identity of the recipient corresponds to the policy for the call. Depending on local policy different types of user warnings may be generated if the returned identity differs from what is expected.

12. The initiator derives the media session keys and initiates the media plane security.  
B.2
UE terminating procedures 
B.2.1
General

The terminating call set-up procedure is described in clause 7.3.3. Interactions with the KMS are described in clause 6.2.3.1.

B.2.2
Procedures for the case with one KMS domain

B.2.2.1
Preconditions

The following preconditions are assumed: 

-
The IMS UE is configured with the address to the KMS it shall use for ticket resolve. The KMS address is in the form of a Fully Qualified Domain Name as defined in IETF RFC 1035 [7].  

-
The IMS UE is configured with GBA protocol identifier to use for MIKEY-TICKET [14] message exchange.

-
The IMS UE has performed a GBA bootstrap and holds a valid B-TID and Ks.

-
The IMS UE has derived the NAF-key for the KMS it shall use for ticket resolve.

B.2.2.2
Procedures

The detailed terminating procedures for the case when both initiator and responder have trust relations with a common KMS are described in the following steps
1.
The responder receives the TRANSFER_INIT message and makes an initial verification of the message by verifying that payloads are in accordance with the responders receive policy. In particular, the responder checks that the identity of the issuer of the ticket corresponds to the sender of the TRANSFER_INIT. As the keys used to protect the message are based on the content of the ticket no check of the authenticity of the message can be made. 

If the ticket is marked as reusable, the responder searches his local store of reusable tickets. If a match is found the next processing step is step 10. 

2. 
The responder prepares a RESOLVE_INIT_PSK message as described in MIKEY-TICKET [14]. The payloads are generated according to the local policy for ticket resolve requests.  The IDRpsk payload is populated with the B-TID and the NAF-key is used as the pre-shared key for protection of the message. 

3.
The message is sent to the KMS over HTTP, as defined in Annex A.
4. The KMS receives the message. The KMS processes the message as defined in MIKEY-TICKET [14].  The KMS retrieves the B-TID and request the NAF-Key and related USS information from the BSF. The USS contains a list of all IMPUs associated with the requestor. Based on the NAF-Key, the KMS verifies the authenticity of the message. If the verification fails, the KMS returns an appropriate error message.

5.
The KMS verifies that one of the IMPUs in the received USS matches, after transformation into a KMS UID format, a legitimate recipient according to the ticket (policy). If there is no match the processing is terminated and an appropriate error message is returned.

6.
The KMS checks the received ticket policy against its policy for the requesting user and initiator and if there is a usage conflict the processing is terminated and an appropriate error message is returned. 

7.
The KMS generates the RESOLVE_RESP message according to MIKEY-TICKET  [14] and sends it as a response over HTTP, as defined in Annex A,  to the responder.  

8. 
The responder receives the RESOLVE_RESP message and checks it according to MIKEY-TICKET [14]. If the ticket was a reusable ticket then it is stored in  the local store of reusable tickets together with the corresponding keys retrieved from the RESOLVE_RESP message.

9. 
The responder generates the TRANSFER_RESP message according to MIKEY-TICKET [14].  The responder prepares the media security response in the SDP part of the 200 OK or 18x provisional answer according to local policies and this specification. It inserts the TRANSFER_RESP message according to RFC 4567 [12]

10. The responder derives the media session keys and initiates the media plane security. 

B.2.3
Procedures for the case with two KMS domains

B.2.3.1
Preconditions

The following preconditions are assumed: 

-
The IMS UE is configured with the address to the KMS, KMS_R, it shall use for ticket resolve. The KMS address is in the form of a Fully Qualified Domain Name as defined in IETF RFC 1035 [7].  

-
The IMS UE is configured with GBA protocol identifier to use for MIKEY-TICKET [14] message exchange.

-
The IMS UE has performed a GBA bootstrap and holds a valid B-TID and Ks.

-
The IMS UE has derived the NAF-key for the KMS it shall use for ticket resolve.

-
The ticket is issued by another KMS, KMS_I, with which KMS_R has a trust relation. Message origin authentication, and integrity and confidentiality protection between KMS_R and KMS_I  is based on NDS/IP [5], see 4.2.4. Confidentiality protection is mandated (over Za) because keys are transported in the clear over Zk.  Confidentiality protection  may be achieved by cryptographic or other means
B.2.3.2
Procedures

The detailed terminating procedures for the case when the initiator has a trust relation with different KMSs are described in the following steps
1-5. 
The steps 1 to 5 are identical to steps 1–5 in clause B.2.2.2.2 with KMS replaced by KMS_R

6. 
KMS_R prepares a new RESOLVE_INIT_PSK message as described in MIKEY-TICKET [14]. If the IDRr payload in the received RESOLV_INIT_PSK message matched a legitimate recipient (step 5) it is reused in the new RESPOLVE_INIT_PSK, otherwise KMS_R inserts a matching KMS UID as IDRr. The TICKET payload is reused.  The message is not integrity protected. 

7
The message is sent to KMS_I over HTTP, as defined in ANNEX A.

NOTE: 
The address of KMS which can resolve the ticket  is included in the Ticket.Policy Payload, subpayload IDRkms, cf. MIKEY-TICKET [14].

8.
KMS_I verifies the message and that it comes from a trusted source (based on the NDS/IP protection).

9.
KMS_I checks the received ticket policy against its policy for the requesting user and initiator and if there is a usage conflict the processing is terminated and an appropriate error message is returned. 

10.
KMS_I generates a RESOLVE_RESP message and sends it as a response over HTTP to KMS_R. The  RESOLVE_RESP message itself  is not protected, i.e. there is no integrity protection and the KEMAC is not enciphered.

11. 
KMS_R receives the RESOLVE_RESP message and checks its integrity and source (based on the NDS/IP protection).

12. 
KMS_R prepares a new protected RESOLVE_RESP reusing the payloads from KMS_I. The KEMAC is  enciphered and the message is integrity protected. KMS_R sends the message to the responder over HTTP according to Annex A 

13-14. The steps 13 and 14 are identical to steps 9 and 10 in clause B.2.2.2.2.
Annex Bx (Normative):
KMS based key management – MIKEY-IBAKE 
************* END OF CHANGES *************
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8. Completion of session setup and bearer setup procedures
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