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	Start of Modified Sections


7.5.2.4
Semi-Autonomous Validation

The purpose of semi-autonomous validation (SAV) is to provide a method whereby the PVE has enough evidence to make policy-based decisions, but with a lower messaging overhead than remote validation, whilst providing a higher level of trust than autonomous validation.

The H(e)NB may perform SAV of the integrity of the H(e)NB. Integrity of all code, components and configuration data inside the H(e)NB are checked in a chain of trust based on the TrE and its RoT.  The integrity checking process compares the component-wise integrity measurements against their corresponding trusted reference values.   The following steps can apply:
1.
In stage 1, the RoT checks if the components of the TrE have achieved a predefined state of secure start-up and if they have been successfully integrity checked, loads them. If stage 1 checks fail then the H(e)NB is blocked from performing further stages of integrity checking, contacting the SeGW, or performing authentication procedures. 
2.
In stage 2, the TrE checks if a pre-defined portion of the rest of the H(e)NB (i.e. components that are pre-defined as part of the secure start-up) have achieved a successful integrity check.   The integrity checked code in this stage consists of e.g. basic OS, basic communications to SeGW and the code which formats SAV reporting messages.

3.
If  stage 2 checks fail then the TrE blocks further stages of integrity checking, contacting the SeGW, or performing authentication procedures. 
4.
If stages 1 and 2 are successful, then stage 3 proceeds, i.e. the remaining H(e)NB components (including e.g. radio access code) are integrity checked.  

5.
If all components of the stage 3 integrity check are successful, the component is loaded and authentication proceeds. The Notify payload field indicates that all stage 3 components have passed the integrity checks.  

6.
If one or more of the stage 3 integrity check components fail, then these components are not loaded. All components which pass the integrity check are loaded. The TrE prepares a list of the functionalities of the H(e)NB that correspond to any of the components that have failed integrity checks, and sends  the list to the SeGW using the Notify payload of IKE_AUTH request. 
NOTE 1: In step 5 or 6 above, the data may be signed by the TrE’s signing key, to provide authenticity and integrity of that data, over and above the overall message protection provided by the IKE security association.
7.  The SeGW authenticates the H(e)NB device using the device certificate. If such authentication is successful, then the SeGW forwards information from the Notify payload to the PVE for a decision on validation. If the PVE decides that the H(e)NB is validated, then the rest of the authentication process, including the authentication of the SeGW, and subsequent establishment of a secure tunnel can proceed.
NOTE 2: The TrE may also put a time-stamp on messages to ensure freshness. An alternative to time-stamping is that after the protocol for network access starts and then a nonce is supplied by the network to be used by the TrE for combining with the aforesaid message. That may also be a feature of binding the device authentication to the validation.
NOTE 3:
stages 1 and 2, as described above, may be combined into a single stage, according to the implementation of the H(e)NB.

NOTE 4:
For interoperability and manageability of the SAV, a standardized list of functions must be specified.

Editor’s note: Compatibility of this requirement with implementation independence and free interface specification for vendor-independent interoperation is FFS.



 

Editor’s note: the required signalling between the PVE (the policy decision point) and the SeGW (the policy enforcement point) is FFS.

The PVE may use the information forwarded from the SeGW to make fine-grained access control decisions such as:
a. 

b. 
c. Grant full network access to the H(e)NB if no functional failures are reported.
d. b. Grant network access to the H(e)NB, with support for some basic functionality, if non critical functional failures are reported.  The PVE can alert an H(e)MS to schedule a remote software update for the corresponding components that may have failed integrity checking.

e. c. Block network access to the H(e)NB if a configuration setting failure has been reported.  The PVE can alert an H(e)MS to schedule a configuration update.

d. Block network access to the H(e)NB if a critical functional failure has been reported.  The PVE can alert an H(e)MS to perform a remote software update for the corresponding components that failed integrity check. 
Editor’s note: (a) through (d) above are intended to provide additional security, compared to autonomous validation. The effectiveness of that is FFS.

NOTE 5:  The operations above are possible in SAV only by sending interpretable information to the PVE.
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