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1. Introduction

This contribution proposes the addition of text to the IKE and TLS certificate specifications in clauses 7.2.5.2 and 8.3.3.1:
· Resolve editor’s notes on definition of HNB unique identity in CT4.

· Align the TLS certificate profile with RFC 2818 on HTTPS.

Note: This contribution assumes that CT4 specifies the “HNB Unique Identity” in TS 23.003 at 3GPP CT4#47, 9th – 13th Nov 2009, Beijing, as there are 3 contributions submitted on this topic (C4-093504, C4-093787, C4-093788).
If no result wrt HNB Unique Identity is received from CT4 in time for SA3 meeting, the editor’s notes wrt TS 23.003 have to stay.
NOTE: This revision of the document reverts the deletion of the editor’s notes wrt HNB Unique Identity, as CT4 postponed this definition. Thus in this new version the existing editor’s notes on HNB Unique Identity are kept, and the proposed normative text referring to TS 23.003 is removed. Only the alignment of the text with RFC 2818 is kept in this contribution.
2. Background

2.1
HNB unique identity

The editor’s notes referring to specification of HNB unique identity in CT4 are replaced by references to TS 23.003.
NOTE: this part is removed, see above.
2.2
HTTPS alignment
The TLS client and server certificate profiles are aligned with RFC 2818 on ” HTTP Over TLS”.

RFC 2818 reads on check of client identities:

3.2.  Client Identity

   Typically, the server has no external knowledge of what the client's identity ought to be and so checks (other than that the client has a certificate chain rooted in an appropriate CA) are not possible. If a server has such knowledge (typically from some source external to HTTP or TLS) it SHOULD check the identity as described above.

Thus check of client identity refers to the preceding section on check of server identity. This reads (in excerpts):

3.1.  Server Identity

............

   If a subjectAltName extension of type dNSName is present, that MUST be used as the identity. Otherwise, the (most specific) Common Name field in the Subject field of the certificate MUST be used. Although the use of the Common Name is existing practice, it is deprecated and Certification Authorities are encouraged to use the dNSName instead.

............

The existing text for server (H(e)MS) certificate takes care of these requirements for subjectAltName in RFC 2818.

For the H(e)NB certificate currently there is no text on subjectAltName in the TS. Based on RFC 2818 and current HTTPS implementations, different HTTPS implementations may use either subjectAltName or Common Name as authenticated identity. Thus both fields should contain the same name, to avoid failures based on implementation variants. Now indirectly the subjectAltName field is specified, as the same H(e)NB certificate should be used for both IKE and TLS, and for IKE the subjectAltName extension is specified to be the FQDN of the H(e)NB (by existing clause 7.2.5.2of TS 33.320 referencing clause 6.1.3 of TS 33.310). In consequence also the common name field of the H(e)NB certificate must contain the same FQDN. Thus this contribution proposes to add the missing subjectAltName field for H(e)NB certificates also.

In addition, the requirement “of type dNSName” is added for both client and server certificates.
3. pCR

The following pCR is against 3GPP TS 33.320 v1.1.1 (2009-10).

**************************** start of first change *******************************

7.2.5.2
Certificate Profile

The H(e)NB and SeGW certificates shall both conform to the requirements set out in clauses 6.1.1 and 6.1.3 of TS 33.310 [7] with the following additions and exceptions:
-
The H(e)NB certificate shall be signed by an entity that is authorized by the operator, e.g. the manufacturer or the vendor.

-
The H(e)NB certificate shall carry the H(e)NB identity in FQDN format in the subjectAltName.  This identity shall be the same as the identity in the IDi payload of the first IKE_AUTH request.

Editor’s Note:  The H(e)NB identity should be specified by CT4 as “HNB unique identity” in a new sub-clause of clause 4 in TS 23.003 [8]. Once this is done, this editor’s note should be replaced by a reference to this new sub-clause.

**************************** start of next change **********************************
8.3.3.1 
TLS entity certificates
The H(e)NB and H(e)MS certificates for use with TLS shall both conform to the requirements set out in clauses 6.1.1 and 6.1.3a of TS 33.310 [7] with the following additions and exceptions:
-
The H(e)NB certificate shall be signed by an entity that is authorized by the operator, e.g. the manufacturer or the vendor.

-
The H(e)NB certificate shall carry the H(e)NB identity in FQDN format in both the subjectAltName extension of type dNSName and in the common name field.

Editor’s Note:  The H(e)NB identity should be specified by CT4 as “HNB unique identity” in a new sub-clause of clause 4 in TS 23.003 [8]. Once this is done, this editor’s note should be replaced by a reference to this new sub-clause.

-
The H(e)MS certificate shall carry the identity of the H(e)MS in FQDN format in both the subjectAltName extension of type dNSName and in the common name field.
NOTE 1: The reason for carrying the identities in the common name field is compatibility.
Editor’s Note:  Once it has been clarified if revocation handling is necessary, the agreed solution must be incorporated also in this subsection.

NOTE 2: In general, it is possible to use a TLS client certificate in accordance with this specification also for IKEv2, if key exchange algorithm and used key length for both TLS and IKEv2 are chosen identically. 

**************************** end of last change **********************************
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