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Abstract of the contribution:

This updated WID is based on the final revised NIMTC WID SP-090658 in SA#45 plenary.  

This contribution is for approval about a new R10 work item for system security aspects of NIMTC.  

To summarize about the reasons:

· The scope of TR33.812 is focused and limited to UICC and non-UICC application (including provision and change subscription). TR studies very general settings and needs for specification further focus on practical aspects. The system security should be considered for M2M.

· SA1’s TS22.368 defines several category specific requirements. M2M security should consider these requirements impacts for optimization and practical deployment.
· SA2 will have a WID for system architecture of M2M optimization in R10. M2M security should consider the real architecture and message flows into account concurrently.

The plan of this WID is first to do a TR800 and then a TS within Release 10 timescale. The main scope of this WID is to study M2M system security optimization based on the real M2M optimized network architecture.

Here attached the updated WID. It is kindly proposed to discuss it and approve it.
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Work Item Description

Title

Network Improvements for Machine-type Communications (NIMTC)
Is this Work Item a "Study Item"? (Yes / No):
No

1

3GPP Work Area

	X
	Radio Access

	X
	Core Network

	X
	Services


2

Linked work items

This work item is a follow-on to the previous study item on Machine-to-Machine communications (M2M).

3

Justification

Excerpt from TR22.868 on Machine-to-Machine communications:

“It appears that there is market potential for M2M beyond the current "premium M2M market segment" i.e. the market segments that are currently using M2M. In particular it is possible to identify potential applications for mass M2M service, e.g. consumer products manufacturers could keep in touch with their products after they are shipped – car manufacturers could serve as an example for that. Another example is in the home environment where remote maintenance of heating and air condition, alarm systems and other applications can also be identified.”

The study on Machine-to-Machine communications in 3GPP, indicated the potential for machine-type communications over  3GPP networks. For these networks to be competitive for mass machine-type applications, it is important to optimise their support for machine-type communications. The current  networks are optimally designed for Human-to-Human communications, but are less optimal for machine-to-machine, machine-to-human, or human-to-machine applications. It is also important to enable network operators to offer machine-type communication services at a low cost level, to match the expectations of mass-market machine-type services and applications.

At the end of Q1 2007, with the approval of TR22.868 at SA#35, a study item into Machine-to-Machine communications was completed. At the time, a list of possible requirements was agreed upon, but no subsequent specification phase was started . For stage 1, this work item is intended to take the results on network improvements from the study item forward into a specification phase.  Stage 2 architecture aspects will be studied based on the stage 1 normative specification.. 
With regard to the identified network improvements for M2M, the impacts on the system security  need to be considered and identified.

SA1’s TS22.368 will be for information in SA#45. TS22.368v100 defines the security requirements:” MTC optimizations shall not degrade security compared to non-MTC communications.”  So M2M system security needs to be studied and reviewed following this guideline. Moreover, SA1 TS22.368 defines common service requirements and category specific service requirements. M2M system security needs to consider these specific requirements as M2M optimizations will be done based on these requirements. 

Furthermore, with the real system architecture working progress of this WID in SA2,  SA3 can study M2M security based on the real system architecture, not just on the logical architecture. And M2M security study also needs to consider SA2’s WID architecture and messages flows impact concurrently.
4

Objective

The goal of this work item is to:

 - provide network operators with lower operational costs when offering machine-type communication services

 - reduce the impact and effort of handling large machine-type communication groups

 - optimize network operations to minimize impact on device battery power usage

 - stimulate new machine-type communication applications by enabling operators to offer services tailored to machine-type communication requirements

The M2M study item resulted in a list of possible requirements. The stage 1 objectives of this work item include:

 - identify and specify general requirements for machine-type communications

 - identify service aspects where network improvements (compared to the current H2H oriented services) are needed to cater for the specific nature of machine-type communications

 - specify machine-type communication requirements for these service aspects where network improvements are needed for machine-type communication 
M2M communications has many aspects, not all of which can be handled in a single WID. This WID therefore has the following focus:
- only machine-type communication via mobile networks is considered, machine-type communication solutions via wireless sensor networks and/or fixed communication networks are not included,

- the work item will specify a machine-type data communication service, it will not specify particular M2M applications

 - only improvements on the radio and network side are considered, machine-type communication aspects of (x)SIMs and/or new models for the management of (x)SIM are out of scope of this WID. M2M ME are covered in TR33.812 of SA3. 
Based on requirements documented in the stage 1 specification, stage 2 will address system architecture impacts to support machine-type communication scenarios and applications.

Reuse of existing 3GPP functions (e.g. session initiation and control) for machine-type data communication service should be investigated and leveraged if feasible.

5

Service Aspects

Machine-type communication is seen as a form of data communication which involves one or more entities that do not necessarily need human interaction. A service optimised for machine-type communications is likely to differ from a service optimised for human-to-human communications.

There are many different applications which may make use of machine-type data communication. However, specification of these applications themselves is outside the scope of this WID.

6

MMI-Aspects

None. MMI aspects may be relevant to the machine-type applications involved, but the applications themselves are out of scope of this WID.

7

Charging Aspects

Improvements of CDR generation may be addressed. For some machine-type applications, there is a significant overhead of CDR generation wrt the actual payload of user data.  
8

Security Aspects

Some categories of machine-type communications and applications may have specific security requirements.
The following items shall be included for the security aspects:

· To identify and optimize the radio side security of M2M for core and access networks in scope.
· To identify and specify any necessary deltas on theauthentication and key agreement of M2M for core and access networks in scope.
· 
· To 
· optimize the application layer security. 

· To identify and specify the security optimization based on SA1’s common requirements and category specific service requirements

· The WID may include the optimization of impacts based on SA2’s architecture and message flows of  M2M
9
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	
	X
	

	No
	
	
	
	
	

	Don't know
	X
	X
	X
	
	X
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Expected Output and Time scale (to be updated at each plenary) 

	New specifications
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TS22.368
	Service requirements for machine-type communications
	SA1
	
	SA#45
	SA#47
	

	TR23.888
	Architectural Enhancements for machine-type communications
	SA2
	
	SA#47
	SA#48
	

	TR33.8xx
	M2M system security aspects
	SA3
	
	SA#47
	SA#48
	

	
	
	
	
	
	
	

	Affected existing specifications
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	TBD 
	
	
	
	Depends on the outcome of the Stage 2 TR 
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Work item Rapporteur(s)

SA1: Toon Norp (KPN), (toon.norp AT tno.nl)

SA2: Erik Guttman erik.guttman@partner.samsung.com
SA3: Lydia Xu, Huawei, xuyixian@huawei.com
Judy Zhu, China Mobile, zhuhongru@chinamobile.com
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Work item leadership

3GPP TSG SA WG1
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Supporting Companies

KPN, Airbiquity, China Mobile, Inter Digital, Nortel Networks, SK Telecom, Telecom Italia, ZTE, Verizon Wireless, Alcatel-Lucent, Samsung, AT&T, Motorola, Cisco, Qualcomm Europe, Panasonic, Orange, Sierra Wireless, Vodafone, Ericsson, ST-Ericsson, Nokia Siemens Networks, Huawei, NTT DOCOMO, LG Electronics, Starent Networks, CATT, CATR, Juniper Networks, TeliaSonera, Fujitsu, NEC, TOSHIBA
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Classification of the WI (if known)

	
	Study Item (no further information required)

	X
	Feature (go to 14a)

	
	Building Block (go to 14b)

	
	Work Task (go to 14c)


14a
The WI is a Feature: List of building blocks under this feature

(list of Work Items identified as building blocks)

14b
The WI is a Building Block: parent Feature 

(one Work Item identified as a feature)

14c
The WI is a Work Task: parent Building Block

(one Work Item identified as a building block)

form change history:

v1.12.1: removes revision marks following approval at SP-29
v1.12.0: includes provision for Study Items (SP-29)

v1.11.0: includes those changes from v1.8.0 agreed at SP-25.


v1.10.0: full circle

v1.9.0: a clean sheet

v1.8.0: includes comments from SA#24 

v1.7.0: includes comments from RAN, CN and T #24; also includes “early implementation” data

v1.6.0: includes comments made during review period prior to TSGs#24

v1.5.0: includes comments made at TSGs#23 (Phoenix)

v1.4.0: offered to SA#23 for approval

v1.3.0: offered to CN#23, RAN#23 and T#23 for comments

DRAFT4 v1.3.0: 2004-03-09: Incorporation of comments from Leaders list

DRAFT3 v1.3.0: 2004-02-19: Incorporation of comments from MCC members

DRAFT2 v1.3.0: 2004-01-29: Complete redraft:

v1.2.0: 2002-07-04: "USIM" box changed to "UICC apps"

2003-05-28: spelling of “rapporteur” corrected

2002-07-04: "USIM" box changed to "UICC apps"

