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Abstract of the contribution:This contribution discusses a possible solution to the issue of not a UE and MME not agreeing on the PLMN ID when an EPS AKA is run. 
SA3 has received various LSs relating to the issue of a UE not being aware of the PLMN it is attached to when it receives an AKA challenge. The problem is that while the authentication will appear to succeed to both the UE and MME, the authentication will have resulted in the UE and MME having different KASMEs. A subsequent NAS SMC procedures to take this partial security context into use will fail.This problem is restricted to after handover between PLMNs for both the inter-E-UTRAN case and the inter-RAT case (in the case of idle mode mobility the UE explicitly selects the PLMN). 

A simple solution to this problem is to include the PLMN ID in the Authentication Request for the cases that the UE considers itself or may consider itself to be attached to a different PLMN. The MME would be aware of when it needs to include the PLMN ID in the Authentication Request as in all cases it will either receive the identities the UE holds or it will know the GUTI that it has assigned to the UE. The three cases that could be a problem are intra-E-UTRAN handovers, inter-RAT handovers with ISR off and inter-RAT handovers with ISR on.

Intra-E-UTRAN handovers: In this case the MME know the GUTI that is assigned to the UE. This is because the  MME either assigned the GUTI or was informed of the UE’s GUTI in the TAU Request after a change of MME. Hence the MME knows whethere it needs to include the PLMN ID in the Authentication Request message. 

Inter-RAT handover with ISR off: In this case there will be a TAU Request, the UE will inform the MME of any identities that the UE holds. This enables the MME to decide whether the PLMN ID needs to be included. 
Inter-RAT handover with ISR on: If there is a TAU Request (due to change of Tracking Area), then the new MME is informed of the UE’s identities as above. If there no TAU Request then the MME knows the UE’s GUTI as it assigned it. In both cases the MME can decide whether it needs to include the PLMN ID.

Adding the PLMN ID is a good solution to this problem as it targets the exact message that is causing the problem and hence does not require other changes of behaviour.    

It is proposed that SA3 endorse the solution of including the PLMN ID when needed in the Authentication Request as a possible method of solving the problems raised in the LSs and include it in the reply to the various groups. 

