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Abstract of the contribution:This contibution raises a security issue with the alternative 4 Relay architecture. It is proposed to send an LS to RAN2 and RAN3 to make them aware if this issue.  
Introduction
SA3 have received an LS (S3-091924) from RAN2 providing answers to the questions that SA3 asked about their work on Relays. In particular, this LS includes a version of the the Relay TR. A later version is available in R3-093096.This contribution considers the security of alternative 4 and in particular the protection of user related keys in that alternative. A security issue is found with this alternative and it is proposed to inform RAN2 and RAN3 of this issue. 

Discussion 
The basic architecture of alternative 4 is given below (taken directly from R3-093096):
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Figure 1. Overview Architecture
In order to complete the security architecture for Alternative 4, we note that the RN is treated like a UE towards it own MME, which is missing from the above picture, as noted in the LS and by the clause 4.5.3.4 on RN startup in the TR. Also note that the UE’s S1 signalling is carried in RRC signalling from the Donor-eNB to the RN as decribed in clause 4.3.3 of the TR. The overall security architecture for alternative 4 is given below. 
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Figure 2. Alternative 4 security 

This means that for communication with the User-UE’s MME, IPSec is not extended to the Relay node, but instead terminates at the DeNB. As a result, IPSec cannot be used between the User-UE’s MME and the Relay node. In effect thsi means that the keys derived from the AKA run with the USIM in the Relay are being used to protect the UE’s S1 signalling. This is in contrast to ordinary eNBs (and similarly with HeNBs and Relay Alternatives 1-3), where IPsec can be used to protect this signalling. 
This means that in order to get access to a UE’s keys, all an attacker needs to do is get access to the USIM in the Relay and insert it into their own Rogue Relay as shown in the below figure.
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Figure 5. Alternative 4 security risk

If IPsec was used to protect the S1 signalling to the Relay, then the operator could detect such a switch of Relays. This is a serious security concern with Alternative 4 and it is proposed to send an LS to RAN2 and RAN3 to make them aware of this security concern.  
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