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*** BEGIN CHANGES ***
1
Scope

The Technical Specification covers the security procedures of the Multimedia Broadcast/Multicast Service (MBMS) for 3GPP systems (UTRAN, GERAN and E-UTRAN). MBMS is a 3GPP system network bearer service over which many different applications could be carried. The actual method of protection may vary depending on the type of MBMS application.
2
References

The following documents contain provisions, which, through reference in this text, constitute provisions of the present document.

References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.146: "Multimedia Broadcast/Multicast Service; Stage 1".

[3]
3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and Functional Description".

[4]
3GPP TS 33.102: "3G Security; Security Architecture".

[5]
3GPP TS 22.246: "MBMS User Services".

[6]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture".

[7]
3GPP TS 31.102: "Characteristics of the USIM application".

[8]
IETF RFC 2617 "HTTP Digest Authentication".

[9]
IETF RFC 3830 "MIKEY: Multimedia Internet KEYing"

[10]
IETF RFC 1982 "Serial Number Arithmetic".

[11]
IETF RFC 3711 "Secure Real-time Transport Protocol".

[12]
3GPP TS 43.020: "Security related network functions".

[13]
3GPP TS 26.346: "Multimedia Broadcast/Multicast Service; Protocols and Codecs".

[14]
3GPP TS 33.210: "Network domain security; IP network layer security".

[15]
OMA-DRM-DCF-v2_0: "OMA DRM Content Format", www.openmobilealliance.org
[16]
IETF RFC 4563 "The Key ID Information Type for the General Extension Payload in Multimedia Internet KEYing (MIKEY) "

[17]
Port numbers at IANA, http://www.iana.org/assignments/port-numbers.

[18]
3GPP TS 24.109: "3rd Generation Partnership Project; Technical Specification Group Core Network; Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details".

[19]
IETF RFC 2616 " Hypertext Transfer Protocol -- HTTP/1.1".

[20]
3GPP TS 29.109: "3rd Generation Partnership Project; Technical Specification Group Core Network; Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the Diameter protocol; Stage 3".

[21]
IETF RFC 3629 "UTF-8, a transformation format of ISO 10646".

[22]
IETF RFC 4771 "Integrity Transform Carrying Roll-Over Counter for the Secure Real-time Transport Protocol (SRTP)".

[23]
3GPP TS 23.107: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Quality of Service (QoS) concept and architecture".

[24]
OMA DRM v2.0 Extensions for Broadcast Support, Candidate Version 1.0 – 29 May 2007” 
(OMA-TS-DRM_XBS-V1_0-20070529-C).

[25]
IETF RFC 3376 "Internet Group Management Protocol, Version 3".
[26]
IETF RFC 3810 "Multicast Listener Discovery Version 2 (MLDv2) for IPv6".
[27]
3GPP TS 25.434, "UTRAN Iub Interface Data Transport and Transport Signalling for Common Transport Channel Data Streams".

[28]
IETF RFC 4303: "IP Encapsulating Security Payload (ESP)".

[27]
3GPP TS 26.237: "IP Multimedia Subsystem (IMS) based Packet Switch Streaming (PSS) and Multimedia Broadcast/Multicast Service (MBMS) User Service; Protocols".
[x1]
3GPP TS 22.203: " Policy and charging control architecture".
*** NEXT CHANGE ***
4.1.1
General

MBMS introduces the concept of a point-to-multipoint service into a 3GPP system. A requirement of a MBMS User Service is to be able to securely transmit data to a given set of users. In order to achieve this, there needs to be a method of authentication, key distribution and data protection for a MBMS User Service.
This means that MBMS security is specified to protect MBMS User Services, and it is independent on whether multicast or broadcast mode is used.  
NOTE:
There are two cases when multicast and broadcast mode are handled differently: usage of Membership function in authorization (see e.g. clause 4.1.1) and authorization of user related MBMS bearers (see e.g. clause 6.2.2) are only defined for multicast mode. MBMS in EPS supports only broadcast mode and functionality related to multicast mode does not apply to EPS.
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Figure 4.1: MBMS security architecture

Figure 4.1 gives an overview of the network elements involved in MBMS from a security perspective. Nearly all the security functionality for MBMS, except for the normal network bearer security, resides in either the BM-SC or the UE. The BSF is a part of GBA (TS 33.220 [6]). The UE and the BM-SC use GBA to establish shared keys that are used to protect the point-to-point communication between the UE and the BM-SC.

The BM-SC is a source for MBMS data. It could also be responsible for scheduling data and receiving data from third parties (this is beyond the scope of the standardisation work) for transmission. The BM-SC is responsible for establishing shared secrets with the UE using GBA, authenticating the UE with HTTP digest authentication mechanism, registering and de-registering UEs for MBMS User Services, generating and distributing the keys necessary for MBMS security to the UEs with MIKEY protocol and for applying the appropriate protection to data that is transmitted as part of a MBMS User Service. The BM-SC also provides the MBMS bearer authorisation for UEs attempting to establish MBMS bearer.

The BM-SC also verifies whether a user is authorized to register and receive keys for a MBMS User Service. For MBMS Multicast Mode this authorization is done with the help of Membership function in the BM-SC. For MBMS Broadcast Mode this authorization is done without the help of Membership function because the Membership function is only defined in the context of MBMS Multicast Mode in TS 23.246 [3].

The UE is responsible for establishing shared secrets with the BM-SC using GBA, registering to and de-registering from MBMS User Services, requesting and receiving keys for the MBMS User Service from the BM-SC and also using those keys to decrypt the MBMS data that is received.

MBMS imposes the following requirements on the MBMS capable elements:

-
a UICC that contains MBMS key management functions shall implement GBA_U;

-
a ME that supports MBMS shall implement GBA_U and GBA_ME, and shall be capable of utilising the MBMS key management functions on the UICC as well as providing MBMS key management functions itself;

-
a BM-SC shall support using both GBA_ME and GBA_U keys to enable both ME based and UICC based MBMS key management, respectively.

*** NEXT CHANGE ***
6.2.2

Authentication and authorisation in MBMS bearer establishment

As defined in TS 23.246 [x] MBMS bearer establishment applies only to multicast mode. The authentication of the UE during MBMS bearer establishment relies on the authenticated point-to-point connection with the network , which was set up using network security described in TS 33.102 [4] or TS 43.020 [12]. Authorisation for the MBMS bearer establishment happens by the network making an authorisation request to the BM-SC to ensure that the UE is allowed to establish the MBMS bearer(s) corresponding to an MBMS User Service (see TS 23.246 [3] for the details). As MBMS bearer establishment authorisation lies outside the control of the MBMS bearer network (i.e. it is controlled by the BM-SC), there is an additional procedure to remove the MBMS bearer(s) related to a UE that is no longer authorised to access an MBMS User Service.
NOTE:
MBMS in EPS supports only broadcast mode and functionality described in this clause applies only to multicast mode. 
*** NEXT CHANGE ***
6.3.1
General

In order to protect an MBMS User Service, it is necessary to deliver both MSKs and MTKs from the BM-SC to the UE.

MSK procedures are further divided to MSK request procedures, described in clause 6.3.2.2, and MSK delivery procedure, described in clause 6.3.2.3. MSK procedures use a point-to-point bearer. MSK procedures are similar for both streaming and download services.

MBMS key management messages shall use a non-real time PDP context of QoS class "background" or "interactive" as defined by TS 23.107 [23] or PDN connection with similar QoS properties as defined TS 23.203 [x1].

NOTE:
E.g. in UTRAN the PS radio resources for a PDP context of QoS class "background" and "interactive" can be released and re-established on request of the network, while the IP address remains assigned to the PDP context. If the radio resources were released and the BM-SC wants to deliver an MSK (see clause 6.3.2.3) the network will page the UE.

The BM-SC shall store the IP-address which was assigned for the PDP context for further key management usage. The BM-SC receives the IP address of the UE from the source IP address field of the MBMS User Service Registration message. It shall be ensured by the network that the original source UE IP address is visible to the BM-SC. 

The operator may configure the BM-SC to refrain from pushing the MSK update message to the UE and let the UE request for the MSK. This may be needed in some download services where the UE fetches the MSK after receiving encrypted download object. In this case the back-off mode as described in clause 6.3.2.2.1 shall be used if present within the Service Announcement.

MTK delivery procedures use the same bearer as the MBMS User Service. MTK delivery procedures are different for streaming and download services and they are described in clause 6.3.3.

The details of the HTTP procedures and HTTP error situations are specified in Annex G. An example of detailed MSK request procedure is described in Annex H. The XML schemas of the HTTP payloads are specified in TS 26.346 [13].

*** NEXT CHANGE ***
C.2
Requirements on MBMS Transport Service signalling protection

R3a:
It shall be possible to protect against unauthorized modification, insertion, replay or deletion of MBMS transport service signalling on the Gmb reference point.

NOTE 1:
This requirement may be fulfilled by physical or proprietary security measures if the Gmb protocol endpoints (i.e. GGSN, Gmb-Proxy and BM-SC) are located within the same security domain of the operator’s network. Otherwise the security mechanisms as specified within TS 33.210 [14] shall be applied.

R3b:
Unauthorized modification, insertion, replay or deletion of all MBMS Transport Service signalling, on the RAN shall be prevented when the RAN selects a point-to-multipoint (ptm) link for the distribution of MBMS data to the UE.

NOTE 2:
UTRAN/E-UTRAN bearer signalling integrity protection will not be provided for point to multipoint MBMS signalling and GERAN has no bearer signalling integrity protection, even for point to point signalling.

C.3
Requirements on Privacy

R4a:
The User identity should not be exposed to the content provider or linked to the content in the case the Content Provider is located outside the 3GPP operator's network.

R4b:
MBMS identity and control information shall not be exposed when the RAN selects a point-to-multipoint link for the distribution of MBMS data to the UE.

NOTE:
UTRAN, E-UTRAN and GERAN bearer confidentiality protection will be not be provided for point to multipoint MBMS sessions.

*** END OF CHANGES ***
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