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1
Introduction
This contribution contains 

· Removal of editor's note on possible revisions due to Otway-Rees functionality.
· Resolution of editor’s note: More details are needed on the solution where UE A creates the ticket by itself. Explanation inserted

· A new clause on session update procedures (valid for both SDES and KMS).
in clause 7 in  the TS.

2
Proposal

We propose to agree the following changes to TS 33.328 v1.1.0 (all marked using MS-Word revision marks in the following):
*****  Start of first change  *****
2
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**********************START OF CHANGE***************************
6.2.3.1
General

The key management mechanisms are defined by MIKEY-TICKET [14] and the profiling of tickets and procedures as given in this specification. Annex D specifies the default implementation of KMS based IMS media plane security and use of GBA for user authentication and establishment of a shared key between KMS and IMS UE.

MIKEY-TICKET [14] contains up to three message exchanges. The first exchange is called Ticket Request and is between the initiating user and the KMS. The second exchange is called Ticket Transfer and is between initiating and terminating users. The third exchange is called Ticket Resolve and is between the terminating user and the KMS. The exchanges and the messages in the exchanges are illustrated in Figure 3. In MIKEY-TICKET [14] the three parties involved in the message exchanges are called Initiator, KMS and Responder, respectively. 

Depending on the KMS policy, some message exchanges may be omitted. For example, if the KMS policy indicates that the initiator generates the ticket without the assistance with KMS (MIKEY-TICKET mode 3, cf. [14], the Ticket Request message exchange, i.e. the REQUEST_INIT and REQUEST_RESP messages will be omitted. 
Editor's Note: MIKEY-TICKET is a new MIKEY mode of operation extending the functionality of MIKEY to also cover ticket based key management. The work writing the AD sponsored draft is ongoing and a preliminary version can be found in [14]. 
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Figure 3: MIKEY-TICKET message exchanges
**********************END OF CHANGE***************************
*****  Start of second change  *****
7.2.3
UE originating procedures for e2e using KMS

Figure 6 shows the originating call set-up procedures for real-time traffic using KMS based security.

NOTE:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.   
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Figure 6: Originating call flow for end-to-end case 

The IMS UE performs an IMS originating session set-up according to 3GPP TS 23.228 [3], with modifications as described in the following. If the IMS UE prefers e2e-security for this session to be established using KMS for key management, then the IMS UE shall proceed as described in this clause. The IMS UE may learn of a preference for e2e-security for a particular session using a particular key management protocol by explicit user action via the user interface or by the security policy implemented on the IMS UE. KMS interactions are described in clause 6.2.3.1. Details of the KMS based key management are given in Annex B.

Editor’s Note: If the UE provides an indication about support of e2e KMS during UE registration, then it is for CT1 to determine whether e2e KMS indications need to be provided during session establishment.
The procedure in the above figure is now described step-by-step.

1.
Depending on KMS and local policy, the IMS UE A will either interact with the KMS to obtain keys and a MIKEY-TICKET Ticket usable for IMS UE B, or it will creates the ticket by itself.  In the latter case, MIKEY-TICKET [14] mode 3 is used, and IMS UE A will then perform all key and ticket generation functions otherwise performed by the KMS.The ticket is protected with a key, e.g. a NAF-key that the IMS UE shares with the KMS. 

2.
IMS UE A sends an SDP offer for an SRTP stream containing a MIKEY-TICKET offer for IMS UE B to the P-CSCF. 

3.
The P-CSCF forwards the SDP offer towards the S-CSCF.

4.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP offer to the terminating network. 

5.
The S-CSCF receives the SDP answer from the terminating network containing a MIKEY-TICKET response. 

6.
The S-CSCF forwards the SDP answer to the P-CSCF. 

7.
The P-CSCF forwards the SDP answer to IMS UE A. After receiving this message the IMS UE A completes the media security setup.

8.
When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between IMS UE A and IMS UE B. IMS UE A protects media plane traffic to and from IMS UE B using keys established using MIKEY-TICKET. 
*****  Start of third change  *****
7.3.3
UE terminating procedures for e2e using KMS 


Figure 9 shows the terminating call set-up procedures for real-time traffic using KMS based security. 

NOTE:
The procedures shown in the figure apply to users located in their home service area. The same concepts apply to roaming users.  
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Figure 9: Terminating call flow for end-to-end case 

An IMS terminating session set-up according to 3GPP TS 23.228 [3] is performed, with modifications as described in the following. KMS interactions are described in clause 6.2.3.1. Details of the KMS based key management are given in Annex B.

Editor’s Note: If the UE provides an indication about support of e2e KMS during UE registration, then it is for CT1 to determine whether e2e KMS indications need to be provided during session establishment. 
The procedure in the above figure is now described step-by-step.

1.
The S-CSCF in the terminating network receives an SDP offer for an SRTP stream containing a MIKEY-TICKET offer.

2.
The S-CSCF performs the required procedures according to TS 23.228 [3] and forwards the SDP offer for an SRTP stream to the P-CSCF. 
3.
The P-CSCF forwards the SDP offer for an SRTP stream to IMS UE B. 
4.
IMS UE B interacts with the KMS to resolve the ticket and receive keys.
5.
UE B replies with an SDP answer for an SRTP stream, including a MIKEY-TICKET response. 

6.
The P-CSCF forwards the SDP answer to the S-CSCF.
7.
The S-CSCF forwards the SDP answer towards the originating network.
8.
 When the full session setup has been completed, and media can be sent, the protected media plane traffic is sent between IMS UE A and IMS UE B. IMS UE B protects media plane traffic to and from IMS UE A using keys established using MIKEY-TICKET.
*****  Start of fourth change  *****
7.4
Session update procedures

When session update is performed, and there is a need for updating the media security context (e.g., re-keying), new security context shall be included. If the media security context does not need to be updated (e.g., the session update is due to media on hold), the previously sent security context shall be included in accordance to the offer answer procedures (see also TS 24.229 [x3]).This means in particular that when an unchanged security context is received there shall be no re-initialization of the  media plane protection. 
Media security context update is not used with e2ae security.
*****  End of changes  *****
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8. Completion of session setup and bearer setup procedures
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