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1 Summary

This input contributes to the work on backhaul security establishment. We discuss the need for provisioning of certain parameters on site during initial deployment of macro base stations and how this provisioning can be made in a secure and convenient way. Drawing upon our earlier input S3-091716/17, we also discuss the benefits and drawbacks of using the on-site provisioning channel also for various other parameters.
2 Introduction
In the discussions around bootstrapping of backhaul security for eNB many contributors have stressed the importance of not having to configure any parameters at all, and in particular security related parameters, on site. Arguments include the qualifications and trustworthiness of personnel, cost of necessary equipment as well as additional operational expenses.
However, these discussions have somewhat overshadowed the fact that certain parameters in many cases have to be entered on site. For this to be possible, some kind of provisioning device is necessary. 

Given the existence of a provisioning device, we would like to focus the discussion in a new direction that addresses what shall, should, may, and shall not be provisioned using the device, and what security measures that need to be taken. 

3 Configurations necessary to make on-site
We here list a number of parameters, the provisioning of which is difficult to automate. This list applies to macro base stations and to some extent also pico base stations, but not necessarily to femto base stations, which does not require the same configuration data and late binding as macro and possibly pico (see S3-091716).
1. Logical identifier. As it should not be necessary to configure an eNB for a particular site before on-site installation (see S3-091326) binding of equipment to logical site must be made during deployment, that is, the eNB must be told which configuration to download (see S3-091716).

2. VLAN tag. In many deployments installation specific VLAN tags have to be configured in the equipment IP interfaces before any network connectivity is possible.

3. What IP version (4 or 6) to use in a mixed environment, where operator policy for IP address assignment differs from standard how to act in mixed environment of a particular site. E.g. nodes may use IPv6 as default and fall back to IPv4. However, in some cases you might not want to activate IPv6 even if it is available in the network so some manual way of choosing IP version is needed.
4. Policies for how a node will behave during integration. For example: 
a) In the event that 3GPP makes network authentication optional, an operator that wants to implement network authentication must in a secure way to convey this security policy to the eNB before the node is included in the network without authenticating the network, to avoid the type of temporary hijacking attacks described in S3-092058.

b) If it is optional to establish an initial IPsec between eNB and the operator’s network before CMPv2 enrolment, then an operator that wants to implement initial IPsec must set that policy in the eNB before the eNB contacts the network, and, potentially, also provision or indicate credentials to use for initial IPsec establishment. 
In addition to these potentially site specific parameters, there are other operator specific parameters that needs to be provisioned including operator Enrolment Credential, operator Trust Anchor and CA/RA address, and these are from a deployment point of view also feasible to provision on site (see S3-091716/17). We assume for the remainder of this document that the provisioning mechanisms required to provision the former parameters on site are re-used, so that all operator and site specific configuration parameters are provisioned in the same way.
Obviously, to provision on site requires a device to be attached to the eNB. Many different implementations of provisioning devices have been discussed in this context, such as laptop computer, mobile phone, USB stick, smart card and bar code reader.
4 Security concerns related to provisioning devices

The use of a provisioning device necessitates that some access to the eNB is given to the provisioning device. However, any provisioning device should be allowed a very limited set of access rights (i.e. related to minimal access using operations allowed for auto-installation only).  A concern here is that installation is often done by a contracted third party. In general site engineers may be regarded trustworthy. However, it could still be possible that a site engineer might use the provided access to eNB for unauthorized or malicious activities. The provisioning device might also be stolen or authentication secrets disclosed by the site engineer in a way that enables a malicious third party to access the eNB and/or other network resources, e.g. by using the data with an unauthorized laptop masquerading as a provisioning device.
It should be noted that even in the absence of a provisioning device the site engineer must still be provided with access to the site and its equipment, which, if there is malicious intent, is a major risk in itself that cannot be mitigated by not requiring a provisioning device. 
The main security concerns are thus that the site engineer misuses or manipulates the data mediated with the help of the provisioning device, or that the interface exposed by the eNB to the provisioning device is used as an entry point for an attack.
5 Security mechanisms for protecting configuration data 

To protect configuration data mediated via a provisioning device from manipulation, the data must be integrity protected. This also enables protection against attempted attack over the exposed interface in the eNB. Configuration data may also be protected to ensure that any disclosed data cannot be misused outside the eNB. This could for example be achieved with confidentiality protection. We argue in the following that it is feasible to protect configuration data in a provisioning device against manipulation or misuse, with the help of vendor pre-provisioned security data.
5.1 Integrity protection of configuration data 
We assume that the vendor of the eNB provides a built-in trust anchor in the eNB belonging to a PKI operated by the vendor, and that the configuration data is provisioned with a provisioning device.  It should be noted that the configuration data may include e.g. the operator trust anchor. 
One possible way to integrity protect the operator provided configuration data would be to use the vendor PKI to sign the configuration data. 

In order to integrity protect the configuration data mediated by a provisioning device based on the built-in vendor trust anchor, the eNB must verify a signature which is linked to a Certificate Authority that is a part of the vendor PKI. There are various options to enable this:
1. The vendor offers an online service for signing of the operator provided configuration data. Adequate authentication and authorisation of requesting operator is required.
2. The vendor can delegate to the operator or other third party the right to sign configuration data for the purchased eNBs. 
a) This can be performed with an enrolment service provided by the vendor whereby the operator enrols a delegate certificate for its own generated public key.

b) Alternatively, a pre-enrolled delegate public key certificate and corresponding private key is distributed from the vendor to the operator. The public/private key pair may in this case be generated by the vendor. This solution requires a confidential channel between vendor and operator to be used before enrolment.
In order to prevent that configuration data signed by one operator could be used in the network of some other operator which uses equipment from the same vendor there would need to be a mechanism for constraining the validity of signed configuration data.
E.g. some identifier(s) could be included in the signed data/assertion to tie a range of eNBs to a specific operator, to avoid the issue with cross-certification discussed in S3-091771. The individual serial number and/or batch identifier of the eNB could be used by the eNB in validation of the signed assertion/data.  
After having loaded configuration data on site, the authenticity of the configuration file is verified by the eNB using the built-in manufacturer/vendor trust anchor.

This mechanism could be easily extended to allow also data which is downloaded to the eNB over the network to be authenticated, for instance a list of trust anchors that can be used to bootstrap mutual authentication. 

5.2 Protection from misuse of provisioned configuration data 

This clause describes how misuse of configuration data could be mitigated. The configuration data provisioned to the eNB can include e.g. operator provided enrolment credentials and trust anchors for mutual authentication for CMPv2 enrolment. The operator provided security data could be tied to vendor PKI using the mechanisms described in clause 5.1.
We provide two examples, both assuming that the vendor securely provisions a private/public key pair to the eNB during manufacturing.

5.2.3 Combined authentication

To protect security data mediated by a provisioning device from misuse, e.g. to avoid that the operator provided enrolment credentials could be used by an unauthorized device, one option is to require that authentication messages from the eNB using these enrolment credentials (downloaded with configuration data) have to be co-signed with, or used in combination with, the vendor provided credentials. Some eNB related identifiers (similar as in clause 5.1) would be needed to tie an eNB to an operator. 
By requiring the enrolment request to include a combined authentication of vendor (using above assumed vendor credential) and operator (using provisioned operator enrolment credential), an operator provisioned eNB credential can in principle go in plaintext during provisioning, provided it is not possible to use without the private key of the eNB.
The combined authentication may be carried out with combinations of credentials, e.g. double signatures, or in a two step process: E.g. a first authentication to a core network SEG using a vendor credential and setup IPsec with integrity protection, followed by authenticated CMPv2 enrolment through the IPsec tunnel using an enrolment credential provided by the operator and mediated with the provisioning device. The details are left for further study.
5.2.4 Encryption of configuration data

Alternatively, misuse of authentication credentials supplied in a locally input configuration file is prevented by encrypting the data. In principle the same procedure as above can be mimicked: vendor of the eNB provides a built-in private key and provides the operator with a certificate of the corresponding public key. The operator may in this case encrypt selected parts of the configuration data, including operator provided credentials, to protect the data from misuse. Since only the eNB containing the private key can decrypt the configuration data, the subsequent use of secret data is bound to the eNB, and can be used to both authenticate the eNB as coming from the legitimate vendor as well as being one provisioned for the operator’s network. 
Note that to achieve late binding, the encrypted configuration data may not be dedicated for a specific physical eNB: With eNB unique encryption key, configuration data needs to be encrypted for the target eNB. But by late binding it should not be necessary to know beforehand which eNB goes to what site. Moreover, the configuration data needs to be encrypted before stored on a provisioning device. There are a number of options, here are two examples

a) One option is to encrypt all configuration data for all eNBs. However, this is a waste since only one of the encrypted versions of a given configuration data is used.

b) An alternative is to use the same private key for all eNBs in a batch of eNBs. 
The methods of section 5.2.1 and 5.2.2 can be used together: Encryption of configuration data can be used together with combined authentication, e.g. by providing two private keys during manufacture.
6 Discussion and conclusions
We argue in another input (S3-092058) that the eNB shall authenticate and authorize the network. In order  for eNB to authenticate and authorize the particular network, operator trust anchors should be provisioned to the eNB. Only legitimate operators shall be allowed to configure the trust anchors. Hence, the eNB must be able to verify that it is provisioned by its legitimate operator and the provisioning transaction needs to be integrity protected. We describe in this input that this can be achieved by using a pre-provsioned vendor trust anchor and vendor assisted provisioning or delegated provisioning.

While it is already agreed that the eNB should be authenticated and authorized by the network, we argue in this input that this process should be controlled by the operator and at least partially based on operator enrolment credentials. 
The sole use of vendor pre-provisioned credentials is poor choice for bootstrapping security in the transport network. The quality and relative security of the resulting credentials cannot be considered to be better than that of the enrolment credentials. That is to say, the quality and the amount of trust possible to put into the operational authentication credentials is equivalent to the quality and trust of a third party credentials. These credentials only attest to the fact “I am manufactured by vendor X”, first hand overview of the generation and handling of the credentials is not possible, and credentials sets exists in hundred of thousands equipments that despite efforts to provide a secure environment might not resist a resourceful attempt to extract them. Hence, operator credentials should be involved in eNB authentication.
Operator enrolment credentials should not be provisioned during manufacturing because it increases the cost for both vendor and operator. Operator enrolment credentials should be provisioned during deployment. The credentials can be protected from manipulation using the same mechanism as is described above. The credential can be protected from misuse either by means of confidentiality protection during provisioning, or by requiring additional credential to be used for authentication. Either of these security features can be implemented with a pre-provisioned vendor private/public key pair.

In a previous contribution, S3-091716, we have shown that local provisioning on site of logical identifier, enrolment credential, RA address, and trust anchors is a viable option for all varieties of eNB. We argue in this contribution that provisioning on site is necessary, at least for macro base stations, and that the raised concerns with provisioning operator security data on a provisioning device can be mitigated using vendor trust anchor and keys pre-provisioned in factory.  The provisioning device can be safely used to provision security data including trust anchors, delegation certificates, and enrolment credentials .
To summarise, we have shown that vendor PKI could be used to securely enable establishment of operator credentials for CMPv2 enrolment authentication.  A provisioning device for certain parameters is in most cases needed at initial deployment of at least macro eNB, and gives an easy and straight forward mechanism for achieving late binding. It can also significantly increase the quality of enrolled credentials by introducing an operator specific, operator controlled, authentication component into the enrolment process. The provisioning device may used to convey or set arbitrary parameters as required by the implementation, including security related parameters. We have also shown that the security concerns over the provisioning of security sensitive data using a local device can be mitigated.


7 Proposal 

We propose that the following shall be agreed in the context of backhaul security:

Mechanisms described in clause 5 are taken into account as a means to provide configuration data to eNB, e.g. authentication credentials for CMPv2 enrolment.
Configuration data provisioned at site, e.g. with a provisioning device, shall be integrity protected and verified by the eNB.

Operator security data that is used to authenticate the eNB and provisioned with a provisioning device, shall not be possible to use for masquerading as an eNB. The security data should either be encrypted for the eNB or only used in combination with vendor provided security data.
