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1
Introduction
There are has been discussions in SA3 on which keys can be used by which type of GPL protocol entity.
This paper explains which combinations are possible and argues that some of them are not secure and should hence not be allowed.

Since it seems to be a bit unclear if the GPL processing is done by an application client or by a layer which performs the security processing on behalf of an application client, the term "GPL protocol entity" is used instead of "GPL client" to emphasize that GPL is not an application client, but rather a security layer used by an application client. This can be compared to the security services provided by the TLS security layer.

2
GPL protocol model

Before describing the keys and their establishment, it is necessary to describe which protocol entities need access to keys at all.
2.1
GPL protocol entity types (GPL_U and GPL_ME)

There are two different types of GPL protocol entities. One type is located in the ME and the other is located in the UICC. The GPL protocol entity located in the ME is called GPL_ME and the GPL protocol entity in the UICC is called GPL_U. There may be instances of GPL_ME protocol entities existing simultaneously as instances of GPL_U protocol entities. Even if they exist simultaneously, they are not aware of each other's existence, do not need to communicate with each other and have no need to share keying material (discussed and motivated below). 
In fact, sharing key material between two such protocol entities may pose a severe security risk. If the GPL_ME protocol entity has access to keys used by the GPL_U protocol entity, the GPL_ME protocol entity can snoop on the data that was intended to be securely transferred between the network and the UICC. The GPL_ME protocol entity could in addition successfully inject traffic in the secure channel between the UICC and the network.
The reason that GBA_U was standardized was exactly to ensure that the keying material shared between the network and the UICC would not be accessible to the ME.

The figure below illustrates the two types of GPL protocol entities and the two secure channels that they provide.
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 Figure. The two GPL_U and the GPL_ME protocol entities may be running simultaneously (they don't have to, it is possible that only one of them exist at any one time), but they do not interact in the same way that, e.g., MIKEY and HTTP Digest do in MBMS.
2.2
Combinations of GPL_U and GPL_ME 

A service may use a combination of one part on the UICC and one part on the ME. This is for example the case with MBMS when GBA_U is used. MBMS has one MIKEY protocol entity residing on the UICC, and an HTTP Digest protocol entity residing in the ME. The reason for this split in MBMS is that some parts of the data is more sensitive than the other (namely the MUK), and this part is kept in the more secure UICC part of the device. MBMS therefore provides a clear split between the trust domains: The UICC share one key with the BM-SC and the ME shares a different key with the BM-SC. The ME is not allowed to look at any clear text data sent to the UICC and this is the whole point of the trust model.
The split between the UICC trust domain and the ME trust domain is accomplished by GBA_U keying as it provides one key, Ks_int_NAF, to the UICC and a cryptographically separate key, Ks_ext_NAF, to the ME. Ks_int_NAF is never provided to the ME as this would destroy the security of the system.  If the Ks_int_NAF was given to the ME, the ME would be able to intercept/snoop the traffic between the UICC and the BM-SC, i.e., the security is broken.

The example above was given in the context of MBMS because it is a familiar setting, but the same reasoning applies to any combination of protocol entities split over UICC and ME but used by the same service.

In fact, TS 33.220 defines the Ks_int_NAF in the abbreviations section as:

"Ks_int_NAF
Derived key in GBA_U which remains on UICC"
FACT 1:  the Ks_int_NAF shall never be given to a GPL_ME protocol entity.
For the reasons above it is proposed that:

PROPOSAL 2:  the Ks_int_NAF shall be used by the UICC internal GPL_U protocol entity.
If the UICC internal GPL_U protocol entity would use the UICC-external Ks_ext_key, the security of the communication between the GPL_U protocol entity in the UICC and the GPL_U protocol entity in the NAF would be on the same level as GPL_ME. This does not make sense since the whole idea with having an internal key and an external key in GBA_U is to have a higher security level for the applications on the UICC. Further, it would also be completely different from the design philosophy of TS 33.222 (GAA HTTPS). It is therefore proposed that:

PROPOSAL 3:  the GPL_U protocol entity shall not use Ks_ext_NAF as its master key. 
2.3
Keys used by the GPL_ME protocol entity

It is clear that the external Ks_ext_NAF was designed for usage externally to the USIM, i.e., in the ME. It is equally clear that the Ks_NAF was designed for usage externally in the ME, since it is used only when the USIM is not GBA_U capable. Therefore the following is proposed:

PROPOSAL 4:  The GPL_ME protocol entity shall use Ks_ext_NAF or Ks_NAF (whichever is received from the NAF-SA).

Which of Ks_ext_NAF and Ks_NAF is used by the GPL_ME protocol entity is irrelevant from the GPL_ME protocol entity point of view.  
· The GPL_ME protocol entity receives a master key via GBA Push TS 33.223. 
· The identity of the of the GPL security association is the same as what is used to identify the Ks_NAF or Ks_ext_NAF in GBA Push (retrieved from the NAF security association), so it does not matter which of the two is used.
· It is obvious that the ME needs to be able to determine if a received GPL message is intended for the GPL_ME protocol entity or the GPL_U protocol entity to be able to send the message to the correct place. When the ME has decided if the message is GPL_U or GPL_ME it is also clear which key is used.

The figure below explains how the key establishment in TS 33.223 establishing a NAF-SA (using either GBA_U or GBA_ME) is related to the GPL-SAs used by the GPL protocol entities.
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Conclusion and proposal
The analysis above suggests that the following four bullets are the way forward. It is proposed that these are agreed (and documented in the meeting report).

FACT 1:  The Ks_int_NAF shall never be given to a GPL_ME protocol entity.
PROPOSAL 2:  Only the Ks_int_NAF shall be used by the UICC internal GPL_U protocol entity.
PROPOSAL 3:  The GPL_U protocol entity shall not use Ks_ext_NAF as its master key. 

PROPOSAL 4:  The GPL_ME protocol entity shall use Ks_ext_NAF or Ks_NAF (whichever is received from the NAF-SA).

Further, since it is necessary to coordinate the work with ETSI SCP and other SA3 WGs if GPL_U is to be completed, it is proposed that GPL_U is postponed to Rel-10 and that only GPL_ME is specified for Rel-9.

The CR in S3-092041, implements clarifications and definitions of the GPL_ME protocol entity and removes GPL_U functionality from the TS; that is, handling of Ks_int_NAF which is the only thing currently tied to GPL_U. It is proposed that this CR is agreed by SA3.
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