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1. Introduction 
The motivation of this pCR is to draw now the conclusions from the analysis work done before as the majority of chapters is now rather complete. Therefore it is necessary to finish the open chapters to keep within the timeframe of release 9.
In terms of specification impacts needed, it is proposed that this TR be upgraded to 900 series to permit external references to informative text and guidelines for PUCI.
2. Pseudo-CR 

Start of Changes
9.   Potential PUCI Architecture
9.1   High-level architecture, mapping PUCI functionality to the IMS architecture

In this section we outline a high-level PUCI architecture to describe how PUCI functionality can be mapped to the IMS architecture. This high-level architecture is illustrated in Figure 9.1-1.The figure shows two cases where PUCI Functionality (PUCIF) is implemented in an AS. On the right (in the destination network) as a separate AS, using the ISC interface; or on the left (in the originating network) as part of the AS providing Supplementary Services (SS). A third option, also indicated on the right (in the destination network) with the dotted box is to realize the PUCIF in a CSCF, and it is to be understood that it is left open whether the PUCI functionality is realized in an AS or in a CSCF. 

Also shown in the figure is content inspection functionality, similar to current email Spam content inspection. To enable detection of UC in IMS messaging services based on content, it is primarily of interest to inspect the signalling traffic for SIP Message-carried content. In cases of a pre-established messaging session, before content is exchanged, there is little benefit from media plane content inspection to prevent UC, as the callee has already been prompted to accept the session. Hence, this case should be handled analogously to voice sessions. For protection against malware threats carried in UC it is useful to have content inspection also on the media plane. However, this is a more general security threat, and not directly in the scope of protection against UC.


[image: image1.emf]UE A CSCF

UE B

IBCF

Service 

(SS)

PUCIF

mark

mark

identify

react

react

signaling

user plane

MRF

identify

(feedback)

Content

inspection

identify

react

mark

CSCF

mark

TrGW

Service 

(SS)

PUCIF

mark

identify

react

react

ISC

ISC

PUCIF


Figure 9.1-1: Mapping of PUCI functionality to IMS architecture.

Further explanation and motivation of Figure 9.1-1 is provided in the following subsections.

9.2   Centralized/Distributed PUCI AS

According to the discussion in chapter 4.1.3 there are three main approaches:

· a completely distributed approach (see figure 4.1.3) with UC identification and marking/scoring in all kinds of networks (access, IMS, transit);

· a still distributed approach, but centralized per operator (see figure 4.1.4) with UC identification and marking/scoring only in the originating and terminating IMS network, or only in one of there;

· an approach with distributed UC identification and central UC marking/scoring (see figure 4.1.5) where the central UC marking/scoring is above the operator level and is operated by a neutral organization.

From these the ‘centralized per operator’ approach is favored for IMR-based UC prevention in IMS. The reasons for this recommendation are:

· The completely distributed approach doesn’t fit because access networks that are not SIP-aware cannot contribute to UC marking/scoring. Furthermore the completely distributed approach increases the number of PUCI AS (high cost), complicates the determination of a consistent UC score and increases potentially the complexity of signaling-based UC marking/scoring transport. Transit networks will be SIP-aware but as they neither host the caller nor the callee, they have no specific advantage compared to the originating/terminating network and should therefore not contribute to UC scoring/marking.

· Although a distributed UC identification with a central UC marking/scoring (above operator level) guarantees a consistent UC marking/score (as only one marking/score is delivered) there may be legal concerns associated with this approach. Further disadvantages are an increased traffic volume to transfer UC identification information to and UC marking/scoring from the central UC database and it may be difficult to find a neutral organization to operate the central UC database.

Therefore the ‘centralized per operator approach’ is the best trade-off between the completely distributed and the centralized approach. It is still distributed as the originating and the terminating network may be involved in UC handling, but the maximum amount of UC markings/scores is limited to two. Further advantages are that the originating and the terminating network are SIP-aware and that they host both participants of a communication, the caller and the callee.
9.3   UC identification / UC prevention 

UC identification denotes the possibility that a PUCI AS identifies UC, e.g. based on user feedback and signaling analysis, but doesn’t deliver a marking/score to the callee. The results of the PUCI AS remain in the network of the operator, or may be delivered from the operator of the terminating network to that of the originating network.

UC identification may then be used for UC prevention by taking steps against malicious users in the operator’s own network or against other operators that offend against Service Level Agreements, cf. clause 4.2.

UC prevention may go even one step further and delivers the UC findings in form of a marking/score to the callee in order to enable a reaction of either the callee himself or his home network, based on the UC probability.

Based on the discussion in this TR (see among others chapter 4.3 ‘Technical versus Legal Issues’, chapter 5.2.11 ‘Sender Impersonation UC’ and chapter 5.3 ‘Specific UC threats in non-IMS interconnection’) it is currently impossible to give a final recommendation to one of the two possibilities. Therefore it seems reasonable to allow both solutions and leave the decision to the operators, who will anyway be responsible to decide between the two possibilities.

9.4   Originating/Terminating UC identification and prevention

Another important issue in this TR is whether UC identification and prevention will be done in the originating or in the terminating network. For this issue it is important to differentiate between UC identification and UC prevention:

UC identification

· Technical UC identification by means of an IMR-based PUCI AS

For technical UC identification the originating network can extract advantages from the fact that it is able to authenticate its users, to take measures against forged sender identities and to detect anomalous traffic streams or communication sources. As a consequence the originating network is best suited for technical UC detection and is therefore clearly recommended.

Unfortunately the terminating network can’t rely on the findings of the originating network if there is no trust relationship between the two networks. This is a pro to perform technical UC identification also in the terminating network. But a cardinal disadvantage of the terminating network is that it is prone to forged sender identities. This leads to corruption of the UC database and can lead in addition to a new kind of UC reputation attacks.

Nevertheless it is recommended to support technical UC identification in the terminating network as well, but with the indispensible requirement that at least the originating network can be reliably authenticated. The underlying assumption is that the originating network is responsible for malicious users connected to it. This enables the terminating network to take measures based on Service Level Agreement contracts with the originating network. The optimal solution would be that the terminating network could reliably authenticate the callers in the originating network, but that is currently not realistic and would put too much burden to the user equipment. Without reliable authentication of the originating network technical UC identification in the terminating network by an IMR-based PUCI AS makes no sense.

· Human UC identification

In contrast to technical UC identification human UC identification by the callee happens always in the terminating network. It is completely unerring as the caller is the only instance who can safely identify UC. This caller based UC identification in form of a UC feedback can as well be used as one input to IMR-based PUCI AS.

In contrast to IMR-based PUCI AS UC prevention by Supplementary Services is primarily based on human UC identification in the terminating network with the advantages described above. The caller perceiving a specific communication source as UC then takes measures to react on it, e.g. by blocking. These defensive measures may be as well prone to forged sender identities (e.g. black lists), but with white lists there is already one powerful means available that is hard to dupe.

UC prevention

UC prevention in the terminating network may be very useful. The reasons are:

· Whether a call can be rated as UC or not depends largely on the user perception which is by nature individual. Therefore, it would be useful for the user to be able to configure a UC prevention profile according to his personal needs. This will be done in the home network of the user and according to its private nature this profile will usually not be distributed to other networks, at least unless the user has not given explicit consent for the distribution.

· Another important reason for terminating UC prevention is of legal nature. Although the originating as well as transit networks would be able to react on UC suspicious communication, they may be not allowed to do so depending on the legislation of the country. The callee has to give explicit consent for that. Therefore it is important that the reacting network is able to prove the permission for UC reaction. This can be achieved by a UC prevention profile in the terminating network. For Supplementary Services based UC prevention this is guaranteed as the user configures his personal UC prevention profile in an AS of his home network and gives thereby explicit consent to react according to his profile.
9.5   Real-time / non-real-time UC identification and prevention

The real-time vs. non-real-time aspect depends largely on the chosen UC method:

If UC identification and information gathering is only used in an operator’s network and for the purposes of the operator, then it can work non-real-time.

For UC prevention by means of Supplementary Services UC identification can work real-time, e.g. by user feedback via a key-press operation, as well as non-real-time, e.g. by putting a UC source on a black list via a web interface of the operator.

For UC prevention by means of an IMR-based PUCI AS, UC identification has stringently to be evaluated real-time because the result of UC identification (a UC marking/score) has to be delivered with the signaling of the call.

UC prevention itself has to react in every case real-time. Real-time means in this case that UC prevention has to react before the UC call is indicated to the callee by ringing of the phone. Otherwise the nuisance of the callee has already taken place and UC prevention is therefore dispensable.
9.6   Standardized versus Vendor specific aspects

The need for standardization for PUCI is dependent in part on where the functionality (PUCIF) is realized according to the different options outlined in Section 9.1, and also which features are included. Specifically, making use of the SS functionality to enforce PUCI based on Contextual Information (described in Section 7.4.3) specific to UC may require enhancements to SS standards. This is ffs.

Moreover, if contextual information is generated in a node different from where it is used, standardization is needed to carry it in the network. However, even if such contextual information would include some form of UC score, it is not deemed necessary to standardize the scoring algorithm.

Guidelines for PUCI could be based on this TR and include, e.g., recommendations for non-technical measures and for technical measures that fall outside the scope of 3GPP standardization, such as recommendations for authentication of participating non-IMS networks. To the extent that it is deemed necessary, it is also proposed that stage 2 and 3 normative work on enhancements to Supplementary Services (SS) is carried out in the time frame of Rel-10.

9.7   Interaction with non-IMS networks

There are two types of non-IMS networks:

· non-IMS SIP-based networks

· non-IMS and non-SIP legacy networks

All these networks are connected with each other and therefore UC may influence users of all these networks regardless in which network the UC source resides. As the majority of telephony today still takes place in legacy networks it can be expected that a large number of calls originating in VoIP networks will be VoIP-to-legacy calls. This is important for the efficiency of a UC prevention method:

· Today only UC prevention based on Supplementary Services can be applied in legacy as well as in NGN networks. Therefore UC prevention with Supplementary Services is ubiquitous and has therefore a clear advantage compared to purely SIP-based approaches

· UC prevention by IMR-based PUCI AS is perhaps one step more sophisticated but is restricted to SIP-based networks.

Regarding the SIP-based networks, it must be differentiated between IMS and non-IMS SIP networks.

· As discussed in 4. ‘Originating/terminating UC detection and prevention’ it is mandatory for IMR-based UC prevention that an originating non-IMS network can be reliably authenticated to take actions against forged sender identities.

· Although UC prevention with Supplementary Services is in principle also prone to forged sender identities it provides with white lists a UC prevention method that is rather robust concerning forged sender identities. That means that Supplementary Services based UC prevention has also in SIP-based networks the slight advantage to be usable without any prerequisites required from non-IMS SIP networks.

End of Changes
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