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1. Introduction 
Based on the revision of chapter 8.1 ‘Evaluation Criteria’ also chapter 8.2 ‘Evaluation of Alternatives’ has to be rewritten. Instead of comparing the solution alternatives in separate sub-sections, it is proposed to do this coherently in a common table. It is further proposed to choose a simple valuation system in order to get not too much into the bits and pieces.
2. Pseudo-CR 

Start of Changes

8.2
Evaluation of Alternatives
This clause evaluates the alternatives solutions and mechanisms for SPIT/UC protection , described in chapter 7

· chapter 7.2 ‘IMR Based Solution Approach’ (abbreviated: IMR)

· chapter 7.3 ‘SPIT/UC Protection with Supplementary Services’ (abbreviated: SS)

· chapter 7.4 ‘Contextual Information’ (abbreviated: CI), used as extension to Supplementary Services

· chapter 7.5 ‘UC protection framework for non-IMS interconnection: the Open Proxy Handshake’ (abbreviated: UC-OPH)
according to the criteria, established in chapter 8.1.

The chosen ratings are

· ‘positive (+)’, if a solution alternative meets the criterion completely or to a large degree

· ‘medium (o)’, if a solution meets the criterion only partly

· ‘negative (-)’, if a solution doesn’t meet the criterion or only to a negligible degree

· ‘not applicable (n.a.)’, if a criterion can not be influenced by a technical solution or if the solution is explicitly not related to this criterion

Positive means that the effect of a solution alternative concerning SPIT/UC protection is positive (+), regardless how the criterion is formulated.

Example: Criterion 14 ‘Latency’

Does the approach significantly add to the latency between the initiation and completion of desired communications?

The rating ‘positive (+)’ for this criterion means that the approach doesn’t significantly add to latency.

 Table: Evaluation of Solution Alternatives:

	Evaluation Criteria
	IMR
	SS, all with feedback by keypad entries (7.3.3.6)
	UC-OPH

	
	
	BL
	WL+

CMB
	BL+WL+CMB
	SUPP
	WL+IN Server
	CI
	

	
	7.2
	7.3.3.1
	7.3.3.2
	7.3.3.3
	7.3.3.4
	7.3.3.5
	7.4
	7.5

	
	Category: Essential
	
	
	
	
	
	
	
	

	1
	Resilience against forged sender information
	-
	-
	+
	+
	+
	+
	+
	+

	2
	How well is threat ‘bulk UC (Advertising)’ addressed
	+
	+
	+
	+
	+
	+
	+
	n.a.

	
	Category: Important
	
	
	
	
	
	
	
	

	3
	Means to report communication as UC
	+
	+
	+
	+
	+
	+
	+
	n.a.

	4
	Variation in communication handling based on UC likelihood
	+
	o
	o
	o
	o
	o
	+
	n.a.

	5
	Impact on existing standard
	-
	+
	+
	+
	+
	+
	o
	-

	6
	Interworking with legacy networks and devices
	-
	+
	+
	+
	+
	+
	-
	n.a.

	7
	How well does the solution address the following threats
	
	
	
	
	
	
	
	

	7a
	Privacy Violation – Targeted UC
	-
	+
	+
	+
	+
	+
	+
	n.a.

	7b
	Contentious Incoming Call Service Charge
	-
	-
	o
	o
	o
	o
	o
	n.a.

	7c
	Contentious Roaming Cost
	-
	-
	o
	o
	o
	o
	o
	n.a.

	7d
	Non-disclosure of Call Back Cost
	-
	-
	o
	o
	o
	o
	o
	n.a.

	7e
	Phishing
	-
	-
	o
	o
	o
	o
	-
	n.a.

	7f
	Network Equipment Hijacking
	-
	-
	-
	-
	-
	-
	-
	n.a.

	7g
	User Equipment Hijacking
	-
	-
	o
	o
	o
	o
	-
	n.a.

	7h
	Mobile Phone Virus
	-
	-
	-
	-
	-
	-
	-
	n.a.

	7i
	Unavailability / Degraded Service
	+
	-
	-
	-
	-
	-
	o
	n.a.

	8
	Simplicity
	o
	+
	+
	+
	+
	+
	o
	n.a.

	9
	Unintrusiveness
	+
	+
	-
	-
	-
	o
	+
	n.a.

	10
	OPEX
	o
	+
	+
	+
	+
	+
	o
	n.a.

	11
	CAPEX
	o
	+
	+
	+
	+
	+
	+
	n.a.

	12
	Modular
	+
	o
	o
	o
	o
	o
	+
	n.a.

	13
	Scalable
	+
	+
	+
	+
	+
	+
	+
	n.a.

	14
	Latency
	o
	+
	+
	+
	+
	+
	o
	n.a.

	15
	Network Load
	o
	+
	+
	+
	+
	+
	o
	n.a.

	16
	Sensitivity and specificity
	o
	o
	o
	o
	o
	o
	o
	n.a.

	
	Category: Others
	
	
	
	
	
	
	
	

	17
	Information extraction from signaling / UC likelihood indication
	+
	-
	-
	-
	-
	-
	o
	n.a.

	18
	Mechanism to convey UC indication in signaling
	+
	-
	-
	-
	-
	-
	+
	n.a.

	19
	UC reports auditable by the IMS
	+
	o
	o
	o
	o
	o
	-
	n.a.

	20
	Request UC Status
	n.a.
	n.a.
	n.a.
	n.a.
	n.a.
	n.a.
	n.a.
	n.a.

	21
	Challenge UC justification
	n.a.
	n.a.
	n.a.
	n.a.
	n.a.
	n.a.
	n.a.
	n.a.

	22
	User UC protection requests auditable
	-
	o
	o
	o
	o
	o
	-
	n.a.

	23
	Negative Service Preconception
	n.a.
	n.a.
	n.a.
	n.a.
	n.a.
	n.a.
	n.a.
	n.a.

	24
	Service agnostic
	+
	o
	o
	o
	o
	o
	+
	n.a.


Abbreviations:

IMR

Indentify, Mark, React

SS

Supplementary Services

BL

Black List

WL+CMB

White List + Consent Mailbox

BL+WL+CMB

Black List + White List + Consent Mailbox

SUPP

Sophisticated UC Prevention Profile

WL + IN

White List + Intelligent Network server
CI

Contextual Information (intention: combine with Supplementary Services)

UC-OPH

UC protection – Open Proxy Handshake (focuses solely on authentication of sender identity)
Rationale

This section gives a short rationale (if necessary) for the evaluation results of a specific criterion:

Criterion 1: Resilience against forged sender information

· IMR: no mechanism against forged sender information described

· SS: only white lists offer an acceptable protection against forged sender information

· SS (CI): provides fields (identity strength, origin network) which may be used e.g. in combination with UC-OPH

· UC-OPH: Provides a detailed proposal for verification of sender identity (and is only related to this criterion)

Criterion 2: How well is threat ‘bulk UC (Advertising)’ addressed
· all solution alternatives address bulk UC threat

Criterion 3: Means to report communication as UC
· IMR and SS provide feedback possibilities for the user either by feedback in connection with a call or by configuration of list (BL, WL) entries

· SS (CI) itself doesn’t provide feedback possibilities but is combined with SS 

Criterion 4: Variation in communication handling based on UC likelihood
· IMR provides a variation in communication handling based on UC likelihood

· SS provide also variation in communication handling (but based on likelihood 1 because SPIT/UC sources are unambiguously identified by entering them in a blacklist or not entering them in a whitelist)

· If SS is used in combination with SS (CI) it provides as well a variation in communication handling based on UC likelihood

Criterion 5: Impact on existing standard
· SS: no impact on existing standards

· SS (CI): enhancements of existing SS standards needed

· IMR and UC-OPH: require new standardization

Criterion 6: Interworking with legacy networks and devices
· only SS are suited to work in legacy as well as in NGN networks

Criterion 7a: Privacy Violation – Targeted UC
· Mechanisms of SS do not differentiate between bulk and targeted UC: therefore SS protect against bulk as well as against targeted UC once the SPIT/UC source is identified

· SS provide additional capabilities (MCID) to identify malicious source of targeted UC

· IMR: no mechanisms against targeted UC described

· SS (CI): provides itself no means against targeted UC but is combined with SS

Criterion 7b: Contentious Incoming Call Service Charge
· IMR: no mechanisms described

· SS (BL): no effect (only if the malicious source is already known and if the sender identity is not forged)

· SS (WL-based solutions): Although not specifically designed for protection of ‘Contentious Incoming Call Service Charge’, whitelists block untrusted sources and therefore provide a certain protection

· SS (CI): provides additional information (cost indicator) and is therefore well suited to enhance protection of SS against this threat

Criterion 7c: Contentious Roaming Cost
· IMR: no mechanisms described

· SS (BL): no effect (only if the malicious source is already known and if the sender identity is not forged)

· SS (WL-based solutions): Although not specifically designed for protection of ‘Contentious Roaming Cost’, whitelists block untrusted sources and therefore provide a certain protection

· SS (CI): provides additional information (cost indicator; although roaming cost indication up to now not specified) and is therefore well suited to enhance protection of SS against this threat

Criterion 7d: Non-disclosure of Call Back Cost
· IMR: no mechanisms described

· SS (BL): no effect (only if the malicious source is already known and if the sender identity is not forged)

· SS (WL-based solutions): Although not specifically designed for protection of ‘Non-disclosure of Call Back Cost’, whitelists block untrusted sources and therefore provide a certain protection

· SS (CI): provides additional information (cost indicator; although callback cost indication up to now not specified) and is therefore well suited to enhance protection of SS against this threat

Criterion 7e: Phishing
· IMR: no mechanisms described

· SS (BL): no effect (only if the malicious source is already known and if the sender identity is not forged)

· SS (WL-based solutions): Although not specifically designed for protection against ‘Phishing’, whitelists block untrusted sources and therefore provide a certain protection

· Ss (CL): no mechanism described

Criterion 7f: Network Equipment Hijacking
· none of the solution alternatives describes mechanisms against Network Equipment Hijacking

Criterion 7g: User Equipment Hijacking
· IMR: no mechanisms described

· SS (BL): no effect (only if the malicious source is already known and if the sender identity is not forged)

· SS (WL-based solutions): Although not specifically designed for protection against ‘User Equipment Hijacking’, whitelists block untrusted sources and therefore provide a certain protection

· SS (CL): no mechanisms described

Criterion 7h: Mobile Phone Virus
· none of the solution alternatives describes mechanisms against Mobile Phone Virus

· SS (WL-based solutions): Although whitelists block untrusted sources, they are not really suited against Mobile Phone Virus because trusted sources can as well contribute to distribution of Mobile Phone Virus

Criterion 7i: Unavailability / Degraded Service
· SS: are reactive measures at the callee side that are not suited to protect the network against Unavailability / Degraded Services

· SS (CI). With fields identity strength, call complaint fraction, messaging complaint fraction SS (CI) is to a certain degree suited to protect the network against Unavailability / Degraded Services and can therefore enhance the protection of SS

· IMR: With UC scores, potentially already evaluated in the originating network, IMR would be best suited to protect the network against Unavailability / Degraded Services

· but be aware: there might be legal issues to delete SPIT/UC suspicious traffic without explicit consent of the callee

Criterion 8: Simplicity
· SS: simplest solution, already available

· IMR,SS (CI): one degree more complex, transmission of reputation indicators required, evaluation and storage (databases) of reputation indicators required 

Criterion 9: Unintrusiveness
· Unintrusiveness is difficult to evaluate, as it depends on individual perception, therefore solution alternatives are evaluated in relation to each other

· IMR, SS (BL), SS (CI) are unintrusive for the caller

· SS (WL-based approaches, except WL+IN Server) are more intrusive because they require consent achievement with the callee

· SS (WL+IN Server) may be medium intrusive as the whitelist-bypassing prefix may be publicly known

Criterion 10: OPEX
· SS: solution with lowest OPEX, SS already available, no installation and operation of new equipment necessary

· SS (CI): enhancement of SS equipment necessary

· IMR: installation and operation of new equipment necessary

Criterion 11: CAPEX
· SS: solution with lowest CAPEX, SS already available, only extension of equipment may be necessary

· IMR: investments in equipment necessary

Criterion 12: Modular
· IMR,SS (CI): can easily be enhanced by new modules

· SS: quite established, therefore enhancement by new modules more difficult

Criterion 13: Scalable
· Generally all solution alternatives are scalable

Criterion 14: Latency
· SS: low ( requires table look-up and performing of pre-defined action

· IMR,SS (CI): higher ( requires processing and evaluating of signaling information and user behavior, querying and actualizing of UC related databases and synchronizing of potentially differing UC scores in a distributed architecture

Criterion 15: Network Load
· SS: low ( requires table look-up and performing of pre-defined action

· IMR,SS (CI): higher ( requires processing and evaluating of signaling information and user behavior, querying and actualizing of UC related databases and synchronizing of potentially differing UC scores in a distributed architecture

Criterion 16: Sensitivity and specificity
· SS: Sensitivity and specificity (false acceptance, false rejection) are not issues for WL. For BL,SPIT/UC protection of SS depends on unambiguously identified UC sources and, hence, the possibility of erroneous actions exists. 

· IMR,SS (CI): Sensitivity and specificity (false acceptance, false rejection) are issues because scores are evaluated that provide a certain SPIT/UC probability, which may lead to erroneous results.

Criterion 17: Information extraction from signaling / UC likelihood indication
· SS: not available, only in combination with SS (CI)

· SS (CI): provides such data to a certain degree

· IMR: inherent to the functionality of IMR

Criterion 18: Mechanism to convey UC indication in signaling
· It is difficult whether conveying of UC indication in signaling is regarded positive or negative ( according to the criterion the possibility is valuated positive

· SS: not available, only in combination with SS (CI)

· IMR,SS (CI): possibility is provided

Criterion 19: UC reports auditable by the IMS
· SS (including CI): reports by the user on UC take the form of key presses or web-based feedback. These reports are not part of this PUCI mechanism, but can be audited in their own right.

· IMR: UC reports are available this PUCI mechanism and can be audited 

Criterion 22: User UC protection requests auditable
· SS (CI): no support of User UC protection requests, but combined with SS

· SS: User UC protection requests result in blacklist/whitelist entries, therefore a simple form of auditing is possible

· IMR: no mechanisms described

Criterion 24: Service agnostic
· It is difficult whether it is regarded positive or negative if a solution alternative is service agnostic. It can be seen positive if a solution provides sufficient UC protection without being service agnostic, because then it is general and simple, On the other hand solutions could be more tailored to services if the solution is service agnostic. ( therefore a solution alternative is valuated better if it implies in principle the possibility to be service agnostic

· SS: not service agnostic, only in combination with SS (CI); blocks or enables sources regardless of the used service

· IMR, SS (CI): generally not service agnostic, but imply the possibility to be service agnostic as they evaluate signaling traffic









	
	

	

	

	
	


	
	
	
	
	
	
	

	
	


	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	


	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	

	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
















End of Changes
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