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Abstract of the contribution: This contribution discusses methods for certificate enrolment in backhaul network.
1. Introduction
This contribution discusses methods for certificate enrolment in backhaul network. 

2 Discussion on certificate enrolment
One main objective of WI “NDS enhancements to support backhaul security” is specifying the method of certificate enrolment. The following texts should be taken into consideration for the certificate enrolment method.
Late binding as an important logistics property was agreed in the SA3#56 meeting. It should not be necessary to bind eNBs to a particular operator before the on-site installation. Therefore eNBs can not be provisioned with the certificate issued by special operator during manufacturing. Cross certificate can be used for verifying the certificate enrolment message.
eNB may  be threatened by unauthorized or malicious RA/CA. Mutual authentication should be performed during the process of certificate enrolment. Thus the RA/CA can be authenticated and traced based on issuer’s signature.
Mechanism of integrity protection provided by CMPv2 should be used for securing enrolment message. 
At the beginning of certificate enrolment, VPKI root certificate and cross certificate issued by VPKI RA/CA should be available in OPKI RA/CA. VPKI root certificate and eNB certificate should be stored in eNB.
3 Methods for certificate enrolment

Methods for certificate enrolment are proposed in figure 1. 
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Figure 1: Certificate enrolment

1. eNB initiates enrolment process and creates CMPv2 message of certificate request.
2. eNB sends certificate request to RA/CA. 

3. RA/CA verifies certificate request and creates certificate response.
4. RA/CA sends certificate response to eNB.

5. eNB verifies certificate response and creates certificate confirmation.

6. eNB sends certificate confirmation to RA/CA.

7. RA/CA verifies the cert confirmation message. RA/CA revokes the newly issued certificate if authentication is failed.
8. RA/CA sends certificate ACK message to eNB after succeeded authentication. This step is optional.
4 Proposals

It is proposed to use the method discussed above for certificate enrolment in NDS backhaul security. 
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