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	Start of  Modification


A.* Transfer RIM of hardware information by OAM Server’s certificate 
The following gives a secure method to transfer RIM of hardware information to TrE, this method uses the private key of the OAM Server’s certificate to do the digital signature for the H(e)NB’s hardware information. 

The following are the steps:
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1. SGW signsOAM Server’s certificate by its private key of 

authentication certificate, the result of the digital signature is So

6.TrE Verifies RIM of the received Cert

SGW

3.Gets the hardware information of the H(e)NB, 

the order is Hard_info_list. Signs the hardware 

information, the result is RIM

4. hardware information integrity reponse: the OAM server 

sends (Hard_info_List, RIM,Cert,So) to the H(e)NB

2. hardware information integrity request

5. TrE gets local hardware information in 

the order given in Hard_info_List


Figure A.*  Overview process of the Mechanism to Overview process of the Mechanism to transfer RIM of hardware information by OAM Server’s certificate
1. SGW signs the OAM Server’s certificate by its private key of authentication certificate, the result of the digital signature is So
2. The H(e)NB sends  hardware information integrity request to the OAM server.
3. The OAM server gets the hardware information of the H(e)NB, the OAM Server saves the order in Hard_info_List. The OAM Server do a digital signature for the hardware information, the result is RIM.

4. The hardware information update process is performed, during which the OAM server sends (RIM, Cert, So) to the H(e)NB.

5. The TrE gets local hardware information in the order given by Hard_info_List.

6. The TrE verifies the RIM by the received Cert.

Note 1: If the H(e)NB is rebooted and RIM exists, the TrE can verify its hardware information integrity locally in the AV procedure.

Note 2:  In the H(e)NB authentication procedure, the TrE must verify the digital signature So of the OAM Server’s certificate by the certificate received from the SGW.
A.* Transfer RIM of hardware information by the certificate of SGW
The following gives a method to transfer RIM of hardware information to TrE, this method uses the private key of the authentication certificate in the SGW to do the digital signature for the hardware information.

The following are the steps:
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1.hardware information integrity request

2.Hashes the hardware information of the 

H(e)NB, the result is H

8.TrE Verifies RIM by the received Cert

SGW

3. H

4.Encrypts H with its private key, the result is 

RIM

5. RIM, Cert

7.  Hashes local hardware information in 

the order in Hard_info_List, the result is 

H’

6. hardware information integrity reponse, the OAM server 

sends (Hard_Info_list, RIM,Cert) to the H(e)NB


Figure A.*  Overview process of the Mechanism to transfer RIM of hardware to TrE
1. The H(e)NB sends  hardware information integrity request to the OAM server. 

2. The OAM server hashes the hardware information of the H(e)NB, the result is H. The OAM server keep the hash order list (Hard_info_List).

3. The OAM server sends the H to the SGW. 

4. The SGW engrypts H by its private key of the authentication certificate, and the result is RIM.

5. SGW sends  (RIM,Cert) to the OAM server.
6. The OAM server sends hardware information integrity reponse to the H(e)NB, during which the OAM server sends the (Hard_info_List, RIM, Cert) to the H(e)NB.
7. The TrE gets local hardware information in the order given by Hard_info_List and then hashes it, the result is H’.

8. The TrE verify the RIM by the received Cert.

Note 1:  After step 4, it is like that SGW gives a digital signature for the hardware information, in the step 7, the TrE can verify the RIM by a standard digital signature verifying procedure.

Note 2: If the H(e)NB is rebooted and RIM exist, the TrE can check its hardware information integrity locally in the AV procedure.

Note 3: In the H(e)NB authentication procedure, the TrE must check the saved certificate is same as the the certificate received from the SGW.
	End of modifications
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1. SGW signs OAM Server’s certificate by its private key of authentication certificate, the result of the digital signature is So


6. TrE Verifies RIM of the received Cert


SGW


3.Gets the hardware information of the H(e)NB, the order is Hard_info_list. Signs the hardware information, the result is RIM


4. hardware information integrity reponse: the OAM server sends (Hard_info_List, RIM,Cert,So) to the H(e)NB


2. hardware information integrity request


5. TrE gets local hardware information in the order given in Hard_info_List
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1.hardware information integrity request


2.Hashes the hardware information of the H(e)NB, the result is H


6. hardware information integrity reponse, the OAM server sends (Hard_Info_list, RIM, Cert) to the H(e)NB


8. TrE Verifies RIM by the received Cert


SGW


3. H


4.Encrypts H with its private key, the result is RIM


5. RIM, Cert


7.  Hashes local hardware information in the order in Hard_info_List, the result is H’



