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8.3 Conclusions

The Scope of this TR is given in section 1 of this document, extracts of which are given below for convenience.
The aim of this TR is to study “an investigation of candidate security solutions architectures  that allow remote subscription management to take place in a secure manner” and by implication to assess whether these are feasible or not.  
Three basic candidate solutions (numbered 1 to 3) for remote provisioning and management of subscriptions in M2MEs have been developed and evaluated within this TR, with solution 3 having two variants (3a and 3b) giving 4 candidate solutions in all.  See section 8.1 above for a summary of each of these solutions.
These solutions are evaluated against the criteria developed within this TR in section 7 of this report, and against the use cases in section 4.1 (from which the evaluation criteria were derived) in section 8.2.1.
Each candidate presents a different trade-off among many factors such as standardization impact, ease of deployment, and ability to meet the use cases. 
Alternative 1 is best on meeting the intended M2M uses cases but has the most complicated network architecture and greatest difference with existing subscription management methods.  Integration of the MCIM within the M2ME creates concerns about the ability of an M2ME to adequately protect the sensitive data within an MCIM. However, this integration also alleviates concerns about unauthorized removal of a UICC.

Alternative 2 represents the solution currently in use to address the existing M2M business of MNOs. It has the least impact on subscription management methods and network infrastructure. Use of this alternative would require implementation-dependent measures to physically prevent the threat of unauthorized UICC removal. This solution does not allow change of subscription without human intervention, but the existing M2M business of MNOs shows that the technical and logistical issues deriving from this aspect are not a major issue, at least from a MNO perspective. 
Alternatives 3a and 3b lie between 1 and 2 in terms of the trade-offs within the three main headings. They use a UICC but the change of subscription is achieved without human intervention. This requires changes in the subscription management systems and/or the UICC. As with alternative 2, physical means would be required to prevent the unauthorised removal of the UICC.
There were different points of view in SA3 with respect to the relative importance of these trade-off factors, and no final recommendation on a particular solution or solutions is given is this TR.
· Alternatives 1 and 3b require new specification work before being widely used in 3GPP networks.  Prototype implementations and research projects on these alternatives are needed to show that the security and complexity issues identified for these alternatives can be solved in an economical and practical manner.

· Alternative 2 does not require any new specification work.  It is already being used for some M2M use cases.
· Alternative 3a does not require any specification work for interaction with M2MEs and only requires specification of mechanisms for inter-operator IMSI/K sharing. Discussion of this alternative in a forum such as the GSMA may help to address the issues of inter-operator trust presented by this alternative.
