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1 Introduction

This contribution proposes a backhaul case and security model in NDS architecture.
2 Background
In TS 33.401 NDS is specified for protecting backhaul link communications. There are various cases for backhaul deployment, therefore NDS architecture should be converted into viable security model for satisfying the requirements of different backhaul scenario.

3 Proposed model
There do exist such a backhaul scenario in practice, in which eNBs, backhaul links and core network elemnets are belonged to same operator. Moreover the eNBs are trusted (e.g. physically protected) and the backhaul links are properly protected (e.g. secured L2VPN or L3VPN’s are implemented). It is needed to propose a NDS security model for this scenario.

The NDS security model proposed for above backhaul case is shown as following. In the model, eNb, core network node and backhaul link all are trusted and which are owned by the same operator. They should locate in the same security domain and the optional Zb interface would be used between them. Moreover sub-domain can be divided in this model for the purpose of operation and management, which is left to the operator.
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4 Conclusion and Proposal
It is proposed to agree the trusted eNB and backhaul link case to be considered for NDS backhaul security WID and consider the above security model as a candidate model for that case.
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